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Abstract

Capability-based architectures such as CHERI provide strong sup-
port for the architectural isolation of software components. To
additionally protect against microarchitectural leakage, software
can be written in a constant-time fashion. Modern processors, how-
ever, rely heavily on speculative execution, which can invalidate
the constant-time guarantees and leak isolated secrets transiently.

In this work, we show that providing secure speculation for
CHERI is non-trivial, and that existing proposals fail to preserve
the confidentiality guarantees. We develop a formal framework
for reasoning jointly about capability safety, speculative execution,
and information-flow security, and use it to demonstrate potential
leaks. We then present SCHERI , a new processor design within this
framework, and formally prove that it provides end-to-end secure
speculation guarantees for the constant-time policy.

Our results provide formal foundations and practical guidance
for building future capability-based processors, which are resilient
to Spectre attacks for constant-time programs.
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1 Introduction

The ongoing prevalence of memory-safety vulnerabilities has moti-
vated capability-based hardware architectures that deliver enforce-
able guarantees by construction. The CHERI (Capability Hardware
Enhanced RISC Instructions) architecture emerged in 2010 [29] as a
candidate for this vision, offering fine-grained memory protection
and principled reasoning about pointer provenance. At the archi-
tectural level, CHERI enforces strong spatial memory-safety guar-
antees and enables robust compartmentalization [28]. The CHERI
architecture has gained momentum over the last decade with the de-
velopment of CHERI-RISC-V [24] and the ARM Morello project [1]
that implements CHERI in ARM.

However, CHERI memory safety assumes a non-speculative exe-
cution model. Modern high-performance processors rely heavily
on speculation, and, since the discovery of transient-execution at-
tacks [20], it has become clear that speculation can violate architec-
tural guarantees by exposing microarchitectural side effects. While
misspeculated instructions are rolled back at the architectural level,
their effects on microarchitectural state (e.g., caches) may persist,
enabling attackers to leak secrets through side channels [19].

CSC. Prior work has demonstrated that CHERI is not immune
to this problem [15]. In particular, Fuchs et al. [16] introduced the
Capability Speculation Contract (CSC), which constrains speculative
execution to preserve CHERI’s capability invariants. They showed
that violations of these invariants in speculative implementations
(e.g., CHERI-Toooba) lead to concrete attacks such as Meltdown-CF,
which break CHERI’s memory-safety guarantees in practice. CSC
can be understood as an instance of the broader class of hardware-
software contracts [19] for secure speculation, which aim to provide
principled co-design between hardware mechanisms and software
reasoning. CSC restores speculative sandboxing by ensuring that
speculative memory accesses respect capability permissions and
bounds. While effective for preserving speculative sandboxing, CSC
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does not provide confidentiality guarantees when legitimately ac-
cessible secrets can still leak through timing, cache, or other mi-
croarchitectural channels. We show that achieving provably secure
speculation for the constant-time policy in CHERI requires moving
beyond sandboxing, toward confidentiality guarantees.

BLACKOUT. An important step toward this goal was taken by
BLACKOUT [12], which extends CHERI with hardware-supported
taint tracking via blinded capabilities to enable data-oblivious com-
putation. BLACKOUT raises faults when secret data influences
control flow or memory accesses, thereby aiming to prevent both
conventional and speculative side-channel leakage. At a high level,
BLACKOUT moves beyond sandboxing toward non-interference-
style guarantees by tracking the flow of secret data through com-
putation. However, as we will show, BLACKOUT does not fully
achieve secure speculation for the constant-time policy.

These limitations highlight a deeper issue: existing approaches
lack a unified formal framework capable of expressing and compar-
ing memory safety, sandboxing, and secure speculation guarantees.

Our contributions. In this paper, we address this gap by devel-
oping a formal framework for reasoning about CHERI-like archi-
tectures under speculative execution and strong leakage models.
Within this framework, we:

• define a speculative semantics for CHERI-like processors with a
strong attacker model and a notion of speculative constant time;
• show that the CSC does not guarantee confidentiality under
leakage models stronger than speculative sandboxing;
• analyze BLACKOUT under these stronger leakage models, iden-
tifying sources of speculative information leakage;
• propose SCHERI , eliminating leaks while preserving practicality;
• formally prove that SCHERI satisfies end-to-end secure specula-
tion guarantees in our model.

Our results provide both formal foundations and practical guid-
ance for building CHERI processors resilient to speculative side-
channel attacks. An extended version of this paper with full hard-
ware semantics and proofs is available [26].

2 Background

CHERI. CHERI is a capability architecture that extends conven-
tional ISAs with hardware-enforced memory protection. Instead
of representing pointers as plain integers, CHERI uses capabilities:
unforgeable references that carry both an address and metadata
such as bounds, permissions, and validity information. Memory
accesses through capabilities are checked in hardware, prevent-
ing out-of-bounds dereferences and unauthorized use of pointers.
Capabilities can only be derived from existing capabilities, ensur-
ing monotonicity: derived capabilities cannot gain permissions or
exceed the bounds of their parent capability except at controlled
security boundary crossings. These mechanisms provide strong
spatial memory safety and support fine-grained compartmentaliza-
tion. Practical realizations include CHERI-RISC-V [24], and ARM
Morello [1]. While CHERI substantially strengthens architectural
memory safety, these guarantees are defined at the ISA level and
therefore assume architecturally correct execution. They do not
automatically extend to (speculative) microarchitectural behavior.

Speculative execution and attacks. Modern processors improve
performance through out-of-order and speculative execution. In-
structions may execute before prior branches, permissions checks,
or data dependencies are fully resolved. If speculation is later found
incorrect, architectural state is rolled back, but transient effects on
microarchitectural state, such as cache contents, predictor state, or
execution timing, may remain observable.

Transient-execution attacks exploit this behavior to leak secrets
via persistent microarchitectural effects. Spectre-style attacks [20]
mistrain predictors to transiently execute attacker-chosen instruc-
tion sequences, Meltdown-style attacks [22] exploit incorrect for-
warding from faulting or unauthorized operations. These attacks
demonstrate that architectural safety alone is insufficient when
secrets can influence transient execution.

For CHERI, this means that even capability-safe software may
leak information if speculative execution bypasses intended checks
or transiently exposes secret-dependent behavior.

Security properties: sandboxing and constant-time. Mitigations for
speculative execution attacks and their desired security properties
can be described using a hardware-software contract [19]. It is useful
to distinguish two types of security properties:
• Sandboxing or compartmentalization, ensuring that a potentially
malicious program cannot speculatively read outside of its archi-
tecturally designated sandbox, and
• Constant-time or data-obliviousness, ensuring that a benign pro-
gram does not leak secrets through microarchitectural channels.

These are very different properties: sandboxing considers code
that does not architecturally compute on secrets but tries to get
access speculatively, whereas constant-time considers code that
does architecturally compute on secrets, and should not leak them
through side channels, even speculatively. Hence, they typically
require differentmitigations under speculation. CSC aims to prevent
leakage in the sandboxing model, while BLACKOUT targets the
speculative constant-time property.

3 Threat Model

We consider an attacker with the goal of inferring secret informa-
tion from a CHERI system through microarchitectural side-channel
observations. The attacker cannot directly read privileged state,
break cryptographic primitives, or violate the architectural mem-
ory protection guarantees of CHERI, but they can execute untrusted
code on the same processor (concurrently or across time-sharing
contexts) and trigger victim execution with chosen public inputs.
As is standard in the Spectre literature, the attacker may mistrain
branch predictors, influence microarchitectural state to cause con-
tention, and observe timing differences caused by victim execution.

We consider a broad class of microarchitectural side channels,
including the state of microarchitectural structures (e.g., caches,
branch predictors, the reorder buffer), speculation success and roll-
back behavior, and contention for execution ports and other timing-
visible shared resources. This follows prior secure speculation work
that treats attacker-observable microarchitectural state abstractly
rather than committing to one specific channel [9]. Our threat
model is intentionally stronger than the one captured by the Ca-
pability Speculation Contract (CSC): in addition to unauthorized
speculative memory accesses, we consider leakage of legitimately
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accessed secrets through timing-visible microarchitectural effects.
We do not consider physical side channels such as power analysis,
electromagnetic emanations, or fault injection.

Our goal is therefore to enforce relative speculative constant
time for victim code (formalized in Theorem 6.2): secrets that are
not leaked architecturally do not influence the attacker’s observa-
tions. In particular, we seek guarantees stronger than CSC-style
speculative sandboxing: speculative execution should preserve con-
fidentiality, not only prevent capability forgery.

4 Prior Approaches and Shortcomings

The security property we aim to achieve is that programs that are
constant-time in the absence of speculation remain constant-time
under speculation. In this section, we show that existing Spectre
mitigations on the CHERI architecture do not achieve this goal. We
discuss two recently published approaches: Capability Speculation
Contracts (CSC) [16] and BLACKOUT [12].

4.1 Capability Speculation Contract

CHERI provides architectural support for software sandboxing [29],
and recently Fuchs et al. [16] proposed an approach to preserving
these architectural sandboxing properties under speculation. Their
Capability Speculation Contract (CSC) expresses that the hardware
should not perform speculative violations of security boundaries
enforced by capabilities. More precisely, it states:

Contract 4.1 (Capability Speculation Contract [16]). All
instruction and data-memory accesses issued in speculation must be
authorized by capabilities either (1) in the committed register file; or
(2) in memory transitively reachable through (1).

Hence, CSC has a different goal than our design: it does not
aim to prevent side-channel leaks of accessible secrets through
speculation. It is straightforward to construct examples of programs
that are secure in the absence of speculation and that comply with
the CSC contract, but that leak secrets through side channels when
speculation is allowed. Consider the following code:
1 f_load_sec:
2 cld a1, 0(csp) # secret data is loaded into a1
3 ccall g # after executing g, speculation starts
4 ...
5 exploit_gadget: # call to g speculatively returns here
6 cinoffset cs0, csp, a1 # cs0's offset advances by secret a1
7 cld a1, 0(cs0) # secret is leaked

Here, csp is the stack capability register, cs0 is another capabil-
ity register, and a1 is a general purpose register. If secret data is
stored on the stack referenced by csp, the cld instruction at line
2 loads it in a1. If the called g function speculatively returns to
exploit_gadget, the secret is used to set the offset of cs0. Then,
the load at line 7 uses the address of cs0, leaking the secret. Note
that the secret could also be leaked through other side channels.

4.2 BLACKOUT

BLACKOUT [12] extends CHERI with blinded capabilities for en-
forcing data-oblivious execution, also during speculation. BLACK-
OUT incorporates the ideas of oblivious instruction set architec-
tures [13, 31] into the CHERI architecture by repurposing an unused
bit in capability metadata to mark a capability as blinded. When data
is loaded through a blinded capability into a register, the register is

alsomarked as blinded, and the hardware implements taint-tracking
to propagate blindedness. Blinded values are treated as secrets, and
the hardware prevents them from affecting timing behavior by
faulting on e.g., load/store instructions with blinded addresses or
branches with blinded conditions. During speculation, the faults
are not raised architecturally, but they still prevent the leakage
of blinded data. Building on these primitives, BLACKOUT allows
programmers to write data-oblivious code, relying on the hardware
to prevent side-channel leakage.

The security argument of BLACKOUT relies on the maintenance
of five key invariants, but in order to efficiently support the call
stack and register spills, BLACKOUT allows some of these invari-
ants to be violated in a controlled way. One invariant (I3 [12]) says
that the bounds of valid blinded and non-blinded capabilities must
not simultaneously overlap. However, this complicates storing both
blinded and non-blinded data on the stack. Hence, BLACKOUT
allows this invariant to be violated for the stack capability: a local
blinded variable will architecturally be accessed through a blinded
capability that overlaps with the non-blinded stack capability. This
is not a problem in the absence of speculation if the software stack
can enforce that blinded data is only accessed through the blinded
capability. However, this opens the door to speculative execution
attacks that can load and leak blinded data through the non-blinded
stack capability. Another invariant (I1) says that blinded data can-
not be stored into memory using non-blinded capabilities. This is a
problem for compiler-induced register spills: blinded registers can-
not be spilled to the stack using the non-blinded stack capability. To
address this, BLACKOUT repurposes the capability validity tag to
indicate blindedness of secret register spills. Specifically, when the
program spills a blinded register to the stack (using a csc instruc-
tion that stores the whole 16 bytes in the register), the BLACKOUT
processor emits a special structure named Blinded Register Record
(BRR), which consists of the 8-byte spilled blinded value and an
8-byte marker (see Figure 1). BLACKOUT also sets the capability
validity tag corresponding to the spill slot to 1. When restoring the
blinded register spill from the stack using the clc instruction, the
validity tag and the marker indicate that the restored value is a BRR
rather than a capability or other public data on the stack, so the
processor can properly mark the loaded data as blinded.

4.2.1 Security Analysis. At its core, BLACKOUT maintains its se-
curity guarantees as long as the hardware correctly tracks when
secret data is accessed. Data can be marked as secret in two ways:
either by setting the blinded bit in its associated capability, or, in the
case of spilled registers on the stack, with a Blinded Register Record
(BRR), which stores a magic constant right next to the spilled regis-
ter value in memory. As long as the data is accessed through the
blinded capability (in the case of blinded memory) or through a
capability load through the stack capability (in the case of BRRs),
the processor correctly sets and propagates the taint bit. In the
following, we systematically explore how blinded data could be
accessed in other ways that deviate from the above, leading to the
loaded secret data incorrectly not being tainted, enabling leakage.

(1) Improperly accessing a BRR.
(a) The blinded bit is only set when BRRs are loaded via full

capability load instructions (clc). Accessing a spilled value,
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Figure 1: In BLACKOUT, memory referenced by blinded ca-

pabilities and Blinded Register Records (BRR) on the stack
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blinded stack capability (csp) can also access this secret data.

potentially speculatively, through a narrower load instruc-
tion (e.g., cld) via the stack pointer (or any non-blinded
capability) will not set the blinded bit.

(b) The blinded bit is only set when the BRR is tagged as a capa-
bility and its metadata corresponds to the magic constant.
Even if the BRR is accessed via the stack pointer using a
capability load, the blinded bit will not be set if the magic
value has been corrupted or the capability tag cleared. This
corruption could also happen transiently, e.g., as a result
of incorrect store-to-load forwarding.

(2) Improperly accessing secret data through a non-blinded capa-
bility. In BLACKOUT, this is always possible for function-local
blinded data, as the stack capability is not blinded (cf. Figure 1).
(a) Access through a load via the stack capability, bypassing

compiler enforcement of exclusive access through the as-
sociated blinded capability. This can easily happen during
speculation; e.g., if the stack capability has a different offset
than the compiler expects.

(b) Stale data on the stack might be accessed by a newly de-
rived capability in a later function call. Even if accesses
to uninitialized memory are not allowed by the compiler,
this could happen transiently if the store performing the
initialization is speculatively skipped before a load.

(c) Blinded data could also be accessed through a non-blinded
capability derived from the stack pointer during specula-
tion. The CSC (see Section 4.1) does not curb this issue, as
it allows all legal capability modifications to be performed
speculatively as well.

4.2.2 Concrete Attacks. To provide evidence for the validity of
the security concerns, we demonstrate proof-of-concept attacks
(released publicly in Appendix A) exploiting Issues 1a and 2a on
the BLACKOUT prototype. Issue 2b and Issue 2c can likely be
exploited with additional engineering effort. The current prototype
lacks the hardware speculation features required to exploit Issue 1b,
but we believe it could be exploited on future implementations of
BLACKOUT. Below, we briefly describe our exploits for Issues 1a
and 2a, which rely on return address speculation [21]: the attacker
causes a return instruction from a victim function to transiently
jump to attacker code by poisoning the return stack buffer.

Exploit for Issue 1a. Consider the following code:
1 f_write_brr:
2 # csp is the stack pointer capability
3 # ca0 contains secret data
4 csc ca0, -16(csp) # spill the secret to the stack as a BRR
5 ccall g # after executing g, speculation starts
6 ...
7 exploit_gadget: # call to g speculatively returns here
8 cld a1, -16(csp) # secret data is loaded to a1 through csp
9 cinoffset cs0, csp, a1 # cs0's offset advances by secret a1
10 cld a1, 0(cs0) # secret is leaked

Here, the victim function spills a secret register (using the ca-
pability store instruction csc) onto the stack in a BRR. During
speculation, this BRR is accessed via cld, a regular load instruction,
which does not check whether the loaded data is a BRR, and as a
result, does not set the blinded bit. Consequently, the loaded secret
data in a1 can be leaked by using it as an offset for a load.

Exploit for Issue 2a. This attack is structurally very similar to the
previous one, and is exemplified below:
1 f_write_sec:
2 # csp is the stack pointer capability
3 # a0 contains secret data
4 # cs0 is a blinded capability referencing [csp-8, csp)
5 csd a0, 0(cs0) # store secret data to the stack through cs0
6 ccall g # after executing g, speculation starts
7 ...
8 exploit_gadget: # call to g speculatively returns here
9 cld a1, -8(csp) # secret data is loaded to a1 through csp
10 cinoffset cs0, csp, a1 # cs0's offset advances by secret a1
11 cld a1, 0(cs0) # secret is leaked

The main difference with the previous attack is that in this case,
secret data is stored on the stack using a blinded capability, and
the compiler enforces that this data is never accessed using the
(non-blinded) stack capability during normal execution. However,
this property can be broken during speculation, and the attacker
can induce a transient load instruction that accesses the secret data
on the stack using the stack pointer.

The leakage in CSC and BLACKOUT shows that reasoning jointly
about capability safety, speculative execution, and information leak-
age is subtle and deserves rigorous formal treatment. Next, we
present an alternative design addressing these issues, formally ver-
ified to provide strong security guarantees under speculation.

5 SCHERI
In this section, we introduce a formal execution model to study the
security of CHERI-like architectures under speculative execution.
To the best of our knowledge, our design is the first to formalize a
taint-tracking mechanism where capabilities keep track of the se-
curity level of the data they reference. We treat the stack capability
as always tainted and mark spills of public values using a distin-
guished encoding, which we call Untainted Register Record (URR).
URRs set the capability tag and use a reserved marker value in the
metadata field. When the capability tag is set, capability-sized loads
consult the metadata field to distinguish data from capabilities: if
the metadata matches the reserved marker, the value is interpreted
as untainted data; otherwise, it is treated as a capability.

A key challenge of this design is that using a tainted stack capabil-
ity would cause restored capabilities to be conservatively classified
as secret, unnecessarily constraining speculation. This would cause
a performance degradation, especially in constant-time software,
where memory access patterns and control flow must be public.
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To address this, we encode taint information explicitly in capa-
bility metadata. Concretely, when a capability 𝑐 with address ℓ ,
metadata ℓmeta, and taint status 𝑡 is stored to memory, the pair of
words (ℓ, packTaint (ℓmeta, 𝑡)) is stored instead, where packTaint (·)
is a function that embeds the taint bit into reserved metadata bits.
Upon loading, the hardware reconstructs both the original metadata
and the taint of the destination register.

Our design solves the issues of BLACKOUT identified in the
previous section. Since the initial stack capability is tainted, it will
remain tainted during execution and there will be no public aliasing
capability addressing the same region if public data is always stored
in URRs. This prevents speculative accesses to secrets on the stack
from producing untainted values.

Throughout the remainder of this section, we illustrate SCHERI ’s
semantics and the rationale behind its security guarantees through
a running example: we formalize the attack based on Issue 2a (Sec-
tion 4.2) in SCHERI , and use it to contrast SCHERI ’s design with
alternative approaches. SCHERI is flexible enough to model realistic
capability-specific speculation mechanisms, presented in Section 7.

5.1 Preliminaries

Capabilities. In SCHERI , memory is accessed via capabilities. In
turn, capabilities are modeled as pairs CapData ∋ 𝑐 F (ℓ, ℓmeta),
composed of an address ℓ ∈ Addr ≜ N, and metadata ℓmeta =

(𝑝, 𝑏, 𝑒, 𝑡), where the permission 𝑝 ∈ Perm constrains memory ac-
cesses using the pointer. Permissions1 can either be o (no access), ro
(read-only), rw (read-write) or rx (read+execute), with the order:

o ⊑ ro ro ⊑ rw ro ⊑ rx

The addresses 𝑏 and 𝑒 express the range of memory [𝑏, 𝑒) that is
allowed to be accessed by the capability; the bit 𝑡 ∈ Taint is a
taint indicating whether data in such range is considered secret
(if 𝑡 = T) or not (if 𝑡 = U). Following the usual convention, we
assume that Taint is a lattice where U ≤ T. We use the shorthand
Meta ≜ Perm×Addr2 × Taint for the set of all capability metadata,
and we write CapData ≜ Addr × Meta for the set of capability
data.

Register files and memories. In SCHERI , total register files are
modeled as functions 𝑟 : Reg→ Val∗ × Taint × Tag that associate
each register to:
• a sequence of values;
• a taint, which is equal to T if the register content is tainted and
to U otherwise;
• a capability tag, which is equal to C when the register stores a
capability, and to V, otherwise.

For simplicity, we leave the setVal of values abstract, andwe assume
Z ∪ B ∪ Addr ∪Meta ∪ Instr ∪ Taint ∪ Tag ⊆ Val. Following most
CHERI implementations, registers can hold multiple words, and
their content is considered a capability only if the capability tag
is C, i.e., registers holding values in CapData, but with tag set to V
will not be considered capabilities.

In our semantics, due to out-of-order execution, the content of
some registers may be unavailable. To model this, we introduce
1For simplicity, we only model CHERI permissions that are required for our formal
analysis of speculative constant-time. In particular, we do not model sealing and
unsealing.

Exprs ∋ 𝑒 F 𝑣 | 𝑥 | op(𝑒∗) Expression
Instr ∋ instr F 𝑥 ← 𝑒 | load 𝑥, 𝑒, sz Instruction

| store 𝑥, 𝑒, sz | jmp 𝑒
| beqz 𝑥, ℓ

Figure 2: SCasm syntax.

partial register files with type 𝑟 : Reg→ (Val∗ × Taint × Tag)⊥. In
such register files, a register can now also be mapped to ⊥ when
its value is not available.

Data memories are modeled as maps from addresses ℓ ∈ Addr
to values. We assume that each address designates one word, i.e.,
one memory cell holds a single value 𝑣 ∈ Val. Analogously, pc
increments by one word (corresponding to one instruction) per step.
As other CHERI-like systems do, SCHERI keeps track of whether a
certainmemory region stores a capability in a dedicated tagmemory,
which we model with a mapping 𝑚t : Addr → Tag. Recall that
each capability 𝑐 ∈ CapData = Addr ×Meta occupies 2 words, so
𝑚t [𝑘] stores the tag that indicates whether the words in the region
[2𝑘, 2𝑘 + 2) are considered a capability. Equivalently, whether the
word at address ℓ is part of a capability is recorded in𝑚t [⌊ℓ/2⌋],
which we abbreviate as𝑚t [ℓ/2].

When dealing with memories, we will often use the notation
𝑚[ℓ ↦→ 𝑣], to indicate the memory 𝑚 with address ℓ updated to
𝑣 , and𝑚[[ℓ, ℓ + 𝑛) ↦→ ®𝑣] as a shorthand for𝑚[ℓ ↦→ 𝑣1] [ℓ + 1 ↦→
𝑣2] . . . [ℓ + 𝑛 − 1 ↦→ 𝑣𝑛]. Dually, the notation𝑚[ℓ, ℓ + 𝑛) denotes
the tuple (𝑚(ℓ), . . . ,𝑚(ℓ + 𝑛 − 1)).

Running Example. The first step to model Issue 2a in SCHERI is
to model the stack capability that is exploited by the attack, which
we assume is stored in a dedicated register 𝑠:

𝑟 (𝑠) ≜
(
(42, (rw, 0, 256, T)), U, C

)
. (1)

Here 𝑟 maps 𝑠 to a 2-word value, which is a capability (due to tag
C) with address 42, permissions rw, and bounds [0, 256). Its outer
taint is U, because the capability, seen as a pointer, is public. Its
inner taint is instead T in our design, to avoid transient leaks of
tainted data (as discussed at the start of this section)—as opposed
to BLACKOUT, where it would be U.

5.2 Syntax

We model SCHERI using a simple ISA presented in Figure 2, called
SCasm, which extends 𝜇asm [18]. An expression is either a value
𝑣 , a register name 𝑥 , or an application of an operator op ∈ Op
to a sequence of expressions. Each operator has an associated ar-
ity, and we only consider expressions where the arity constraints
of operators are respected. For the moment we leave the set of
operators abstract; it will be further specified in Section 5.3. In-
structions include assignments 𝑥 ← 𝑒 , which update 𝑥 with the
value obtained by evaluating 𝑒 , and load instructions load 𝑥, 𝑒, sz,
which evaluate 𝑒 to a capability and use it to load sz consecutive
memory words into 𝑥 , represented as a tuple. For demonstration
purposes, we only allow sz ∈ {1, 2}—i.e., memory operations over
one or two words—but the model can be extended with arbitrary
sizes. For simplicity, we assume that neither assignments nor load
instructions can modify the value of a dedicated register pc which
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holds the program counter capability. The instruction store 𝑥, 𝑒, sz
evaluates 𝑒 to a capability and uses it to store the value of 𝑥 in
memory. Finally, jmp 𝑒 is an indirect jump that evaluates 𝑒 to an
executable capability used as the jump target, while beqz 𝑥, ℓ is a
conditional branch that adds the offset ℓ to the program counter if
the value of 𝑥 is 0, and increments it by 1 otherwise.

Running Example. Attack 2a can be modeled by the following
sequence of SCasm instructions:

P ≜ store 𝑥, t, 1; jmp 𝑔; Q ≜ load 𝑦, s, 1; load 𝑦, s ✚ 𝑦, 1. (2)

The program P models function f_write_sec: it writes a secret
contained in register 𝑥 to memory through the tainted capability
in register 𝑡 , and jumps to the instruction pointed to by register 𝑔
via the instruction jmp 𝑔. The program Q models the leak gadget
exploit_gadget. The first load instruction uses the stack capability
in register 𝑠 to load one word of data into register y. The second
load instruction performs the secret-dependent memory access by
loading one word of data from the capability that is obtained by
summing the value of 𝑦 to the stack pointer.

5.3 Expression Semantics

To ensure correct taint and resolution propagation, we assume that
each operator is equipped with an interpretation op that is:
• monotone with respect to taints, i.e., the taint of the output is
greater than or equal to that of the inputs;
• eager with respect to ⊥, meaning that if any of the inputs is ⊥,
the output must also be ⊥.
To enforce monotonicity with respect to capability manipulation,

we assume that Op = OpArith ⊎OpCap consists of
• a set of arithmetic operators OpArith, modeling ordinary arith-
metical operations and always returning values tagged with V;
• a set of capability operators OpCap, modeling capability opera-
tions, such as shrinking and address modifications. These opera-
tors are the only ones that can return capabilities, i.e., values in
CapData with tag C.

We require that 𝑛-ary arithmetic operators op ∈ OpArith have inter-
pretation op : (Val∗ × Taint × Tag)𝑛⊥ → (Val∗ × Taint × {V})⊥, and
since these operators do not output capabilities, we do not impose
further constraints. To ensure that capability operators op ∈ OpCap
are well-behaved, we assume that they have the interpretation op :
(Val∗×Taint×Tag)⊥, (Val∗×Taint×Tag)⊥ → (Val∗×Taint×Tag)⊥.

We also require:
(1) Capability in first position: the output has tag C iff only the first

input has tag C.
(2) Monotonicity with respect to capabilities: if the output is a ca-

pability, then its permissions and bounds are no greater than
those of the input capability.

(3) Propagation of capability taint: if the input capability has inner
taint 𝑡 , then the output capability must also have inner taint 𝑡 .

Expression semantics. Given a partial register file 𝑟 , the deno-
tational semantics of expressions is a function ⟦·⟧𝑟 : Exprs →
(Val∗ × Taint × Tag)⊥ that computes the expression value together
with its taint and capability tag, or ⊥ if the value of any of the
registers used in the expression is not available. Observe that when
an expression evaluates to a capability, it carries two distinct taints:

the inner taint, which describes the security level of the data ref-
erenced by the capability, and the outer taint, which expresses the
security level of the capability itself as a value. The denotational
semantics of expressions is defined by structural recursion:

⟦𝑣⟧𝑟 ≜ (𝑣, U, V) ⟦𝑥⟧𝑟 ≜ 𝑟 (𝑥) ⟦op(𝑒∗)⟧𝑟 ≜ op(⟦𝑒∗⟧𝑟 ) .

For convenience, we assume that the set of operators includes an
operator ✚ for adding an integer offset to the pointer of a capability,
with the following interpretation:

⟦𝑒1 ✚ 𝑒2⟧𝑟 ≜


⊥ if ⟦𝑒1⟧𝑟 = ⊥ ∨ ⟦𝑒2⟧𝑟 = ⊥
( (ℓ + 𝑣, ℓmeta ), 𝑡1 ⊔ 𝑡2, C) if ⟦𝑒1⟧𝑟 = ( (ℓ, ℓmeta ), 𝑡1, C)

∧ ⟦𝑒2⟧𝑟 = (𝑣, 𝑡2, V)
(0, U, V) otherwise.

Running Example. We continue on Attack 2a, focusing on the
capability s ✚ 𝑦 used for the secret-dependent load. Here, 𝑠 has
outer taint U (see (1)) while 𝑦, loaded through the stack capability,
is tainted (Section 5.5): ⟦𝑦⟧𝑟 = (𝑣, T, V). Hence ⟦s ✚ 𝑦⟧𝑟 = ((42 +
𝑣, (rw, 0, 256, T)), T, C), whose outer taint is the supremum of the
taints of 𝑦 and 𝑠 , i.e., T ⊔ U = T. SCHERI therefore blocks the secret-
dependent load under speculation. In BLACKOUT, by contrast, the
inner taint of 𝑠 would be U, giving ⟦𝑦⟧𝑟 = (𝑣, U, V) and ⟦s ✚ 𝑦⟧𝑟 =

((42 + 𝑣, (rw, 0, 256, U)), U, C), so the load would not be prevented.

5.4 Architectural Semantics

In this section, we equip SCHERI with an architectural operational
semantics, formalizing its behavior and, in particular, the interpre-
tation of memory operations.

Configurations are tuples ((𝑚d,𝑚t), 𝑟 ), composed by a data
memory, a tag memory and a register file, and ranged over by the
meta-variable 𝑆 . Following a common approach in modeling side-
channel leaks [2, 4, 18, 19], the architectural semantics of SCHERI
is defined as a small-step operational semantics, where transitions
𝑆0

𝑜−→ 𝑆1 are labeled with observations 𝑜 revealing the information
that the program leaks to the adversaries. Observations are defined
by the following BNF:

Obs ∋ 𝑜 F () | load (𝑐) | store(𝑣, 𝑐) | br (𝑐) | br (𝑏)

where 𝑐 ∈ CapData, 𝑏 ∈ B, and 𝑣 ∈ (Val∗ × Taint × Tag)⊥. The
observation () labels transitions that do not leak. The observations
load (𝑐) and store(𝑣, 𝑐) are produced by load and store operations
from and to capability 𝑐 , respectively. In the store(𝑣, 𝑐) observation,
𝑣 is equal to the stored value when the store targets the public
region, and to ⊥ otherwise. This ensures that the resulting trace
reveals declassified values or values that are already public. The
observation br (𝑐) is produced when an indirect jump to 𝑐 executes,
and br (𝑏) is produced by direct branches whose guard evaluates to
𝑏. The branch target does not need to be included in the observation
because attackers can derive it from their knowledge of the victim
program and the value of 𝑏.

The 𝑛-step transition relation is defined as follows:

𝑆
𝜖−→0 𝑆

𝑆0
𝑜−→ 𝑆1 𝑆1

𝑂−→𝑛 𝑆2

𝑆0
𝑜 :𝑂−−−→𝑛+1 𝑆2
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Architectural Semantics
[isa-assign]
readMemInst (𝑚, ⟦pc⟧𝑟 ) = (𝑥 ← 𝑒 ) ⟦𝑒⟧𝑟 = (𝑧, 𝑡, 𝑐 ) 𝑥 ≠ pc

(𝑚,𝑟 )
()
−→

(
𝑚,𝑟 [pc ↦→ ⟦pc ✚ 1⟧𝑟 ] [𝑥 ↦→ ⟦𝑒⟧𝑟 ]

)
[isa-jmp]
readMemInst (𝑚, ⟦pc⟧𝑟 ) = jmp 𝑒 ( (ℓ, ℓmeta ), 𝑡, C) = ⟦𝑒⟧𝑟

(𝑚,𝑟 )
br (ℓ,ℓmeta )−−−−−−−→ (𝑚,𝑟 [pc ↦→ ( (ℓ, ℓmeta ), U, C) ] )

[isa-beqz]
readMemInst (𝑚, ⟦pc⟧𝑟 ) = beqz 𝑥, ℓ ′ (𝑣, _, _) = ⟦𝑥⟧𝑟
( (ℓ, ℓmeta ), 𝑡, C) = (𝑣 = 0) ? ⟦pc ✚ ℓ ′⟧𝑟 : ⟦pc ✚ 1⟧𝑟

(𝑚,𝑟 )
br (𝑣=0)
−−−−−→ (𝑚,𝑟 [pc ↦→ ( (ℓ, ℓmeta ), 𝑡, C) ] )

[isa-load]
readMemInst (𝑚, ⟦pc⟧𝑟 ) = load 𝑥, 𝑒, sz

readMem(𝑚, ⟦𝑒⟧𝑟 , sz) = (𝑣, 𝑡, 𝑐 ) ⟦𝑒⟧𝑟 = ( (ℓ, ℓmeta ), _, _)

(𝑚,𝑟 )
load (ℓ,ℓmeta )−−−−−−−−−→

(
𝑚,𝑟 [pc ↦→ ⟦pc ✚ 1⟧𝑟 ] [𝑥 ↦→ (𝑣, 𝑡, 𝑐 ) ]

)
[isa-store]

writeMem(𝑚, ⟦𝑒⟧𝑟 , sz, ⟦𝑥⟧𝑟 ) =𝑚′ 𝑣 = (𝑡 = U) ? ⟦𝑥⟧𝑟 : ⊥
readMemInst (𝑚, ⟦pc⟧𝑟 ) = store 𝑥, 𝑒, sz ⟦𝑒⟧𝑟 = ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡 ) ), _, _)

(𝑚,𝑟 )
store (𝑣,(ℓ,(𝑝,𝑏,𝑒,𝑡 ) ) )
−−−−−−−−−−−−−−→

(
𝑚′, 𝑟 [pc ↦→ ⟦pc ✚ 1⟧𝑟 ]

)
Core rules of memory operations

[check-cap]
𝑏 ≤ 𝑙 𝑙 + sz ≤ 𝑒 𝑝′ ⊑ 𝑝 sz = 2⇒ ℓ%2 = 0 (𝑝,𝑏, 𝑒, 𝑡 ) ≠ 𝑣magic

checkCap ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡 ) ), sz, 𝑝′ )
[read-mem-inst]

𝑚d (ℓ ) ∈ Instr checkCap ( (ℓ, (𝑝,𝑏, 𝑒, U) ), 1, rx)
readMemInst ( (𝑚d,𝑚t ), ( (ℓ, (𝑝,𝑏, 𝑒, U) ), U, C) ) =𝑚d (ℓ )
[read-mem]

checkCap ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), sz, ro)
processRead (𝑚d [ℓ, ℓ + sz), 𝑡𝑐 ,𝑚t [ℓ/2], sz) = (𝑣, 𝑡, 𝑐 )

readMem( (𝑚d,𝑚t ), ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), _, C), sz) = (𝑣, 𝑡, 𝑐 )
[write-mem]

checkCap ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), sz, rw)
processWrite ( (𝑣, 𝑡, 𝑐 ), 𝑡𝑐 , sz) = (𝑣′, 𝑐′ )

𝑚′ = (𝑚d [ [ℓ, ℓ + sz) ↦→ 𝑣′ ],𝑚t [ℓ/2 ↦→ 𝑐′ ] )

writeMem( (𝑚d,𝑚t ), ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), _, C), sz, (𝑣, 𝑡, 𝑐 ) ) =𝑚′

Figure 3: SCasm architectural semantics and memory opera-

tion semantics.

Two ISA states 𝑆0 and 𝑆1 produce the same leakage (written 𝑆0 ≡ISA
𝑆1) when for every 𝑛 ∈ N and observation 𝑂 ∈ Obs∗, we have:

∃𝑆 ′0 .𝑆0
𝑂−→𝑛 𝑆 ′0 ⇔ ∃𝑆 ′1 .𝑆1

𝑂−→𝑛 𝑆 ′1 .

The semantics is defined in Figure 3. Each rule evaluates the pro-
gram counter in the register file 𝑟 , and uses the resulting capability
to fetch the current instruction. In turn, fetching is performed via
the readMemInst (𝑚, ⟦pc⟧𝑟 ) function, which is formally defined by
Rule [read-mem-inst]. In this rule, the premise on the left ensures
that the memory location pointed to by the program counter is
an instruction, and the premise on the right validates the capa-
bility that is used to fetch the next instruction via the predicate
checkCap(·, ·, ·), defined by Rule [check-cap]. Essentially, this rule
ensures that the capability offset is in bounds, and it has sufficient

permissions. When the size of the load is 2, the rule also ensures
that the accessed address is aligned. This requirement is necessary
for correct handling of capability tags, as𝑚t (ℓ/2) keeps track of the
tag associated with the data stored in𝑚d [ℓ, ℓ +2) (see Rules [write-
mem] and [read-mem]). Consequently, the alignment condition
enforces consistency of that data and tag. Finally, the last premise
ensures that the metadata field of the capability is not a dedicated
value 𝑣magic, which marks spills of untainted values; we discuss
this mechanism in more detail when we describe the semantics of
memory operations in Section 5.5.

We now turn to the semantics of instructions. Assignments 𝑥 ←
𝑒 are evaluated via Rule [isa-assign], which evaluates expression 𝑒
and updates 𝑥 accordingly. The pc register is updated to point to
the next instruction, while its metadata, taint and capability tag
are not changed. Rule [isa-jmp] executes indirect jump instructions
jmp 𝑒 by updating the program counter with the jump target ⟦𝑒⟧𝑟 ,
which is leaked via the observation. Conditional branches beqz 𝑥, ℓ′
are executed with Rule [isa-beqz], which evaluates the branch
condition 𝑥 to a value 𝑣 , and sums the offset ℓ′ to the program
counter if 𝑣 = 0, and increments the program counter otherwise.

Load instructions load 𝑥, 𝑒, sz are evaluated via Rule [isa-load].
The load capability is obtained by evaluating ⟦𝑒⟧𝑟 . The destina-
tion register 𝑥 is then updated with the ISA-level value produced
by readMem(𝑚, ⟦𝑒⟧𝑟 , sz), together with its associated taint and
capability tag. The value of readMem(𝑚, ⟦𝑒⟧𝑟 , sz) is provided by
Rule [read-mem], which is also responsible for ensuring that the
load capability has sufficient permissions, and for providing the
correct ISA-level representation of unspills and loaded capabilities,
given by the helper function processRead (·, ·, ·, ·). Leaving the helper
function unspecified allows our semantics to represent different
memory designs. The one of SCHERI is described in detail in Sec-
tion 5.5, the one of BLACKOUT in Section 7.2. Store instructions
store 𝑥, 𝑒, sz are handled by Rule [isa-store]. The store capability
is obtained by evaluating ⟦𝑒⟧𝑟 , and the value is taken from regis-
ter 𝑥 . Memory is updated via writeMem(𝑚, ⟦𝑒⟧𝑟 , sz, ⟦𝑥⟧𝑟 ), whose
value is provided by Rule [write-mem]. This rule is responsible
for ensuring that the store capability has sufficient permissions
to write and for computing the ISA-level representation (𝑣 ′, 𝑐′) of
the value and capability tag to store, given by the helper function
processWrite(·, ·, ·). Again, leaving this helper function unspecified
allows our semantics to represent different designs. The updated
memory is obtained by writing the value 𝑣 ′ and tag 𝑐′ at the ad-
dresses spanned by the store capability. Note that when the capa-
bility’s inner taint is untainted, Rule [isa-store] leaks the stored
value to include declassified values in the leakage trace.

Running Example. We illustrate SCHERI ’s architectural seman-
tics on (2), assuming 𝑔 points to a benign, skip-like target at ℓ′
performing𝑤 ← 𝑤 ; this is not the Attack 2a behavior, where Q is
reached via misspeculation (covered in Section 5.6). The architec-
tural execution of P ≜ store 𝑥, t, 1; jmp 𝑔 is

(𝑚, 𝑟 )
store (⊥, ⟦𝑡⟧𝑟 )−−−−−−−−−−−→

(
𝑚′, 𝑟 [pc ↦→ ⟦pc ✚ 1⟧𝑟 ]

)
br (⟦𝑔⟧𝑟 )−−−−−−−→

(
𝑚′, 𝑟 [pc ↦→ (

(
ℓ′, ℓ′meta

)
, U, C)]

)
( )
−−→

(
𝑚′, 𝑟 [pc ↦→ (ℓ′ + 1, ℓ′meta, U, C)]

)
.
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The store executes via Rule [isa-store]: since 𝑡 has inner taint T,
the leaked observation carries ⊥ rather than the declassified value,
while the secret 𝑟 (𝑥) = (𝑣, T, V) is written to 𝑚, giving 𝑚′. The
jump (Rule [isa-jmp]) leaks the target ⟦𝑔⟧𝑟 = (

(
ℓ′, ℓ′meta

)
, U, C) and

transfers control to the benign ℓ′. Finally, 𝑤 ← 𝑤 fires Rule [isa-
assign], producing the empty observation () and advancing the
program counter.

5.5 Memory Operation Semantics

At a high level, our memory semantics combines three mechanisms:
(1) On reads, the capability used for the access determines the taint

of the loaded value. Hence, values stored via a capability to
untainted data are treated as untainted by any following load,
and thereby declassified.

(2) 2-word-wide public values with high-order bits equal to zero are
represented inmemory byUntainted Register Records (URRs), i.e.,
pairs (𝑣, 𝑣magic) tagged as capabilities, where 𝑣magic is a magic
value that does not collide with any valid capability metadata.
This allows URRs to be distinguished from genuine capabilities.
Unlike BLACKOUT, where the BRR mechanism only applies to
register spills, the URR mechanism applies to every untainted
value store in SCHERI . To improve memory efficiency, future
work could refine this mechanism.

(3) When a capability is written to memory, its outer taint is saved
as part of its stored metadata and later recovered when the
capability is read back. If this encoded taint is U, the outer taint
is restored to U regardless of the taint of the loading capability.
This mechanism avoids the performance degradation caused by
conservatively tainting originally untainted capabilities.
The semantics of memory accesses is defined in Figure 4, via

two helper functions that convert between the ISA-level represen-
tation of values and their in-memory representation. The function
processWrite((𝑣, 𝑡, 𝑐), 𝑡𝑐 , sz) takes as arguments the value (𝑣, 𝑡, 𝑐)
being stored—i.e., the ISA-level value 𝑣 , together with its taint
𝑡 and capability tag 𝑐—the inner taint 𝑡𝑐 of the capability used
to perform the store, and the store size sz; it returns the pair
(𝑣 ′, 𝑐′) to be written respectively to𝑚d and𝑚t. Dually, the func-
tion processRead (𝑣, 𝑡𝑐 , 𝑐, sz) takes as arguments the raw value 𝑣 read
from𝑚d, the inner taint 𝑡𝑐 of the capability used to perform the
load, the tag 𝑐 read from𝑚t at the corresponding address, and the
load size sz; it returns the ISA-level value, taint, and capability tag.

For writes, operations of size sz = 1 are handled by Rule [write-
data], which tags them as non-capabilities, since capabilities have
size 2. Capability writes are handled via Rule [write-cap], which
encodes the taint bit into the metadata via the function packTaint (·)
before storing it in memory. This way the capability’s taint can be
restored at load time (Rule [read-cap]) via function unpackTaint (·).
For generality, we do not further specify these two functions: we
only assume that unpackTaint (packTaint (·)) is the identity. Finally,
Rule [spill-value] ensures that untainted values are spilled to
memory using URRs, as previously discussed. The restriction to
pairs whose second element is zero ensures no information loss.

For reads, Rule [read-data] specifies that data of size 1, or data
not tagged as a capability, is forwarded to the ISA level as a non-
capability: its value is unchanged, and its taint is set to 𝑡𝑐 , i.e., to
the taint of the capability used for loading, rather than to any taint

recorded in memory. If the loaded data is tagged as a capability
and the access size is 2, then two cases arise, distinguished by the
value 𝑣𝑚 of the second memory word: if 𝑣𝑚 = 𝑣magic, i.e., the loaded
data is a URR, Rule [unspill-value] returns the spilled value and
marks it as untainted. Otherwise, Rule [read-cap] applies, and
the value is reconstructed as a capability, using unpackTaint (·) to
recover its metadata and stored taint from 𝑣𝑚 . The two taints are
combined via ⊓, so the resulting capability is untainted if the stored
taint is U—meaning that the capability was untainted before being
stored—or if the accessing capability is untainted.

Running Example. We illustrate memory operations with two
stores. First, when P stores the tainted 𝑥 , Rule [write-data] applies,
storing the value as-is and tagged as a non-capability; when Q later
loads it via load 𝑦, s, 1, the tag in 𝑚t is V, so Rule [read-data]
returns (𝑣, T, V)—the observed taint is entirely determined by that
of 𝑠 . Second, if 𝑥 holds a public 2-word value (𝑣, 0), it is spilled
via Rule [spill-value] as a URR: processWrite(((𝑣, 0), U, V), 𝑡, 2) =
((𝑣, 𝑣magic), C), i.e., tagged as a capability in𝑚t with second word
𝑣magic, independently of the storing capability’s taint. When the
value is read back the tag is C and the second word is 𝑣magic, so
Rule [unspill-value] applies and the value is read back untainted,
independently of the loading capability’s taint.

5.6 Hardware Semantics

Reorder buffers. Following a common approach [4, 9, 19], out-
of-order and speculative execution are modeled by using a reorder
buffer (ROB): a partial map 𝜌 : N ⇀ PInstr, expressing the position
of a partially evaluated instruction in the buffer. In turn, partially
evaluated instructions are described by the following BNF:

SpecTag ∋ 𝜏 := 𝜀 | (ℓ, ℓmeta) | ((ℓ, ℓmeta), sz, 𝑧)
PInstr ∋ 𝜄 F 𝑥 ← 𝑒@𝜏 | 𝑥 ← (𝑣, 𝑡, 𝑐)@𝜏 | load 𝑥, 𝑒, sz@𝜏 |

store 𝑥, 𝑒, sz@𝜏 | store (𝑣, 𝑡, 𝑐), (ℓ, ℓmeta), sz@𝜏

where 𝑒 ∈ Exprs is an expression that has not yet been evaluated,
(𝑣, 𝑡, 𝑐) ∈ Val∗ × Taint × Tag represents an evaluated expression
for assignments, or a load/store value, and (ℓ, ℓmeta) ∈ CapData
is an evaluated capability for memory access. In order to resolve
speculative choices, partially evaluated instructions are tagged with
a speculation tag 𝜏 ∈ SpecTag. In turn, the speculation tag can be:

• the constant 𝜀, if the partial execution of the corresponding in-
struction has so far made no unresolved speculative choice;
• the pc capability from which the branch instruction was fetched,
in the case of control-flow speculation;
• a triple ((ℓ, ℓmeta), sz, 𝑧) ∈ CapData × {1, 2} ×N⊥, which is used
to tag assignments resulting from loads, in the presence of spec-
ulative store-to-load forwarding. Precisely, (ℓ, ℓmeta) is the load
capability, sz is the load size, and 𝑧 is the index in the ROB of the
aliasing store that forwarded the data, or ⊥ if the value is fetched
from the memory.

Given a ROB 𝜌 and an index 𝑖 , the ROB 𝜌 \𝑖 is pointwise identical
to 𝜌 , but is undefined on 𝑖 . Similarly, the ROB 𝜌 |𝑖 is pointwise
identical to 𝜌 , but is undefined at indices greater than or equal to 𝑖 .
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[write-data]
sz = 1

processWrite((𝑣, 𝑡, 𝑐), 𝑡𝑐 , sz) = (𝑣, V)

[write-cap]
packTaint (𝑣meta, 𝑡) = 𝑣𝑚

processWrite(((𝑣, 𝑣meta), 𝑡, C), 𝑡𝑐 , 2) = ((𝑣, 𝑣𝑚), C)

[spill-value]
(𝑣 ′𝑚, 𝑐′) = (𝑣𝑚 = 0 ∧ 𝑡 = U) ? (𝑣magic, C) : (𝑣𝑚, V)
processWrite(((𝑣, 𝑣𝑚), 𝑡, V), 𝑡𝑐 , 2) = ((𝑣, 𝑣 ′𝑚), 𝑐′)

[read-data]
sz = 1 ∨ 𝑐 = V

processRead (𝑣, 𝑡𝑐 , 𝑐, sz) = (𝑣, 𝑡𝑐 , V)

[unspill-value]
𝑣𝑚 = 𝑣magic

processRead ((𝑣, 𝑣𝑚), 𝑡𝑐 , C, 2) = ((𝑣, 0), U, V)

[read-cap]
𝑣𝑚 ≠ 𝑣magic unpackTaint (𝑣𝑚) = (𝑣meta, 𝑡)

processRead ((𝑣, 𝑣𝑚), 𝑡𝑐 , C, 2) = ((𝑣, 𝑣meta), 𝑡 ⊓ 𝑡𝑐 , C)

Figure 4: SCHERI ’s memory operation semantics.

More formally, their domains are:

dom(𝜌 \ 𝑖) ≜ dom(𝜌) \ {𝑖},
dom(𝜌 |𝑖 ) ≜ dom(𝜌) ∩ {0, . . . , 𝑖 − 1},

and, for every 𝑗 in the respective domain:

(𝜌 \ 𝑖) ( 𝑗) ≜ 𝜌 ( 𝑗), (𝜌 |𝑖 ) ( 𝑗) ≜ 𝜌 ( 𝑗) .

Buffer application. Instructions in the ROB cannot be evaluated
directly under the architectural register file, as it may be stale
with respect to updates performed by earlier buffered instructions.
Instead, evaluation must use a register file that reflects the updates
of the preceding portion of the buffer. This is captured by the
function apl(𝜌, 𝑟 ), defined as follows:

apl(𝜌, 𝑟 ) ≜
{
𝑟 dom(𝜌) = ∅
apl(𝜌 \ 𝑖, aplinst (𝜌 (𝑖), 𝑟 )) 𝑖 = min dom(𝜌),

where:

aplinst (𝑥 ← (𝑣, 𝑡, 𝑐)@𝜏, 𝑟 ) ≜ 𝑟 [pc ↦→ ⟦pc ✚ 1⟧𝑟 ] [𝑥 ↦→ (𝑣, 𝑡, 𝑐)]
aplinst (𝑥 ← 𝑒@𝜏, 𝑟 ) ≜ 𝑟 [pc ↦→ ⟦pc ✚ 1⟧𝑟 ] [𝑥 ↦→ ⊥]

aplinst (load 𝑥, 𝑒, sz@𝜏, 𝑟 ) ≜ 𝑟 [pc ↦→ ⟦pc ✚ 1⟧𝑟 ] [𝑥 ↦→ ⊥]
aplinst (store 𝑥, 𝑒, sz@𝜏, 𝑟 ) ≜ 𝑟 [pc ↦→ ⟦pc ✚ 1⟧𝑟 ] .

This function applies the updates of 𝜌 to 𝑟 by processing instructions
in program order, starting from the smallest index in the buffer. It
also updates the program counter for each instruction. Note that
the result of a buffer application in general is a partial register
file. Using partial register files is also convenient to model how
our design prevents the leak of tainted data during speculative
execution. Following [9], this is done by evaluating instructions
using exclusively untainted values during speculative execution.
We model this via an untainted projection, ·|U, defined as follows:

𝑤 |U ≜

{
𝑤 if𝑤 = (𝑣, U, 𝑐) for some 𝑣 ∈ Val∗, 𝑐 ∈ Tag,
⊥ otherwise.

The untainted projection is extended pointwise to register files by
stipulating: 𝑟 |U (𝑥) ≜ 𝑟 (𝑥) |U . The untainted projection of a register
file can be used to sanitize speculatively tainted values, as follows:

aplsan(𝜌, 𝑟 ) =
{
𝑟 if dom(𝜌) = ∅
apl(𝜌, 𝑟 ) |U otherwise.

During out-of-order execution, when the value of an expression at
the 𝑖-th entry of a ROB 𝜌 might be leaked through side channels,
that expression is evaluated with the register file aplsan(𝜌 |𝑖 , 𝑟 ). The
case dom(𝜌 |𝑖 ) = ∅ captures instructions at the very beginning of

the ROB: such instructions are non-speculative, evaluated directly
against the architectural register file 𝑟 . All other instructions have
at least one predecessor in the buffer, and are evaluated against
apl(𝜌 |𝑖 , 𝑟 ) |U, i.e., against the sanitized register file obtained by ap-
plying their predecessors’ updates and discarding any value that is
tainted. This prevents leaking tainted values during speculation.

For instance, take a ROB 𝜌 where index 0 holds 𝑥 ← (secret, T, 𝑐),
and index 1 holds a subsequent instruction 𝜄 that references and
leaks 𝑥 . When 𝜄 is evaluated, it is evaluated in aplsan(𝜌 |1, 𝑟 ) =

aplsan({0 ↦→ 𝑥 ← (secret, T, 𝑐)}, 𝑟 ). Since 𝜌 |1 is not empty, this
reduces to apl(𝜌 |1, 𝑟 ) |U: first, apl propagates the update to 𝑥 ; then,
·|U maps the tainted value of 𝑥 to ⊥. Therefore, when 𝜄 is evaluated,
𝑥 is unavailable, preventing its transient leak. Only once the first
instruction retires, can 𝜄 access 𝑥 ’s value.

Microarchitectural contexts. Having discussed how our hardware
model supports speculative and out-of-order execution, we turn
to the speculative semantics itself. Following [9, 19], we model
the attacker by including in our configurations a microarchitec-
tural context, which abstracts both the observations available to the
adversary and its influence on execution.

Definition 5.1 (Microarchitectural context). A microarchitectural
context is a structure (Ctx, update(·, ·), predPc(·), next (·)) with non-
empty carrier Ctx, where:

(1) update(·, ·) : Ctx ×𝐴→ Ctx returns a microarchitectural con-
text that is obtained by updating the input context with infor-
mation leaked during evaluation, taken from a set 𝐴 which we
do not further specify;

(2) predPc(·) : Ctx → Addr takes the current microarchitectural
context and returns a jump target (address) prediction;

(3) next (·) : Ctx → Dir takes the current context and returns a
directive from DirF fetch | exec 𝑖 | commit, where 𝑖 ∈ N.

The semantics interacts with the microarchitectural context
through the operations update(·, ·), predPc(·) and next (·). First, all
observable microarchitectural effects are reported via update(·, ·),
ensuring that any information that may leak is reflected in the
context. Second, speculative choices are generated using predPc(·),
which is invoked to predict the target of jump instructions. Finally,
the execution order is governed by next (·), whose output deter-
mines whether the processor fetches a new instruction (directive
fetch), executes the 𝑖-th instruction in the ROB (directive exec 𝑖), or
commits the oldest instruction (commit). In the following, we use
a fixed arbitrary microarchitectural context. This ensures that all
of our results hold independently of the specific adversary.
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[step]
𝜇′ = update (𝜇, 𝜌 |U ) 𝑑 = next (𝜇′ )
(𝑚,𝑟, 𝜌, 𝜇′ ) −→

𝑑
(𝑚′, 𝑟 ′, 𝜌 ′, 𝜇′′ )

(𝑚,𝑟, 𝜌, 𝜇 ) −→ (𝑚′, 𝑟 ′, 𝜌 ′, 𝜇′′ )

[fetch-branch-predict-pc]
( (ℓ, ℓmeta ), 𝑡, 𝑐 ) = ⟦pc⟧aplsan(𝜌,𝑟 ) instr ∈ {beqz 𝑥, ℓ ′′, jmp 𝑒 } instr = readMemInst (𝑚, ( (ℓ, ℓmeta ), 𝑡, 𝑐 ) )

𝑖 = sup dom(𝜌 ) 𝜌 ′ = 𝜌 [𝑖 + 1 ↦→ pc ← ((predPc (𝜇 ), ℓmeta ), 𝑡, 𝑐 )@(ℓ, ℓmeta ) ]

(𝑚,𝑟, 𝜌, 𝜇 ) −−−→
fetch

(
𝑚,𝑟, 𝜌 ′, update (𝜇, ⟦pc⟧aplsan(𝜌,𝑟 ) )

)
[fetch-other]

instr = readMemInst (𝑚, ⟦pc⟧aplsan(𝜌,𝑟 ) )
instr ∉ {beqz 𝑥, ℓ ′′, jmp 𝑒 } 𝜌 ′ = 𝜌 [sup dom(𝜌 ) + 1 ↦→ instr@𝜀 ]

(𝑚,𝑟, 𝜌, 𝜇 ) −−−→
fetch

(
𝑚,𝑟, 𝜌 ′, update (𝜇, ⟦pc⟧aplsan(𝜌,𝑟 ) )

) [execute-assign]
𝜌 (𝑖 ) = 𝑥 ← 𝑒@𝜀 𝑥 ≠ pc (𝑣, 𝑡, 𝑐 ) = ⟦𝑒⟧apl (𝜌 |𝑖 ,𝑟 )
(𝑚,𝑟, 𝜌, 𝜇 ) −−−→

exec 𝑖
(𝑚,𝑟, 𝜌 [𝑖 ↦→ 𝑥 ← (𝑣, 𝑡, 𝑐 )@𝜀 ], 𝜇 )

[execute-jmp-ok]
𝜌 (𝑖 ) = pc ← ℓ ′@(ℓ, ℓmeta ) 𝜌 ′ = 𝜌 [𝑖 ↦→ pc ← ℓ ′@𝜀 ] ℓ ′ = (ℓ0, _, C)
jmp 𝑒 = readMemInst (𝑚, ⟦pc⟧aplsan(𝜌 |𝑖 ,𝑟 ) ) (ℓ0, _, C) = ⟦𝑒⟧aplsan(𝜌 |𝑖 ,𝑟 )

(𝑚,𝑟, 𝜌, 𝜇 ) −−−→
exec 𝑖

(𝑚,𝑟, 𝜌 ′, update (𝜇, ℓ0 ) )

[execute-jmp-hazard]
𝜌 (𝑖 ) = pc ← (ℓ1, _, _)@(ℓ, ℓmeta ) jmp 𝑒 = readMemInst (𝑚, ⟦pc⟧aplsan(𝜌 |𝑖 ,𝑟 ) )
ℓ1 ≠ ℓ0 (ℓ0, _, C) = ⟦𝑒⟧aplsan(𝜌 |𝑖 ,𝑟 ) 𝜌 ′ = 𝜌 |𝑖+1 [𝑖 ↦→ pc ← (ℓ0, U, C)@𝜀 ]

(𝑚,𝑟, 𝜌, 𝜇 ) −−−→
exec 𝑖

(𝑚,𝑟, 𝜌 ′, update (𝜇, ℓ0 ) )
[execute-load-fwd]
𝜌 (𝑖 ) = load 𝑥, 𝑒, sz@𝜀 𝑥 ≠ pc [ℓ, ℓ + sz) = [ℓ ′, ℓ ′ + sz′ ) ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), _, C) = ⟦𝑒⟧aplsan(𝜌 |𝑖 ,𝑟 ) checkCap ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), sz, ro)
( 𝑗 = max{ 𝑗 < 𝑖 : 𝜌 ( 𝑗 ) = store _,

(
ℓ ′, ℓ ′meta

)
, sz′@𝜏 ∧ [ℓ, ℓ + sz) ∩ [ℓ ′, ℓ ′ + sz′ ) ≠ ∅}) 𝑡0 ⊑ 𝑡𝑐 𝜌 ( 𝑗 ) = store (𝑣0, 𝑡0, 𝑐0 ),

(
ℓ ′, ℓ ′meta

)
, sz′@𝜏

(𝑚,𝑟, 𝜌, 𝜇 ) −−−→
exec 𝑖

(𝑚,𝑟, 𝜌 [𝑖 ↦→ (𝑥 ← processRead (𝑣0, 𝑡𝑐 , 𝑐0, sz)@( (ℓ, ℓmeta ), sz, 𝑗 ) ) ], update (𝜇, (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ) ) )
[execute-store-ok]
𝜌 (𝑖 ) = store 𝑥, 𝑒, sz@𝜀 ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), _, C) = ⟦𝑒⟧aplsan(𝜌 |𝑖 ,𝑟 ) checkCap ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), sz, rw) (𝑣, 𝑡, 𝑐 ) = ⟦𝑥⟧apl (𝜌 |𝑖 ,𝑟 )
(∀ 𝑗 > 𝑖, 𝜌 ( 𝑗 ) = 𝑥 ← 𝑣@(

(
ℓ ′, ℓ ′meta

)
, sz′, 𝑘 ) ∧ 𝑘 ≠ 𝑖 ⇒ (𝑘 > 𝑖 ∨ [ℓ, ℓ + sz) ∩ [ℓ ′, ℓ + sz′ ) = ∅) ) (𝑣′, 𝑐′ ) = processWrite ( (𝑣, 𝑡, 𝑐 ), 𝑡𝑐 , sz)

(𝑚,𝑟, 𝜌, 𝜇 ) −−−→
exec 𝑖

(𝑚,𝑟, 𝜌 [𝑖 ↦→ (store (𝑣′, 𝑡, 𝑐′ ), (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), sz)@𝜀 ], update (𝜇, (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ) ) )
[commit-assign]
𝑖 = min dom(𝜌 ) 𝑥 = pc ⇒ 𝜏 = 𝜀 𝜌 (𝑖 ) = 𝑥 ← 𝑣@𝜏

(𝑚,𝑟, 𝜌, 𝜇 ) −−−−−→
commit

(
𝑚,𝑟 [pc ↦→ ⟦pc ✚ 1⟧𝑟 ] [𝑥 ↦→ 𝑣 ], 𝜌 \ 𝑖, 𝜇

)
[commit-store]
𝑖 = min dom(𝜌 ) 𝜌 (𝑖 ) = store (𝑣, 𝑡, 𝑐 ), (ℓ, ℓmeta ), sz@𝜀 𝑚′ = (𝑚d [ [ℓ, ℓ + sz) ↦→ 𝑣 ],𝑚t [ℓ/2 ↦→ 𝑐 ] )

( (𝑚d,𝑚t ), 𝑟 , 𝜌, 𝜇 ) −−−−−→
commit

(
𝑚′, 𝑟 [pc ↦→ ⟦pc ✚ 1⟧𝑟 ], 𝜌 \ 𝑖, update (𝜇, (ℓ, ℓmeta ) )

)
Figure 5: Hardware semantics of SCHERI , excerpt.

Hardware semantics. Hardware configurations are tuples of the
form (𝑚, 𝑟, 𝜌, 𝜇), where𝑚 is a pair of a data and a tag memory, 𝑟 is
a register file, 𝜌 is a ROB, and 𝜇 is a microarchitectural context. Our
hardware-level semantics of SCHERI is a small-step operational
semantics. An excerpt of the transition rules is in Figure 5. The
complete set of rules is in [26]. The hardware semantics proceeds
at two levels. Externally, the behavior is described by Rule [step]:
at each step, the microarchitectural context is updated with the
untainted projection of the ROB, ensuring that scheduling and
prediction decisions depend only on untainted information. The
context then produces a directive via next (·), which determines the
next directive 𝑑 , governing an internal transition.

If the directive is fetch, and the program counter points to
a branch instruction (instr ∈ {beqz 𝑥, ℓ′′, jmp 𝑒}), Rule [fetch-
branch-predict-pc] applies. It uses predPc(·) to obtain a predicted
target, and appends a speculative update of the program counter to
the ROB by setting:

𝜌′ = 𝜌 [𝑖 + 1 ↦→ pc ← ((predPc(𝜇), ℓmeta), 𝑡, 𝑐)@(ℓ, ℓmeta)] .

Here, the branch instruction is tagged by its pc value, indicating the
speculation on its target, which is resolved at execute time. Finally,
the rule leaks the current program counter to the microarchitectural
context 𝜇 via update(𝜇, ⟦pc⟧aplsan(𝜌,𝑟 ) ). If the program counter

points to a non-control-flow instruction, Rule [fetch-other] ap-
plies. It appends the fetched instruction to the ROB with an empty
speculation tag, and leaks the current program counter to the con-
text.

When the issued directive is exec 𝑖 , different rules can be applied,
depending on the 𝑖-th entry of the reorder buffer. Rule [execute-
assign] evaluates assignment instructions 𝑥 ← 𝑒 in the buffer by
computing the value of 𝑒 under the partially applied register file
apl(𝜌 |𝑖 , 𝑟 ), and storing it in the buffer. Rule [execute-jmp-ok] re-
solves indirect jumps. The target 𝑒 is evaluated under the sanitized
register file aplsan(𝜌 |𝑖 , 𝑟 ). This ensures that the value of the jump
target is not stale and that the leaked jump target depends only on
untainted values. If the target resolves as correct, the speculative
annotation is cleared and the resulting target is reported to the
context. If instead the resolved target ℓ0 does not match the pre-
dicted one, Rule [execute-jmp-hazard] applies: the corresponding
entry of the ROB is updated with the correct target ℓ0 (retagged
as U), the speculation tag is cleared, and all younger instructions
are dropped from the buffer. Conditional branches are executed
analogously to indirect jumps by Rules [execute-beqz-ok] and
[execute-beqz-hazard], whose details are in [26].

Rule [execute-load-fwd] evaluates load instructions. It first
checks that the target register is not the program counter, as this
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can only be updated via beqz and jmp instructions, then it evaluates
the load address to a capability ((ℓ, ℓmeta), _, C) = ⟦𝑒⟧aplsan(𝜌 |𝑖 ,𝑟 ) .
Using aplsan ensures that the address only depends on untainted
values in speculative execution. The rule then checks whether the
resulting capability has sufficient permissions for performing the
load in the checkCap((ℓ, ℓmeta), sz, ro) premise. Then, if an aliasing
evaluated store exists at index 𝑗 < 𝑖 , the stored value is forwarded
by setting the 𝑖-th entry in the ROB to an assignment of that value
to 𝑥 . Note that this forwarding is a form of SSB speculation, as the
ROB may contain a not-yet-evaluated aliasing store at some index
𝑗 ′ with 𝑗 < 𝑗 ′ < 𝑖 . Thus, the speculation tag of the assignment
carries the load capability (ℓ, ℓmeta), the load size sz, and the index
𝑗 in the ROB of the store instruction that forwarded its value.

Rule [execute-store-ok] executes store instructions and re-
solves store-to-load dependency speculation. As for the load rule,
the store address is first evaluated under the sanitized register file to
ensure that no tainted values are leaked during speculative execu-
tion. The resulting capability is then checked for sufficient permis-
sions via checkCap(·, sz, rw). The value to be stored is obtained by
evaluating 𝑥 under the partially applied register file apl(𝜌 |𝑖 , 𝑟 ). The
value to be written is then computed via processWrite(·), the corre-
sponding entry in the ROB is updated, and the accessed address is
leaked to the microarchitectural context. Crucially, the rule addi-
tionally enforces consistency with prior store-to-load forwarding.
Recall that Rule [execute-load-fwd] may speculatively forward a
value from an older store to a younger load. To ensure that such
forwarding is sound, the store rule checks that no younger load
has speculated on a conflicting store. This is captured by the side
condition on indices 𝑗 > 𝑖: if a younger load has been resolved by
forwarding from a store at position 𝑘 ≠ 𝑖 , then either that store
is younger than the current one (𝑘 > 𝑖), or the accessed memory
regions do not overlap (otherwise, the pipeline is flushed).

Rule [commit-assign] commits assignments by updating the
architectural register file with the computed value and removing
the instruction from the buffer. This rule explicitly checks that
if the target register is pc, the speculation tag has to be 𝜀, to en-
sure that speculative jumps have been validated at execution time.
Rule [commit-store] commits store instructions by updating the
data and tag memories, leaking the accessed address to the context
a second time and removing the instruction from the buffer.

Running example. In Figure 6, we illustrate the execution in
SCHERI of the vulnerable program (2), modeling Attack 2a. First, the
store store 𝑥, 𝑡, 1 is fetched into entry 1 by Rule [fetch-other] and
executed by Rule [execute-store-ok], resolving its store capability
to (𝑧, 𝑧meta) and value to (𝑣, T, V) without yet updating memory.
Then, the jump jmp 𝑔 is fetched by Rule [fetch-branch-predict-
pc]. Recall that we assume 𝑔 points to a benign, skip-like target
at ℓ′ performing 𝑤 ← 𝑤 . Under the correct prediction (top), the
predicted target is predPc(𝜇) = ℓ′, so entry 2 is speculatively set to
pc ← ((ℓ′, ℓmeta), U, C), tagged with the branch’s pc value (ℓ, ℓmeta).
Next, the benign 𝑤 ← 𝑤 is fetched into entry 3 by Rule [fetch-
other]. Finally, exec 2 resolves the jump (Rule [execute-jmp-ok]):
the evaluated target matches the prediction, so entry 2’s speculation
tag is cleared, and the run reproduces the architectural execution.

Under the attacker’s misprediction predPc(𝜇) = Q (bottom),
the store and jump execute as above except that entry 2 records

the mispredicted target, steering speculation into the gadget Q.
The first load load 𝑦, 𝑠, 1 is fetched into entry 3 by Rule [fetch-
other] and executed by Rule [execute-load-fwd]. The load ca-
pability is resolved to (𝑧, 𝑧meta), aliasing the store capability at
entry 1, so the store value is forwarded to the load, yielding 𝑦 ←
(𝑣, T, V). The instruction load 𝑦, 𝑠 ✚ 𝑦, 1 is fetched into entry 4 by
Rule [fetch-other], but exec 4 is disabled: its address evaluates to
⟦𝑠 ✚ 𝑦⟧aplsan(𝜌 |4,𝑟 ) = ⊥ because aplsan drops the tainted 𝑦.

6 Correctness and Security of SCHERI
In this section, we establish the two main properties of SCHERI , its
correctness and security. Correctness ensures that every evaluation
that is performed at the hardware level can be simulated at the ISA
level. Security states that SCHERI is relative speculative constant
time. Intuitively, this property guarantees that if a program does
not leak secret data at the ISA level, it also does not leak secret
data under the hardware semantics of SCHERI . For brevity’s sake,
proofs and formal definitions are deferred to [26].

Correctness of SCHERI. The following result establishes that
SCHERI is correct with respect to its ISA-level semantics.

Theorem 6.1 (Functional Correctness). Let 𝑆 = (𝑚, 𝑟 ) and
𝐶 = (𝑚, 𝑟, 𝜌, 𝜇) be initial ISA and HW configurations, respectively.
For every 𝑛 ∈ N, and configuration 𝐶′ = (𝑚′, 𝑟 ′, 𝜌′, 𝜇′) such that

𝐶 −→𝑛
𝐶′, there exist 𝑡 ∈ N and 𝑂 ∈ Obs∗ such that 𝑆

𝑂−→𝑡 (𝑚′, 𝑟 ′).

The proof of Theorem 6.1 is in [26], and is carried out by induc-
tion on the length of the execution trace.

Security of SCHERI. Our main result shows that the hardware
semantics preserves ISA-level security guarantees in the presence of
speculation. Formally, we require that hardware configurations that
contain the same public data and produce the same ISA-level leak-
age also produce the same leakage at the hardware level. We first
define two ISA states (𝑚0, 𝑟0) and (𝑚1, 𝑟1) containing the same pub-
lic values, written (𝑚0, 𝑟0) ≃pub (𝑚1, 𝑟1): untainted values coincide
in the two states. Next, we define how two hardware configurations
can leak the same data. Since the hardware-level semantics updates
the microarchitectural contexts at each transition with leaked val-
ues, it suffices to require the identity of the target microarchitectural
contexts at each transition step. More formally, we say that two
hardware states 𝐶0 = (𝑚0, 𝑟0, 𝜌0, 𝜇),𝐶1 = (𝑚1, 𝑟1, 𝜌1, 𝜇) produce
the same leakage traces (written 𝐶0 ≡HW 𝐶1) whenever for every
𝑛 ∈ N and adversarial context 𝜇′, we have

∃𝑚′0, 𝑟 ′0, 𝜌 ′0 .𝐶0 −→ 𝑛 (𝑚′0, 𝑟 ′0, 𝜌 ′0, 𝜇′ ) ⇔ ∃𝑚′1, 𝑟 ′1, 𝜌 ′1 .𝐶1 −→ 𝑛 (𝑚′1, 𝑟 ′1, 𝜌 ′1, 𝜇′ ) .

Note that this condition imposes the identity of the target mi-
croarchitectural states that are updated at each stepwithmicroarchi-
tectural leakage. With these definitions at hand, security of SCHERI
can now be stated as follows:

Theorem 6.2 (Relative Speculative Constant Time). Let

𝑆0 = (𝑚0, 𝑟0) 𝐶0 = (𝑚0, 𝑟0, 𝜌init, 𝜇)
𝑆 ′0 =

(
𝑚′0, 𝑟

′
0
)

𝐶′0 =
(
𝑚′0, 𝑟

′
0, 𝜌init, 𝜇

)
be initial ISA and HW configurations where dom(𝜌init) = ∅. If
𝑆0 ≃pub 𝑆 ′0 and 𝑆0 ≡ISA 𝑆 ′0, then we have 𝐶0 ≡HW 𝐶′0.
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(∅, 𝜇0 ) −−−→
fetch

({1 ↦→ store 𝑥, 𝑡, 1@𝜀 }, 𝜇1 ) −−−−→
exec 1

({1 ↦→ store (𝑣, T, V), (𝑧, 𝑧meta ), 1@𝜀 }, 𝜇2 )
−−−→
fetch

({1 ↦→ store (𝑣, T, V), (𝑧, 𝑧meta ), 1@𝜀, 2 ↦→ pc ← ((ℓ ′, ℓmeta ), U, C)@(ℓ, ℓmeta ) }, 𝜇3 )
−−−→
fetch

({1 ↦→ store (𝑣, T, V), (𝑧, 𝑧meta ), 1@𝜀, 2 ↦→ pc ← ((ℓ ′, ℓmeta ), U, C)@(ℓ, ℓmeta ), 3 ↦→ 𝑤 ← 𝑤@𝜀 }, 𝜇4 )
−−−−→
exec 2

({1 ↦→ store (𝑣, T, V), (𝑧, 𝑧meta ), 1@𝜀, 2 ↦→ pc ← ((ℓ ′, ℓmeta ), U, C)@𝜀, 3 ↦→ 𝑤 ← 𝑤@𝜀 }, 𝜇5 )

({1 ↦→ store (𝑣, T, V), (𝑧, 𝑧meta ), 1@𝜀, 2 ↦→ pc ← ((Q, ℓmeta ), U, C)@(ℓ, ℓmeta ) }, 𝜈3 )
−−−→
fetch

({1 ↦→ store (𝑣, T, V), (𝑧, 𝑧meta ), 1@𝜀, 2 ↦→ pc ← ((Q, ℓmeta ), U, C)@(ℓ, ℓmeta ), 3 ↦→ load 𝑦, 𝑠, 1@𝜀 }, 𝜈4 )
−−−−→
exec 3

({1 ↦→ store (𝑣, T, V), (𝑧, 𝑧meta ), 1@𝜀, 2 ↦→ pc ← ((Q, ℓmeta ), U, C)@(ℓ, ℓmeta ), 3 ↦→ 𝑦 ← (𝑣, T, V)@( (𝑧, 𝑧meta ), 1, 1) }, 𝜈5 )
−−−→
fetch

({1 ↦→ store (𝑣, T, V), (𝑧, 𝑧meta ), 1@𝜀, 2 ↦→ pc ← ((Q, ℓmeta ), U, C)@(ℓ, ℓmeta ), 3 ↦→ 𝑦 ← (𝑣, T, V)@( (𝑧, 𝑧meta ), 1, 1), 4 ↦→ load 𝑦, 𝑠 ✚ 𝑦, 1@𝜀 }, 𝜈6 )

Figure 6: Two hardware executions of (2) from the same initial configuration: execution under a correct prediction (top), which

matches the architectural execution of Section 5.4; execution under the attacker’s misprediction reaches Q (bottom).

The proof is carried out by induction on the length of the execu-
tion trace and relies on key invariants. The main one is the preser-
vation of public equivalence at the hardware level, established via
the functional correctness of SCHERI (Theorem 6.1), which helps
relate leakage at the ISA level and the HW level. Another is the ab-
sence of memory regions referenced simultaneously by tainted and
untainted capabilities, which prevents using untainted capabilities
to access and leak tainted data.

7 Comparison with Other Designs

In this section, we compare SCHERI with different designs. To this
end, we start in Section 7.1 by modeling CHERI-Toooba’s design
issues outlined in [14–16], and showing that the resulting system
does not satisfy the CSC contract. We then model BLACKOUT [12]
formally in Section 7.2, and show that the resulting system can leak
secrets through microarchitectural side channels.

7.1 Modeling CHERI-Toooba’s CSC Violations

Fuchs et al. [14–16] describe several violations of the CSC contract
in CHERI-Toooba. These vulnerabilities fall into two categories:
violations caused by control-flow speculation crossing the program
counter capability boundaries, and violations arising from capability
manipulation, where a modified capability can be used transiently
before the corresponding monotonicity checks are enforced. In
both cases, transient execution may perform memory accesses
that violate capability bounds or permissions. In the following, we
demonstrate that our formal semantics can capture these classes of
vulnerabilities with only minimal modifications.

Speculative control-flow violation. This vulnerability [15] occurs
when the branch target predictor predicts a jump target that is not
allowed by the current program counter capability, violating the
CSC contract. Such a vulnerability can be modeled by modifying
Rule [fetch-branch-predict-pc] as follows:

[fetch-branch-predict-pc-cap]
((ℓ, ℓmeta), 𝑡, 𝑐) = ⟦pc⟧aplsan(𝜌,𝑟 ) instr ∈ {beqz 𝑥, ℓ′′, jmp 𝑒}
instr = readMemInst (𝑚, ((ℓ, ℓmeta), 𝑡, 𝑐)) 𝑖 = sup dom(𝜌)

𝜌′ = 𝜌 [𝑖 + 1 ↦→ pc ← predPcCap(𝜇) @(ℓ, ℓmeta)]

(𝑚, 𝑟, 𝜌, 𝜇) −−−−→
fetch

(
𝑚, 𝑟, 𝜌′, update(𝜇, ⟦pc⟧aplsan(𝜌,𝑟 ) )

)

The main difference between this rule and Rule [fetch-branch-
predict-pc] lies in the predPcCap(𝜇) function highlighted in red:
while in our system, the function predicts the offset in the pc register,
here it can predict the whole pc capability, potentially violating the
architectural boundaries of the pc, and thereby the CSC contract
(and also our security property).

Speculative capability manipulation. This class of vulnerabil-
ity [14, 16] is caused by race conditions in the hardware between
capability usage and validation that can occur with operations mod-
ifying capability offsets or, more generally, constructing capabilities
from existing ones. Specifically, the constructed capability can be
used during transient execution before the hardware ensures that
such a capability has smaller range and permissions than an existing
one, thus violating the CSC contract. To model these vulnerabilities,
we extend the language of expressions with an additional operator
buildCap(·, ·) corresponding to CHERI’s cbuildcap instruction. It
has the following interpretation:

⟦buildCap (𝑒1, 𝑒2 )⟧𝑟 ≜



⊥ if ⟦𝑒1⟧𝑟 = ⊥ ∨ ⟦𝑒2⟧𝑟 = ⊥
(𝑣2, 𝑡1 ⊔ 𝑡2, C) if ⟦𝑒1⟧𝑟 = (𝑣1, 𝑡1, C)

∧ ⟦𝑒2⟧𝑟 = (𝑣2, 𝑡2, V)
∧𝑣2 ⊑ 𝑣1

(0, U, V) otherwise.

The primitive satisfies the axioms for capability operators in
Section 5.3. First, the interpretation above satisfies Axiom (1) by
construction. Second, Axioms (2) and (3) are satisfied given the
following definition of 𝑣2 ⊑ 𝑣1, for 𝑣1, 𝑣2 ∈ CapData [26]: it requires
monotonicity of permissions and bounds, as well as equality of the
inner taints of 𝑣1 and 𝑣2.

The primitive is sufficiently expressive to capture arbitrarymono-
tone capability manipulations: 𝑒1 is a valid capability derived in
accordance with the capability monotonicity requirement, which
we call the guarantor capability; 𝑒2 expresses the arithmetic opera-
tions to build the binary representation of the new capability.

To model the race conditions that occur in CHERI-Toooba with
capability manipulation, we extend the HW semantics with a rule
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for executing an instruction that builds a capability.

[execute-forge]
𝜌 (𝑖) = 𝑥 ← buildCap(𝑒1, 𝑒2)@𝜀 𝑥 ≠ pc

(𝑣1, 𝑡1, C) = ⟦𝑒1⟧apl (𝜌 |𝑖 ,𝑟 ) (𝑣2, 𝑡2, V) = ⟦𝑒2⟧apl (𝜌 |𝑖 ,𝑟 )
(𝑚, 𝑟, 𝜌, 𝜇) −−−−→

exec 𝑖
(𝑚, 𝑟, 𝜌 [𝑖 ↦→ 𝑥 ← (𝑣2, 𝑡1 ⊔ 𝑡2, C)@(𝑣1, 𝑣2)], 𝜇)

In this rule, the value of 𝑒2 is promoted to a capability without
enforcing the monotonicity constraints between 𝑒1 and 𝑒2; these
are instead deferred to commit time, as specified by the next rule:

[commit-forge]
𝑖 = min dom(𝜌 ) 𝑥 ≠ pc 𝜌 (𝑖 ) = 𝑥 ← (𝑣2, 𝑡, C)@(𝑣1, 𝑣2 ) 𝑣2 ⊑ 𝑣1

(𝑚,𝑟, 𝜌, 𝜇 ) −−−−−→
commit

(
𝑚,𝑟 [pc ↦→ ⟦pc ✚ 1⟧𝑟 ] [𝑥 ↦→ (𝑣2, 𝑡, C) ], 𝜌 \ 𝑖, 𝜇

)
Here, the rule uses the speculation tag (𝑣1, 𝑣2)—corresponding

to the values of the guarantor and the new capability—to check
whether the new capability satisfies the monotonicity constraints.

By leveraging Rule [execute-forge], an attacker can issue a
buildCap() instruction during speculation, and use the resulting ca-
pability to perform memory accesses that violate the CSC contract.
Such problematic memory accesses would also violate our relative
speculative constant time property, since the resulting capability
may allow accesses to memory locations containing secrets.

These violations also illustrate howmuch control an attacker has
over which secrets are leaked. Because CHERI-Toooba admits tran-
sient accesses that violate capability bounds, an attacker can steer
speculation towards secrets that are never accessed architecturally,
exactly as in classical Spectre attacks on non-capability architec-
tures. A CSC-compliant design reduces this control: the attacker
can only dereference capabilities reachable from the committed
architectural state and leak the memory they authorize. SCHERI
pushes this even further, by preventing leakage of any secret data.

7.2 Modeling BLACKOUT

To model BLACKOUT [12], there are two largely orthogonal dif-
ferences to consider. First, BLACKOUT attempts to eagerly detect
violations of the data-oblivious programming model and will gen-
erate faults when tainted values are stored to memory through
non-blinded capabilities (except in the case of spilling tainted regis-
ters into BRRs, see below). In our formal model, this corresponds
to an alternative version of the rules in Figure 7. The additional
condition 𝑡 ⊑ 𝑡𝑐 in rule [blackout-write-data] (highlighted) will
make execution get stuck when a tainted value is written to mem-
ory through a non-blinded capability, modeling the exception that
BLACKOUT would generate. Additionally, the extra conditions in
rules [blackout-read-mem] and [blackout-write-mem] (high-
lighted) will make execution get stuck when memory is accessed
through a tainted capability.

This eager detection of data-obliviousness violations is a con-
sequence of the different threat model targeted by both systems.
As explained in Section 4.2, BLACKOUT strives to enforce spec-
ulative constant time under five assumptions on user code. The
check 𝑡 ⊑ 𝑡𝑐 in Figure 7 enforces the first (I1) of these assumptions,
while other assumptions only hold for code generated by a trusted
compiler. Our threat model is different: for assembly code that is
constant time (i.e., data oblivious) in the architectural semantics,

Eager detection of data-obliviousness violations

[blackout-write-data]

sz = 1 𝑡 ⊑ 𝑡𝑐

processWrite ( (𝑣, 𝑡, 𝑐 ), 𝑡𝑐 , sz) = (𝑣, V)
[blackout-read-mem]

checkCap ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), sz, ro)
processRead (𝑚d [ℓ, ℓ + sz), 𝑡𝑐 ,𝑚t [ℓ/2], sz) = (𝑣, 𝑡, 𝑐 )

readMem( (𝑚d,𝑚t ), ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), U , C), sz) = (𝑣, 𝑡, 𝑐 )
[blackout-write-mem]

checkCap ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), sz, rw)
processWrite ( (𝑣, 𝑡, 𝑐 ), 𝑡𝑐 , sz) = (𝑣′, 𝑐′ )

𝑚′ = (𝑚d [ [ℓ, ℓ + sz) ↦→ 𝑣′ ],𝑚t [ℓ/2 ↦→ 𝑐′ ] )

writeMem( (𝑚d,𝑚t ), ( (ℓ, (𝑝,𝑏, 𝑒, 𝑡𝑐 ) ), U , C), sz, (𝑣, 𝑡, 𝑐 ) ) =𝑚′

Treatment of BRRs

[blackout-unspill-value]
𝑣𝑚 = 𝑣magic 𝑐 = C

processRead ( (𝑣, 𝑣𝑚 ), 𝑡𝑐 , 𝑐, 2) = ( (𝑣, 𝑣𝑚 ), T , V)
[blackout-spill-value]

(𝑣′𝑚, 𝑐′ ) = (𝑡 = T ) ? (𝑣magic, C) : (𝑣𝑚, 𝑐 )

processWrite ( ( (𝑣, 𝑣𝑚 ), 𝑡, 𝑐 ), 𝑡𝑐 , 2) = ( (𝑣, 𝑣′𝑚 ), 𝑐′ )

Figure 7: Rules modeling eager detection of data-

obliviousness violations and BRRs in BLACKOUT.

we ensure that speculation will not create new leaks and preserves
constant-time behavior. As such, we make no attempt to enforce
architectural security of the code and restrict ourselves to correctly
propagating but not enforcing taint in the architectural semantics.

The second important change with respect to BLACKOUT is
that we adopt a treatment of the stack that is dual to BLACKOUT’s.
We treat the stack capability as always tainted, and mark spills of
public values using a distinguished encoding, URR, that sets the
capability tag and uses a reserved marker value in the metadata
field. Figure 7 shows modified rules that revert to BLACKOUT’s
original treatment of BRRs. A consequence of BLACKOUT’s design
is that secrets are stored in memory that is accessible through non-
blinded capabilities, only guarded by the BRR’s capability tag and
magic value. To preserve the tainted status of such values, it is
crucial to enforce atomicity of BRR writes (the magic value or tag
must not be overwritten without erasing the secret value) and to
ensure all reads (including partial reads) of the BRR secret value
taint the result. BLACKOUT does not enforce these two properties
in hardware, but instead relies on invariants of software. Section 4
shows that constructing software that satisfies these invariants is
highly non-trivial, especially because the invariants must hold in
transient execution as well as architecturally.

By reversing the treatment of BRRs, atomicity of URR writes
becomes less important: if the magic value or the tag is overwritten,
then an untainted value will be treated as tainted, which only risks
degrading performance. Similarly, if a URR value is read using
an instruction (e.g., a partial read) that does not correctly take
into account the URR, this will also only result in unnecessarily
marking the value that has been read as tainted. Moreover, URRs are
unforgeable, just like CHERI’s capabilities. A URR is created only
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when the hardware sets the capability tag and the magic value while
spilling a public value. Since software cannot set capability tags
itself (a property inherited from CHERI), writing the magic value
alone leaves the tag clear and yields no URR. Conversely, writing
a secret over an existing URR clears its tag and thereby destroys
it. Hence, SCHERI guarantees that URRs hold public values, and
achieves sound taint tracking without any assumption on software,
preventing BLACKOUT’s Issue 1.

BLACKOUT narrows the attacker’s control on speculative mem-
ory accesses compared to CSC-compliant systems, but less than
SCHERI . In BLACKOUT, only secrets that are reachable through a
non-blinded capability can leak. However, BLACKOUT keeps the
stack capability non-blinded, while still allowing programs to cre-
ate secret stack variables, as long as these variables are accessed
only through blinded capabilities during non-speculative execu-
tion. As a result, an attacker who controls the stack capability’s
offset can speculatively reach a leak gadget (such as the one in
Issue 2a) and leak arbitrary stack secrets. Such leakage is impos-
sible in SCHERI , since it avoids any overlap between blinded and
non-blinded capabilities, preventing BLACKOUT’s Issue 2.

8 Related Work

Since CSC [16] and BLACKOUT [12] are discussed extensively
throughout the paper, we focus this section on other work.

Formal models of transient execution. A large body of prior work
develops formal semantics for speculative processors to detect
or prove absence of transient leaks. These cover variants [3, 23]
such as Spectre-PHT, Spectre-BTB, Spectre-STL, and have enabled
tools for leak detection, symbolic analysis, and formal noninter-
ference proofs [2, 4, 5, 8, 10, 18]. Our semantics builds on this
line of work, but extends it with capability state, capability prove-
nance, and capability-specific authorization checks that are central
in CHERI-like systems. A foundational direction [19] formalizes
security guarantees as contracts between hardware and software.
Several prior works characterize the attacker-visible behavior of
speculative processors and show how software guarantees must be
matched to hardware behavior to obtain end-to-end confidentiality.
This contract-based view is closely aligned with our approach.

Relative security. Prior works [6, 11, 17] introduce general secu-
rity notions to model speculative execution vulnerabilities, which
relate execution traces produced with and without speculation to
determine whether speculation introduces additional leakage. We
compare our security property (Theorem 6.2) against the state-of-
the-art notion in [11]. First, our threat model is similar to theirs:
both include control-flow and memory-access addresses in the at-
tacker’s observation. We additionally leak the value written by a
store whose capability has untainted inner taint, i.e., when storing
to public memory regions. We adopt a simpler setup, not modeling
secret input introduced during execution or interactive attacker
actions. Second, we require an additional assumption of public
equivalence on initial states, which states that all secrets in the
initial state are already properly tracked by taint bits on registers
and capabilities. Third, the security property of [11], instantiated
to our setting, reads: if the attacker observes a difference between
a pair of HW traces, then there must exist a pair of ISA traces that

carry the same secrets as the HW traces (respectively) and are also
attacker-distinguishable. Theorem 6.2 is a stronger, less general
version of this statement: rather than asserting the existence of
such ISA traces, we construct them by executing the ISA semantics
from the same initial ISA state as the corresponding HW trace.

Provably secure speculation for constant time. Several works study
how hardware support can maintain the classic constant-time pro-
gramming model during speculative execution. ProSpeCT [9] de-
velops a processor model with secrecy tracking in the pipeline and
proves that constant-time software remains secure under specula-
tive and out-of-order execution across a range of predictors and
speculation policies. Importantly, it assumes a fixed partitioning
of memory into secret and public regions, which forces the stack
to reside entirely in secret or public memory, with complementary
efficiency-security trade-offs. SCHERI instead integrates secrecy
into CHERI’s capability system: capabilities keep track of the data’s
secrecy level, which is propagated through capability derivation,
and preserved across spills and restores. This design choice en-
ables secret and public objects to coexist within the same stack, but
requires a new design of capability metadata, stack management
(URR), and information-flow issues that do not arise in ProSpeCT.

More broadly, taint-based and delayed-transmitter processor
designs demonstrate that dynamic secrecy tracking or specula-
tive shadow structures can preserve performance while blocking
Spectre-style leaks [7, 9, 25, 30, 32]. Our work shares this goal,
but addresses the additional challenges introduced by capabilities,
capability-derived pointers, and capability-mediated memory ac-
cesses. Relative to this line of work, our approach is closer to BLACK-
OUT, but BLACKOUT does not provide security proofs. To the best
of our knowledge, our work is the first one to provide provably
secure speculation for constant-time in CHERI.

Machine-level enforcement after compilation. A related line of
work observes that source-level security guarantees may be in-
validated during compilation, register allocation, and stack layout.
Recent work such as SecSep [27] addresses this problem for specu-
lative side-channel defenses by rewriting compiled assembly code
to separate secret and public data after compilation, thereby ac-
counting for register spills, stack slots, and other low-level effects
that are difficult to control at the source level. SecSep improves how
ProSpeCT [9] handles secrets in memory. This perspective closely
aligns with our emphasis on machine-level reasoning: in capabil-
ity systems, speculative leaks may similarly arise from transient
interactions with spilled values, stale stack contents, or lowered
memory accesses that are invisible in higher-level models. Our
work differs in targeting CHERI-like capability machines and pro-
viding formal secure-speculation guarantees for capability-aware
hardware semantics rather than compiler rewriting alone.

9 Conclusion

Architectural isolation in CHERI does not guarantee confidentiality
under speculation. We showed that secure speculation for capabil-
ity machines requires reasoning jointly about authorization and
information flow, and presented SCHERI with formal guarantees
for preserving constant-time behavior under speculation. Our work
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provides a foundation for future capability systems that should re-
main secure not only architecturally, but also microarchitecturally.
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A Open Science

The code of our exploits for the BLACKOUT prototype is released at
https://doi.org/10.5281/zenodo.22755930. We additionally reported
issues in the hardware,2 allowing BRR writes through unblinded
capabilities, and in the compiler,3 which does not set blindedness
properly for struct fields.

B Ethical Considerations

We responsibly disclosed all identified issues to the authors of
BLACKOUT prior to submission. As it is a research prototype, no
users are directly affected by this research. We believe that our work
improves the understanding and security of speculative execution
in capability systems and contributes to the design of more secure
capability-based processors. These considerations motivated our
decision to submit this work.

2https://github.com/blindedcapabilities/blinded-toooba/issues/1
3https://github.com/blindedcapabilities/blinded-cheri-llvm/issues/1
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