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Abstract

Trusted Execution Environments (TEEs) have become a key
technology for isolating sensitive enclave applications from
untrusted operating systems. Extensive research on high-
end platforms like Intel SGX and TDX, AMD SEV, and
Arm TrustZone-A has exposed their limitations in terms of
software-based side-channel analysis, amplified by special-
ized single-stepping attack frameworks that exploit privileged
timer interrupts to execute enclaves one instruction at a time.
Meanwhile, TEEs are increasingly deployed on resource-
constrained IoT devices, with Arm TrustZone-M emerging
as a leading solution, which, however, remains largely unex-
plored for high-resolution, software-based side channels.

This paper presents M-Step, an open and extensible single-
stepping attack framework for TrustZone-M. While Cortex-M
microcontrollers feature precise timers and deterministic be-
havior, achieving precise, instruction-level stepping remains
challenging due to (i) the absence of virtual memory and
page tables used in high-end frameworks; and (ii) Cortex-M’s
unique interrupt behavior, where certain multi-cycle instruc-
tions are abandoned or paused to reduce latency. To overcome
these challenges, we extensively profile interrupt handling
CPU behavior and develop a novel approach that uses pre-
viously dismissed interrupt-latency leakage to dynamically
adjust the timer interrupts. We demonstrate M-Step’s im-
proved resolution and practicality by discovering previously
unknown vulnerabilities in the latest Arm Mbed TLS library
that enable single-trace, deterministic attacks recovering full
RSA keys from a TrustZone enclave.

1 Introduction

Trusted execution environments (TEEs) provide strong confi-
dential computing guarantees for hardware-enforced enclaves
that remain isolated even from a compromised operating sys-
tem. Widely adopted TEEs such as Intel SGX/TDX, AMD
SEV, and Arm TrustZone-A have been deployed across desk-
tops, servers, and mobile platforms to safeguard cryptographic

keys, protect user data, and ensure confidentiality and integrity
for sensitive workloads. However, despite their strong archi-
tectural isolation, TEEs remain vulnerable to software-based
microarchitectural side-channel attacks. Over the past decade,
a wide range of microarchitectural leakage sources have been
uncovered that can leak secret-dependent code or data ac-
cesses at varying spatial resolutions, ranging from 4 KiB page-
level granularity [15,52,65], to 64-byte cache lines [32,50,66],
and even sub-cacheline precision [4,33,37,57].

Complementing this spatial dimension, an orthogonal line
of research has focused on temporal resolution, investigating
how frequently an attacker can sample these side-channel
leakage sources. Particularly, leveraging the privileged TEE
adversary’s control over the untrusted operating system, re-
searchers have demonstrated that it is possible to achieve
extremely high-resolution, instruction-level observations by
precisely triggering timer interrupts after every executed in-
struction within the TEE. The seminal SGX-Step [56] frame-
work pioneered this idea and has since been maintained as an
active open-source project. Underscoring the impact of open
research infrastructure, SGX-Step has to date enabled over 48
high-resolution side-channel attacks on SGX enclaves, many
of which were published at top-tier security venues [53,55].
SGX-Step has also inspired the development of similar single-
stepping frameworks for all major high-end TEEs, includ-
ing SEV-Step [64] for AMD SEV, TDX-Step [27], TDX-
down [63], and TDXploit [45] for Intel TDX, and Load-
Step [31] and CacheGrab [47] for Arm TrustZone-A. These
frameworks have not only enabled powerful new classes of
attacks, but have also prompted both academic [16, 18,51, 60]
and production-level mitigations, ranging from extensions to
Intel SGX’s instruction set architecture (ISA) [19] to modified
context-switching behavior in Intel TDX [27].

While much of the prior research has focused on high-end
processors with virtual memory support, specialized TEEs
are increasingly being deployed on low-power, resource-
constrained microcontroller units (MCUs). In this domain,
Arm TrustZone-M [43] has emerged as a leading solution
for securing embedded applications on the popular Cortex-M



microcontroller family. While TrustZone-M shares its name
and dual-world design with the better-known TrustZone-A
for Cortex-A processors, its implementation differs funda-
mentally, being optimized for faster context switching and
low-power MCUs [43]. However, despite its growing adop-
tion, side-channel analysis on TrustZone-M remains largely
unexplored. While MCUs offer cycle-accurate timers and are
highly deterministic—which may facilitate high-resolution
and low-noise side-channel analysis—techniques developed
for SGX or TrustZone-A do not directly apply to Cortex-M
platforms lacking multi-core, virtual memory, and microcode-
assist features instrumental for single-stepping frameworks
like SGX-Step [19]. More crucially, Cortex-M’s interrupt
handling mechanism is highly optimized for real-time respon-
siveness: multi-cycle instructions may be aborted or paused to
minimize interrupt latency, making deterministic instruction-
level single-stepping a non-trivial challenge.

In this paper, we present M-Step, the first single-stepping
framework for Arm TrustZone-M. M-Step enables high-
resolution, software-based side-channel analysis by leverag-
ing precise control over hardware timers and dynamically
adapting to the unique timing behavior of Cortex-M instruc-
tion execution. To achieve this, we extensively profile microar-
chitectural interrupt and pipeline mechanisms, uncovering
detailed instruction-level timing characteristics and interrupt
edge cases. We then develop a novel methodology to dynami-
cally reconfigure timer intervals in the non-secure world, al-
lowing reliable interrupts at every instruction boundary in the
secure world. Underscoring M-Step’s practicality and exten-
sibility, we implement debugging and visualization analysis
infrastructure along with multiple plugins that capture side-
channel information, including instruction cache activity, bus
contention [46], and interrupt latency [57]—debunking prior
claims that Cortex-M platforms are “immune” to interrupt-
latency attacks [57]. We demonstrate M-Step’s enhanced tem-
poral resolution in real-world attack scenarios, uncovering
previously unknown vulnerabilities in the latest version of
Arm’s widely used Mbed TLS library, as integrated in the
Trusted Firmware-M (TF-M) project. Notably, M-Step de-
terministically extracts full RSA keys from a single trace
of Mbed TLS’s complex binary extended Euclidean algo-
rithm (BEEA) implementation by accurately probing mul-
tiple secret-dependent branches in close succession. More
broadly, our results show that high-resolution, software-based
side-channel analysis extends beyond high-end platforms and
is also feasible on microcontroller-class TEEs, underscoring
the need for stronger protections and rigorous code vetting for
constant-time behavior. Following our responsible disclosure
(cf. §9), Arm issued software patches for Mbed TLS v3.6.5,
tracked under CVE-2025-54764.

Contributions. In summary, our main contributions are:

* We present M-Step, the first single-stepping side-channel
analysis framework for Arm TrustZone-M.
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Figure 1: Armv8-M modes and security states (left) and
Armv8-M memory protection controllers (right).

* We profile interrupt handling instruction behavior on our
Cortex-M test platform to inform a novel dynamic timer
interval configuration algorithm.

* We implement M-Step side-channel plugins for instruc-
tion cache activity, bus contention, and interrupt latency.

* We evaluate M-Step through principled microbench-
marks and end-to-end high-resolution attacks, including
full key recovery from the latest version of Mbed TLS.

M-Step is released as an extensible open-source framework
at https://github.com/M-Step-Framework, along with
our case-study attacks and evaluation code.

Outline. §2 introduces the necessary background, and §3 de-
fines the threat model and single-stepping objectives. Next,
§4 introduces the Cortex-M profiling results and timer config-
uration algorithm, §5 describes the M-Step framework archi-
tecture and plugins, and §6 provides experimental evaluation
results. Finally, we discuss mitigation approaches in §7, re-
flect on limitations in §8, and conclude in §9.

2 Background and Related Work

We first provide background on the architecture of the Arm
Cortex-M family, before reviewing the state-of-the-art on
software-based side-channel attacks on low-end MCUs.

2.1 Arm Cortex-M Architecture

Complementary to the line of high-performance Cortex-A pro-
cessors widely deployed in mobile devices, Arm also offers
the specialized Cortex-M family, designed for low-end MCUs.
Originally introduced for use cases demanding high energy
efficiency and deterministic low-latency interrupts, they have
been widely deployed in embedded systems. These MCUs
are typically rich in peripherals, such as SPI buses, timers
or direct memory access (DMA) devices, yet Cortex-M does
not include virtual memory support, required to run complex
operating systems like Linux. As of 2026, the Arm Cortex-M
family comprises ten MCUs [34], spanning three architectural
generations: Armv6-M, Armv7-M, and Armv8-M.

TrustZone-M. In the latest generation (Armv8-M), Arm in-
troduced support for TrustZone-M, as illustrated in Fig. 1. Al-
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though TrustZone bears the same name across Arm Cortex-A
and Cortex-M platforms, the TrustZone-M implementation
is fundamentally different, having been designed from the
ground up specifically for microcontrollers [43].

Armv8-M extends the earlier Armv6/7-M architecture with
two new security states (worlds): Secure (S) and Non Secure
(NS). These states are orthogonal to existing processor modes
and coexist with the standard two privilege levels (privileged
and unprivileged) and two execution modes (thread and han-
dler). Armv8-M also defines a new memory region called
the Non-Secure Callable (NSC) region, which serves as the
gateway through which NS code can invoke S-world services.
This region is accessible to both worlds, but the NS world
can only execute the Secure Gate (SG) instruction within it.
Executing SG transitions the processor to the S world and
establishes a secure entry point. Any attempt to enter the S
world via other means triggers a security fault. In contrast
to TrustZone-A, TrustZone-M performs all world transitions
entirely in hardware, without any software-based secure mon-
itor in the control path. Similarly, when S-world execution is
interrupted by an NS-world interrupt, the processor transitions
directly from the secure context to the non-secure interrupt
service routine (ISR).

Interrupt Handling. To minimize interrupt latency, Cortex-M
implements automatic stacking, a hardware mechanism that
saves and restores the CPU context on interrupt entry and
exit. The stack frame size varies from 8 to 34 registers de-
pending on the execution context. There are four stack frame
types, determined by the floating-point unit (FPU) state (en-
abled/disabled) and the security state (S/NS) of the interrupted
context. During cross-world interrupts, the CPU saves the en-
tire integer register file to prevent data leakage. If the FPU
is enabled, the floating-point register file is also saved either
unconditionally or, if lazy stacking is enabled, only when the
ISR executes FPU instructions.

Interruptible Instructions. Cortex-M introduces a microar-
chitectural feature that allows multi-cycle load and store in-
structions to be interrupted mid-execution, further reducing
interrupt latency. Arm refers to these as Interrupt-Continuable
Instructions (ICIs) [35, 36]. ICI instructions exhibit two pos-
sible behaviors after an ISR completes: they either resume
execution from the point of interruption or restart execution
from scratch. Arm refers to all other non-interruptible instruc-
tions simply as “instructions”.

2.2 Software-based Side Channels on MCUs

While low-end MCUs have long been the focus of physi-
cal side-channel analysis such as electromagnetic leakage,
their vulnerability to software-based side channels has only
recently gained attention, largely in parallel with the emer-
gence of low-end TEEs for these devices. Compared to the
extensive body of work on software-based microarchitectural

Table 1: Overview of software-based side-channel attacks on
Arm Cortex-M, compared by target and leakage source.

Target Leakage

S
Attack Yr MCU PR | ot @O G
Leaky Noise [25] 19 Cortex-M4 OOl @ OO O O
O’Flynn et al. [41] 19 Cortex-M23 0O/ ® OO O O
Barenghietal. [9] ’21 Cortex-M4/7 O © O|®@ O O O O
BUSted [46] 24 Cortex-M23/33 @ O @|O O @ O O
BUSted 2nd stop [8] '24 Cortex-M4/33 O © O|O O @ O O
KyberSlash [10] 25 Cortex-M4 Oe@O/O0O OO0 O e
M-Step (this paper) ’25 Cortex-M33 00 O 060 0 O

TZ = TrustZone; RW = Real-World Cryptographic Code; ST = Single Trace;
Pwr = Power Traces; IRQ = Interrupt Latency; Bus = Bus Contention;
Cache = Cache Activity; DIV = Division/Multiplication Instructions.

attacks targeting high-end processors [24], this area remains
relatively underexplored. However, there is growing evidence
that these type of attacks also pose a non-negligible threat to
the security of low-end MCUs [10, 11,13,46,48,57].

Table 1 summarizes prior work on software-based side-
channel attacks targeting Arm Cortex-M microcontrollers,
highlighting that this paper presents the first demonstration
of single-stepping and interrupt-latency attacks on Cortex-M,
as well as the first single-trace side-channel attack capable of
extracting real-world cryptographic keys from TrustZone-M.
A first line of work targets onboard analog-to-digital convert-
ers present in some Arm Cortex-M devices to recover AES
keys via software-based differential power analysis [25,41].
Barenghi et al. [9] introduced a hybrid approach that combines
microarchitectural timing channels to build a leakage model
of Cortex-M4 and Cortex-M7, which is then used to perform
a power side-channel attack. However, power analysis attacks
require numerous traces and specialized interfaces.

A complementary line of work targets subtle timing dif-
ferences in non-constant-time code. While classical end-
to-end timing attacks are well known—also on microcon-
trollers [26]—Nemesis [57] was the first to show instruction-
level microarchitectural leakage from variable interrupt re-
quest (IRQ) latencies, originally on a 16-bit openMSP430
softcore and later on real TI MSP430 MCUs [11,48]. No-
tably, due to their unique interruptible instructions, Cortex-M
devices were considered “immune to IRQ latency timing at-
tacks” [57]. A DMA-based microarchitectural timing channel
was first shown on openMSP430 [13, 14], and later realized as
a generic bus contention attack in BUSted [46] on Armv8-M.
While initial attack demonstrations targeted simplified proof-
of-concept scenarios, such as a dummy secure keypad imple-
mentation [46,57], recent work [8, 10] provides preliminary
evidence that low-end MCUs can leak sufficient microarchi-
tectural information to compromise cryptographic implemen-
tations. Concretely, KyberSlash [10] demonstrated full key
recovery on the Kyber post-quantum algorithm by exploiting



secret-dependent timing in integer division and multiplication
instructions. This attack, however, was only demonstrated
on a Cortex-M4 (Armv7-M) without TrustZone-M, and with
victim and attacker sharing privilege and security domains.

3 Problem Statement

This section defines the threat model, reviews prior work on
single-stepping frameworks, and outlines the challenges for
precise single-stepping on Arm Cortex-M.

3.1 Threat Model and Scope

We target small embedded devices powered by state-of-the-art
Armv8-M MCUs. Our threat model assumes a software-only
adversary whose primary goal is to leak sensitive information
from a victim application protected by TrustZone-M through
the indirect observation of microarchitectural behavior. Fol-
lowing the standard TrustZone threat model [43], we assume
the attacker has full control over the normal world and its
resources. In particular, the attacker can configure and use
timer peripherals to preempt secure-world execution.

We assume the secure world trusted computing base
(TCB) is correct and free of architectural software vulnerabil-
ities [17,54], but it is assumed to exhibit subtle non-constant-
time behavior that leads to secret-dependent control-flow vari-
ations. However, the attacker may only get a single oppor-
tunity to extract the secret, for example during key genera-
tion [38], meaning the attack must succeed using a single trace
and cannot rely on accumulating noisy side-channel informa-
tion across multiple runs. Note that writing general-purpose
applications in constant time is notoriously challenging and
error-prone. As a case in point, we will show in §6.3 that even
Arm’s vetted Mbed TLS and TF-M libraries exhibit subtle
non-constant-time behavior that can be exploited in practice
using our high-resolution M-Step attack framework.

3.2 Single-Stepping Frameworks

Since debug features are commonly disabled in production
TEEs, prior work has developed specialized “single-stepping”
attack frameworks that leverage privileged timer interrupts to
advance the victim TEE one instruction at a time, enabling
side-channel observations with maximal instruction-level tem-
poral resolution. Table 2 summarizes existing single-stepping
frameworks, highlighting a growing trend in recent years to-
ward developing such techniques for both high-end TEEs with
virtual memory and low-end microcontrollers.

High-End TEEs. SGX-Step [56] was the first framework
of its kind, enabling an attacker to deterministically single-
step Intel SGX enclaves one instruction at a time. Its open-
source availability and extensible Linux-based framework
design rapidly established SGX-Step as the de facto standard

Table 2: M-Step is the first true single-stepping framework for
production TEEs on low-end MCUs without virtual memory.
Comparison in terms of target TEE: memory isolation (Mem),
secure interrupts (IRQ), production vs. academic (Prod); and
features: maximum instruction temporal resolution (Resol),
presence of single-stepping mitigations (Fix), open-source
availability (Open), extensible framework design (Ext).

Target Single-Step
& S N o
Framework Yr Architecture N e G R GRS R e
SGX-Step [56] ’17 Intel SGX ® @ O /01 ©O[19 @ @
2 CacheGrab [47] ’19 Arm TrustZone-A @® @ @ [X>1 O e 0
= Load-Step [30] ’21 Arm TrustZone-A @ @ @ [X>1 O O O
Eﬁ SEV-Step [64] 23 AMDSEV-SNP @ © @ |/0-1 O [ N J
TDX-Step [27] ’23 Intel TDX o 0o o ? ®[27] O O
TDXdown [63] ’24 Intel TDX [ I I ) 11 ©[28] @ O
TDXploit [45] ’25 Intel TDX e 0 o /1 ®[29] @ O
- Sancus-Step [20] 19 openMSP430 e 0 O |/1 ©[l6] @ ©
LE Taking a look [49] 19 Amv-MXOM  ©' 0 @ 1/>1 @[43] O O
E RIPencapsulation [48] *24 TIMSP4302IPE ©' O @ |/ 1 O ® O
M-Step (this paper)  ’25 Arm TrustZone-M @ ® @ |/ 0-1 O [ I )

No or limited support for controlled entry points.

for mounting high-resolution side-channel attacks against
SGX [55]. To date, it has been used in over 48 academic
publications [53], supporting a wide range of attacks rang-
ing from interrupt latency and instruction counting to high-
resolution cache and branch predictor probing, as well as
transient-execution and memory-safety exploits. A detailed
root-cause analysis [19] later revealed that SGX-Step criti-
cally depends on virtual memory CPU features to delay en-
clave instructions by leveraging microcode-assisted page ta-
ble walks in high-end Intel processors. This insight led to the
AEX-Notify [19] hardware-software co-design deployed in
modern Intel SGX platforms to mitigate single-stepping by
prefetching the next instruction’s page on interrupt.
Motivated by the success and utility of SGX-Step, re-
searchers developed similar frameworks for more recent
virtual-machine-based TEEs. This includes SEV-Step [64] for
AMD SEYV, as well as TDX-Step [1,27] developed by Google
and Intel researchers for Intel TDX. For the latter, Intel intro-
duced a mitigation in the TDX security monitor that detects
high interrupt rates and adds randomized delays to disrupt
single-stepping attacks; however, this mitigation has suffered
from subtle flaws [45, 63], prompting subsequent patches.
While there have been efforts to create single-stepping
frameworks for Arm TrustZone-A [30, 47], both the threat
model and architectural design of TrustZone-A have posed
significant barriers. First, unlike in Intel SGX/TDX and AMD
SEV, the attacker in TrustZone-A does not control the trusted
application’s memory or its (extended) page tables, which
are managed by the EL1 trusted OS. Second, all NS inter-
rupts during S world execution are routed through the EL3
secure monitor before being delivered to the NS world, leav-
ing the attacker with no direct control over interrupt handling.
CacheGrab [47] and Load-Step [30] are the only frameworks



that have used interrupts to control victim execution on Trust-
Zone-A, both relying on inter-processor interrupts rather than
timers. However, neither was able to achieve true instruction-
level single-stepping on arbitrary instructions.

Low-End TEE:. To the best of our knowledge, only three prior
works have explored single-stepping on MCUs [20, 48,49].
Sancus-Step [20] is an experimental unpublished framework
for the niche academic Sancus [39] architecture. The other
two frameworks [48,49] use single-stepping to recover code
from proprietary execute-only memory (XOM) implementa-
tions by exploiting residual data in registers after interrupts.
However, such attacks would be ineffective against produc-
tion TEEs like Arm TrustZone-M, which clear registers on
non-secure interrupts. Moreover, the variants [48,49] target-
ing Arm MCU s fail to account for the heterogeneous nature
of Arm Cortex-M instructions, presenting a major limitation
of their single-step primitives. In summary, existing MCU-
based single-stepping frameworks do not target production
TEE:s, fail to address key Cortex-M architectural challenges,
and only apply to weaker XOM-based isolation mechanisms.

3.3 Single-Stepping Challenges on Arm MCUs

Before presenting the design of M-Step in the next section,
we first summarize the key challenges that a successful single-
stepping framework must overcome on Cortex-M, rooted in
its microarchitectural and architectural features. While certain
MCU characteristics such as low-noise timers, deterministic
execution, and simple microarchitectures simplify some as-
pects of single-stepping relative to high-end frameworks, the
interrupt behavior and the microarchitectural heterogeneity
of Cortex-M MCUs introduce distinct challenges that require
new techniques to achieve reliable single-stepping.

C1 - Heterogeneous instructions. In contrast to prior
single-stepping frameworks on Intel, AMD, and Arm
Cortex-A, a key challenge on Cortex-M is handling varying
interrupt behavior depending on the instruction class, due to
the interruptible nature of Arm Cortex-M instructions.

C2 - Observing victim progress. High-end single-stepping
frameworks use page faults to advance victim execution
and page-table “accessed” bits [19,57,64] or performance
monitoring counters [21, 64] to detect zero-steps, where the
timer fires too early and the TEE fails to make progress. On
Arm Cortex-M, such features are unavailable due to the lack
of virtual memory and advanced CPU features.

C3 - Generic instruction streams. A practical framework
must support single-stepping arbitrary instruction streams
in the victim TEE, without hardcoding expected instruction
latencies and timer intervals for specific attack scenarios.

C4 - Heterogeneous memory. Unlike high-end processors,
which typically feature a unified memory architecture,

(a) Atomic instructions of varying lengths (two, one, and four cycles). A,
indicates the execution cycle state of each atomic instruction.

(b) Resumable instruction performing three memory loads, one in each
2-cycle period. Py indicates the execution cycle state of the instruction. Gray
X boxes represent undocumented extra clock cycles.

(c) Three-cycle restartable instruction. R, indicates the execution cycle
state of the instruction. Gray boxes represent cancelled execution cycles.

Figure 2: Cortex-M interrupt behavior for different instruction
types and interrupt arrival times (red arrows).

MCUs commonly have highly heterogeneous memory archi-
tectures, potentially leading to varying timing behaviors for
instructions accessing different memory banks.

C5 - Resource constraints. Unlike high-end frameworks
that run on feature-rich operating systems with abundant
resources, MCUs are memory-constrained and operate in
cross-development environments. As a result, leakage traces
must be lightweight and typically have to be offloaded to the
host environment for visualization and post-processing.

4 Single-Stepping on Cortex-M

In this section, we present key insights from profiling Cor-
tex-M’s interrupt handling, revealing distinct instruction be-
haviors. Building on these findings, we develop a generic
algorithm to enable single-stepping over arbitrary instruction
streams, a technique we dubbed M-Step.

All experiments were performed on an Arm Cortex-M33
CPU implementing Armv8-M Mainline, the most feature-rich
Cortex-M architecture.! We selected the STM32L5 MCU,
which features the target CPU (Cortex-M33) clocked at
110 MHz with instruction cache (ICache), TrustZone-M, and
FPU with lazy stacking enabled.

4.1 Profiling Instruction IRQ Behavior (C1)

Recall from §2.1 that certain Arm Cortex-M instructions can
be interrupted mid-execution to reduce interrupt latency. To
accurately classify the full range of microarchitectural be-
haviors exhibited during interrupts, we first profile the inter-
rupt behavior of individual instructions (visualized in Fig. 2

TArmv8-M Baseline and Armv7/6-M are subsets of Armv8-M Mainline.
Armv8-M Baseline and Armv6-M do not support resumable instructions.



Table 3: Interrupt latencies for memory loads targeting differ-
ent memory partitions and stack pointer (SP) configurations.

IRQ Latency
Inst. Operand Mem. Access SP (SRAM1) SP (SRAM?2)
LDR {rx,sraml} rx < [sraml] 1 2
LDR {rx,sram2} rx < [sram2] 3 2
LDR {rx,flash} rx < [flash] 2 2

by systematically triggering interrupts at different clock cy-
cles (red arrows), measuring the resulting IRQ latency, and
recording whether the instruction completes, i.e., the pro-
gram counter (PC) advances. This allows to distinguish three
instruction classes; we classify all non-ICI instructions as
atomic, and divide ICIs into two subgroups: resumable and
restartable instructions.

Atomic Instructions (Fig. 2a). These instructions cannot be in-
terrupted during execution: the CPU defers handling any pend-
ing interrupt request until the instruction has fully completed.
Atomic instructions include register-to-register operations
(MOV, ADD) and single-word memory accesses (LDR, STR).

Notably, while most atomic instructions incur only a single-
cycle delay upon interrupt, we found that some, such as LDR,
and STR, can inflict two or more cycles. Further examination
attributed this variation to different memory backends on our
target platform, which includes separate SRAM1, SRAM?2,
and flash partitions (cf. C4). Table 3 summarizes our profiling
results, showing that accessing SRAMI takes 1 cycle and
accessing SRAM?2 or flash takes 2 cycles, with an additional
cycle of IRQ latency added if the stack pointer points to a
different partition than the accessed memory. This extra delay
is likely due to the hardware’s automated interrupt stacking
requiring a bank switch. In the default configuration of our tar-
get board, the secure world stack pointer is always in SRAMI.
Thus, interrupting identical instructions (e.g., LDR) may ex-
hibit different timings depending on the accessed memory
region: 1 cycle for SRAMI, 3 for SRAM?2, and 2 for literal
pools. Though platform-specific, this timing behavior intro-
duces an additional source of side-channel leakage.

Q Single-stepping goal: IRQs can arrive anywhere during the
execution of atomic instructions, ideally in the first cycle after
the context switch to accurately measure latency.

Resumable Instructions (Fig. 2b). These instructions support
an interrupt-followed-by-resume behavior: when an interrupt
occurs during their execution, the CPU saves the execution
context, services the interrupt, and then resumes the instruc-
tion from the point it was interrupted. Examples include PUSH
and POP with multiple registers. We observed undocumented
behavior for these instructions: when resuming after an inter-
rupt, an extra clock cycle is needed to restore CPU context

before the instruction can proceed and make progress. Further-
more, these instructions cannot be abandoned at any cycle, as
individual load and store operations within the larger resum-
able instruction are handled atomically and will be completed
before handling a pending interrupt request.

Q Single-stepping goal: Resumable instruction can be in-
terrupted during their execution, but subsequent IRQs for the
same instruction should arrive from the second cycle following
the context switch to make progress.

Restartable Instructions (Fig. 2c¢). These instructions are
restarted when interrupted: the CPU abandons partial execu-
tion the cycle after IRQ arrival and reissues the instruction
after the ISR completes. Documented examples include multi-
word memory accesses like LDRD and STRD. However, we
found that several other instructions also follow this restart
behavior. In particular, multiply and divide instructions con-
sistently restart on interrupt, contradicting Arm’s definition of
IClISs as strictly “multicycle load and store” instructions [36].
Moreover, we observed that some instructions documented as
resumable (e.g., POP) actually adopt a restart strategy when
the PC is included in the register list.

© Single-stepping goal: Restartable instructions only make
progress if the IRQ occurs during their final execution cycle.

4.2 Single-Stepping Instruction Streams

The key challenge for any single-stepping framework is con-
figuring the timer to interrupt TEE execution at precisely the
intended point. If the timer fires too early (i.e., during context
switch, in the first cycle of a previously interrupted resumable
instruction, or in a non-final cycle of a restartable instruction)
the secure world makes no progress, resulting in a zero-step.
If it fires too late, multiple secure-world instructions may exe-
cute before the interrupt, yielding a multi-step. Unlike prior
single-stepping frameworks, M-Step must also handle an addi-
tional case: the partial-step, where an interrupt occurs during
a resumable instruction, causing internal progress without
advancing the program counter.

The following subsections first present an approach for
distinguishing zero- and partial-steps using interrupt latency
(§4.2.1, C2), followed by a dynamic timer configuration al-
gorithm (§4.2.2, C3) that ensures progress without executing
more than one victim instruction by conservatively underes-
timating the timer interval and gradually increasing it upon
detecting repeated zero-steps.

4.2.1 Distinguishing Victim Progress (C2)

State-of-the-art zero-step detection relies on virtual mem-
ory [19,57,64], which MCUs lack. We, therefore, propose
to leverage interrupt latency as a deterministic channel to
distinguish victim progress in terms of zero- and partial-steps.
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Detecting Zero-Steps. We leverage two key observations to
detect zero-steps: (i) when M-Step is zero-stepping, it will
keep observing the same interrupt latency over and over; and
(ii) code is typically a mixed set of single- and multi-cycle
instructions. Thus, it is very unlikely that we will observe
a long trace of identical interrupt latencies, unless we are
zero-stepping. As a heuristic, we consider to be stuck in zero-
stepping when we observe N same-cycle interrupt latencies
in a row, where N is a configurable threshold which we call
the streak limit.

Based on the consistently observed interrupt latency during
zero-step streaks, we can further distinguish two distinct cases:
(i) if the interrupt occurs before any secure-world instruction
runs, the latency is Ly, i.e., the fixed context-switching time;
whereas (ii) if it hits during a restartable instruction or during
the first cycle of a previously interrupted resumable instruc-
tion, we observe L; > L. Thus, once the context-switching
latency has been established and the base timer interval is cor-
rectly configured, zero-steps should only occur for resumable
or restartable instructions.

Detecting Partial-Steps. To detect partial-steps, which can
only occur for resumable instructions, we leverage the mi-
croarchitectural insight from the instruction profiling pre-
sented in §4.1. Conceptually, interrupting resumable instruc-
tions appears similar to a sequence of atomic load or store
instructions. However, to continue resumable execution from
where it was interrupted, the CPU requires an extra clock cy-
cle to restore the context (cf. Fig. 2b) Thus, partial-steps will

require a higher timer configuration threshold, otherwise re-
sulting in zero-steps. This makes partial-steps unequivocally
distinguishable from all other events and instruction types.

4.2.2 Dynamic Timer Interval Adjustment (C3)

To address the remaining challenge of autonomously single-
stepping full programs (C3), we introduce a generic timer-
configuration algorithm that operates without any prior knowl-
edge of the victim’s instruction stream. The algorithm is
realized as a state machine, summarized in Fig. 3, which
iteratively schedules timer interrupts to infer the currently
executing instruction and the timer interval to single-step it.

The key idea is to increase the timer interrupt threshold it-
eratively yet conservatively, enabling forward progress while
strictly preventing multi-stepping in the victim program. The
algorithm always begins with the minimum single-step in-
terval sufficient for the simplest case of interrupting atomic
instructions (cf. Fig. 2a). Only after reaching the streak limit
of N consecutive zero-steps does the algorithm attempt to
allocate an additional cycle to handle a resumable instruction.
Similarly, additional cycles for restartable instructions are
granted only if execution remains stuck in zero-stepping; in
that case, the interrupt threshold is increased incrementally
one cycle at a time, and only after the previous threshold has
again reached the streak limit.

This conservative strategy guarantees that no instructions
are skipped, at the cost of potentially many zero-steps, which



may slow down single-step trace extraction. In §8, we explore
possible techniques to avoid these redundant zero-steps if the
attacker has partial knowledge of the victim’s binary code.

5 M-Step Framework

In §4, we presented the M-Step core mechanisms which en-
able single-stepping on Arm Cortex-M. In this section, we
introduce a framework (addressing challenge C5) which fa-
cilitates the use of M-Step and aids the post-mortem analysis
of M-Step traces.

5.1 Implementation Aspects

Timer. We implemented an interrupt mechanism based on a
single hardware timer, used to generate interrupts and measure
interrupt latency. This timer is dynamically configured to
trigger an interrupt when a programmed amount of cycles
has passed, which varies to account for different instruction
types and stack frame sizes in the secure world. After the
interrupt is raised, the timer continues counting upwards in
free-running mode. The timer is started at the end of each
ISR just before re-entering the secure world, and stopped at
the beginning of the next ISR immediately after exiting the
secure world. Thus, the timer value observed at the start of the
ISR corresponds to the interrupt latency, which yields crucial
side-channel information about the interrupted instruction.

To eliminate compiler-induced variability, the ISR logic
responsible for starting and stopping the timer is hand-written
in assembly. The remaining non-critical M-Step ISR logic
is implemented in C for maintainability and ease of devel-
opment. To further reduce noise, we configure all M-Step
memory regions as non-cacheable using the non-secure MPU.
Additionally, we avoid floating-point operations within the
ISR to prevent triggering lazy stacking, which may otherwise
increase automatic stack save latency.

Fine-Tuning. Due to the heterogeneous nature of MCUs and
the possibility of operating under different conditions (e.g.,
four distinct stack frames, see §2.1), M-Step must adapt its
interrupt mechanism to the specific stack frame in use (han-
dled automatically) and be fine-tuned for each target MCU
(performed manually). The manual tuning is required only
once per MCU and is used to establish the base interrupt
threshold, which depends on the context-switching latency Ly
(cf. §4.2.1). This parameter can be initially calibrated using
M-Step’s base stack frame, i.e., the NS stack with the FPU dis-
abled, which serves as the reference for adjusting parameters
to support other stack frame configurations.

To automatically adjust the timer interval, M-Step must
identify the current stack frame in use. This information
is encoded in the link register via a special value called
EXC_RETURN, which is automatically loaded by the hardware
upon exception entry, replacing the usual return address. The

Table 4: List of current M-Step plugins. Available in produc-
tion (P) or only in debug mode (D).

Plugin Description

Mstp-Nemesis Reveals interrupt-latencies, Nemesis [57].

8 Mstp-Cache Reveals cache activity, PRIME+PROBE [40,42].
Mstp-BUSted Reveals memory accesses, BUSted [46].
Mstp-Zoom Amplifies interrupt-latency leakage §5.2.

Arch

Mstp-Production ~ Single-step for production code.

Mstp-Debug Single-step with debug information.
Mstp-Metrics Single-step performance metrics.
Mstp-Emulator MCU emulator with side-channel information.
Mstp-Visualizer Interactive interface to visualize M-Step traces.
Mstp-opDecoder  Runtime library to decode Armv8-M opcodes.
Mstp-Test Evaluation and regression testing framework. -
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EXC_RETURN value contains key metadata, including the secu-
rity state of the interrupted context and the type of stack frame
(i.e., integer-only or including floating-point context). Using
this information, M-Step can determine the active stack frame
and dynamically adapt the interrupt mechanism to ensure
reliable operation across all configurations.

5.2 Framework Plugins

The M-Step framework is built upon a set of modular plu-
gins, listed in Table 4, which define the core M-Step mech-
anisms and provide optional functionalities. These plugins
are grouped into three categories: (i) side-channel (SC) plug-
ins, which specify the microarchitectural channels to monitor;
(ii) architectural (Arch) plugins, which augment M-Step’s
base capabilities; and (iii) framework plugins, which offer
supporting functionalities such as debugging and trace vi-
sualization. This modular design reduces the engineering
effort required when adapting to new MCUs or use cases—a
common challenge with monolithic frameworks—and grants
users the flexibility to tailor the framework to their specific
needs. M-Step allows saving arbitrary combinations of plug-
ins/configuration into convenient “profiles” (cf. Appendix A).

Memory-Access Amplification (C4). As shown in Table 3,
certain MCU settings can generate loads with single-cycle
interrupt latencies. This increases ambiguity, making it harder
for an adversary to distinguish between instructions based on
IRQ latency traces. To address this, we introduce an optional
architectural plugin that amplifies interrupt-latency leakage
using BUSted [46] gadgets. These gadgets exploit on-chip
DMA peripherals, operating independently of the CPU, to
create contention on a specific memory bank precisely during
the clock cycle of interest.

We apply this technique to selectively amplify the interrupt-
latency leakage of single-cycle, memory-accessing instruc-
tions, as illustrated in Fig. 4. Upon a M-Step ISR exit, the
M-Step timer is armed (€)) and the exception return instruc-
tion is executed (@), triggering automatic stacking. Once
stacking completes, the next M-Step interrupt is asserted such
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Figure 5: M-Step rapid prototyping framework architecture.

that it arrives in the first clock cycle of the victim instruction.
When amplification is enabled (€)), a BUSted gadget issues
a concurrent DMA access (@) in the same cycle, creating
contention on the targeted memory bank. This contention de-
lays the victim instruction’s data fetch (@), forcing the load
to take an additional cycle (@) and thereby increasing the
observed interrupt latency (@) vs. @). Importantly, only in-
structions that access the targeted memory region are affected,
while others retain their original execution timing.

We refer to this amplification method as Mstp-Zoom. It
enables fine-grained, single-instruction step tracing on MCUs
with weaker interrupt-latency leakage profiles. For instance,
without Mstp-Zoom, instructions like LDR on the STM32L5
(Table 3) would appear indistinguishable from generic single-
cycle instructions such as ADD. We use Mstp-Zoom in our end-
to-end attacks (§6.3) to amplify the interrupt-latency leakage.

5.3 Framework Architecture (C5)

The architecture of the framework (cf. Fig. 5) is split into three
main blocks representing different phases of the framework’s
operation: (i) configurator; (ii) runner; and (iii) analyzer. Each
block is composed by a set of configurable modules which
can be tailored to e.g., the target MCU or attack conditions.

Configurator. The configurator takes a set of M-Step
configurations—such as fine-tuning parameters, the MCU
leakage profile, and M-Step profiles—which collectively de-

fine the framework’s operation. The configurator consists of
two modules: Config and Build. The former sets up the devel-
opment environment according to the provided configurations,
while the latter compiles the code for the target device. This
configurability is paramount, allowing the framework to adapt
to the target’s software stack.

Runner. The runner takes the compiled binaries from the
configurator and deploys them either to the target device via
a remote connection or to an MCU emulator on the host. This
module standardizes code deployment, allowing for rapid
switching between vendor-specific cross-development tools
to program the target device. However, relying solely on a
hardware-in-the-loop setup poses a significant challenge to
rapid prototyping. MCUs operate at low frequencies, and
the wired connection for transferring binaries is often slow
(e.g., the STM32L5 connection is clocked at 4 MHz). To
mitigate this, the framework can be configured to use an
emulator-in-the-loop, which runs at the host’s speed with near-
instantaneous deployment. Although the victim must first run
on the device to gather traces, subsequent runs can leverage
the emulator to analyze leakage patterns, debug M-Step mech-
anisms, and develop exploits using the collected traces. We
utilize this feature in §6 to accelerate exploit development.

Analyzer. The analyzer gathers traces and provides tools
for processing, visualization, and debugging, leveraging both
hardware- and emulator-in-the-loop approaches. It consists
of three modules: Monitor, Data Analyzer, and Debug. The
Monitor module establishes a remote connection to the device,
logging its output to extract M-Step metadata (e.g., perfor-
mance metrics) and the side-channel traces. The Data Ana-
lyzer facilitates the analysis of M-Step metadata and the post-
mortem processing and visualization of side-channel traces.
The Debug module standardizes debugging across MCU tar-
gets, offering a verbose operational context. This context is
then used by the Data Analyzer to provide further insights for
M-Step development or exploitation.

Framework Interface. We provide a command-line interface
(CLI), which allows users to interact with the M-Step frame-
work and orchestrate all its operations.



Table 5: M-Step’s single-stepping reliability metrics across
various instruction streams, averaged over 10 runs. Error Rate
reports the number of multi-steps per million interrupts.

Synthetic Code Generic Code

Mix | TF-M  printf ~ RSA

M-Step Metrics ‘ atomic  resumable  restartable

2 Zero 0 29,337 3,719 98,996 | 6,700 223  7.35M
= Partial 0 2,334 0 0 548 104 601K
g Single | 2,000 1,996 3 2,000 965 1,305 1.39M
“ Multi 0 0 146 0 0 0 7
5 Folding 0 0 0 0 46 398,011
§  Total Steps | 2,000 4,330 3 2,000 | 1,513 1409 1.99M
& Interrupts | 2,000 33,667 3,868 100,996 | 8213 1,633 8.74M

Error Rate 0 0 38K 0 0 0 0.8

6 Evaluation

This section first evaluates M-Step’s single-stepping accuracy
through controlled microbenchmark experiments, then ex-
amines leakage from various microarchitectural components
using covert channel setups, and finally demonstrates real-
world, end-to-end RSA key extraction attacks on the latest
version of Mbed TLS.

Attack Setup. For all experiments and attacks in this section,
we follow the standard TrustZone threat model: an attacker in
the NS world invokes a target secure service in the S world.
The S world runs the latest version of Arm TF-M (v2.2.0), the
reference micro-TEE (uTEE) for Cortex-M. Our attacks target
TF-M’s default cryptographic library, Mbed TLS (v3.6.3.1).

6.1 Single-Step Reliability Microbenchmarks

To assess M-Step’s accuracy in achieving reliable single-
stepping while avoiding unintended multi-steps, we follow
the methodology of prior work [55, 64], single-stepping a se-
cure application that executes a tight benchmark stream of
2,000 consecutive instructions. To obtain ground truth, we
run the secure application in debug mode and record the se-
cure world’s PC after each interrupt. Based on the PC we
classify the interrupt as single-step if the PC advances by
4 bytes (32-bit instructions) or 2 bytes (16-bit instructions);
multi-step if larger; and zero-/partial-step if it does not ad-
vance. Table 5 presents the experimental results, including
the distribution of step types and the occurrence of instruc-
tion folding. Instruction folding is a documented ISA feature
in Armv8-M [36], where two instructions are merged into a
single micro-operation, causing the PC to advance by more
than one instruction. We classify such cases as single-steps,
as they result from ISA-level behavior rather than stepping
inaccuracies. This phenomenon is analogous to macro-op
fusion in the x86 ISA, which has also been observed in prior
single-stepping frameworks like SGX-Step [38].

We begin by evaluating M-Step using three synthetic bench-
marks, each consisting of 2,000 instructions of atomic, resum-
able, or restartable types. Atomic and resumable sequences
produced no multi-steps, while restartable yielded some,

as our algorithm cannot distinguish consecutive restartable
boundaries. As long consecutive restartable streams are rare,
we treat this as a minor limitation of M-Step (cf. §8). A
fourth benchmark (Mix), interleaving restartable and atomic
instructions, indeed shows that restartable instructions can be
perfectly single-stepped when combined with other types.
Next, we evaluate M-Step on generic, compiler-generated
instruction streams: the TF-M secure-world entry code, the
printf standard library function, and Mbed TLS’s RSA im-
plementation. Single-stepping through TF-M and printf
code yielded no multi-steps, while a full RSA decryption
produced only 7 multi-steps out of 8.74 million interrupts.
Across 10 runs, all experiments yielded exactly the same
traces. These results confirm that M-Step achieves precise and
reliable single-stepping by producing either zero- or single-
steps with fully deterministic behavior on real-world code.

6.2 Covert-Channel Leakage Analysis

We evaluate M-Step’s leakage capabilities through controlled
covert-channel experiments targeting interrupt latency, cache
activity, and bus contention via their respective plugins.

Data-Dependent Divisions. Integer division operations are
known to exhibit non-constant-time, operand-dependent tim-
ing behavior on both Intel x86 [57,64] and Arm Cortex-M plat-
forms [10]. We use the Mstp-Nemesis plugin to measure in-
terrupt latency for integer division instructions, sweeping over
operand pairs where the dividend ranges from 0x0000000F
to OxFFFFFFFF in steps of 0xF.

The results, shown in Fig. 6a, reveal clear operand-
dependent timing leakage: the divisor (x-axis) has a strong
impact on latency, while the dividend (y-axis) shows a slightly
weaker effect. Notably, when the divisor exceeds the dividend
(below the diagonal), the leakage reflects only their relative
magnitude.

This non-constant-time behavior was recently exploited by
the KyberSlash attack [10], which targets compiler-inserted
divisions on Arm Cortex-M4 by analyzing full execution
time. In contrast, M-Step exposes this leakage at much higher
temporal resolution—revealing operand-dependent timing
behavior at the level of individual DIV instructions.

Differentiating Instructions. We further used the Mstp-
Nemesis plugin to measure interrupt latency for eight repre-
sentative instructions spanning all three categories, as shown
in Fig. 6b. The set includes five atomic instructions (MOV, LD1,
ST1, LD2, ST2), two resumable instructions (PUSH, POP), and
one restartable instruction (UDIV with fixed operands).

The y-axis in the figure shows the range of observed laten-
cies, with color gradients representing the frequency of each
value. The results reveal not only clear timing differences
across instruction types but also variations within the same
type. For example, memory accesses to SRAM1 (LD1/ST1)
exhibit different latencies compared to accesses to periph-
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Figure 6: M-Step leakage analysis experiments. Each subfigure shows a heatmap of interrupt latency or memory access probability
for a specific microarchitectural leakage source, measured while single-stepping synthetic benchmarks on TrustZone-M.

eral regions (LD2/ST2). All measurements in Fig. 6b were
collected with the Mstp-Zoom plugin enabled.

Cache Activity. Beyond interrupt latency, M-Step can moni-
tor fine-grained cache activity using the Mstp-Cache plugin,
revealing microarchitectural details that are inaccessible to a
Nemesis-only attacker. While Mstp-Nemesis can infer cache
misses indirectly through increased instruction latency, the
Mstp-Cache plugin additionally provides precise information
about which cache lines are accessed.

We implemented an ICache-based” covert channel in which
a Trojan transmits a 8-bit secret in a single execution. This
is achieved by executing 8 instructions, each deliberately
mapped to a distinct cache line. M-Step accurately detects
every cache access with minimal noise. Fig. 6¢ illustrates the
accessed cache lines (y-axis) corresponding to each single-
stepped Trojan instruction (x-axis).

Memory Contention. M-Step can also extract information
from BUSted-style [46] channels by delaying memory ac-
cesses via targeted contention in specific memory partitions
(cf. §5.2). To evaluate this capability, we benchmark load and
store operations across different memory regions, with the
victim performing 1000 memory accesses to each. We then
single-step through the target application four times, each
time focusing on a different memory region. As shown in
Fig. 6d, M-Step accurately tracks memory accesses in all re-
gions except flash memory, where caching behavior obscures
most events. Nevertheless, this limitation itself reveals useful
information, offering an indirect signal of cache activity.

6.3 End-to-end Attacks on Mbed TLS

Single-stepping frameworks enable high-resolution, single-
trace attacks extracting fine-grained microarchitectural infor-
mation with minimal noise. M-Step brings such attack capabil-
ities to MCUs, exposing secret-dependent control flow, as sub-

2We target the ICache as our evaluation platform (STM32L5) lacks a
data cache (DCache). The Mstp-Cache plugin currently only has support for
ICaches, but it can be easily extended to support DCaches on other MCUs.

tle as a single instruction. As a real-world end-to-end attack,
we leverage M-Step to target Mbed TLS’s binary extended
Euclidean algorithm (BEEA), which has been a common tar-
get for control-flow side-channel attacks [2,3,22,23,44,62].
Particularly, we uncover subtle leakage in the latest release of
Mbed TLS (v3.6.3.1)". This is very non-trivial leakage to ex-
ploit without M-Step, as it requires distinguishing a sequence
of closely spaced, secret-dependent branches—often several
in a row—at instruction-level granularity. Traditional side-
channel techniques (e.g., end-to-end timing or cache attacks)
cannot reliably resolve such fine-grained control-flow, making
these vulnerabilities only exploitable with a single-stepping
framework like M-Step.

Parsing M-Step Traces. M-Step traces span the entire victim
execution, providing one interrupt latency sample per victim
instruction. To locate the code of interest within a trace, we
exploit the deterministic behavior of MCUs, where a specific
code path consistently yields the same trace pattern. M-Step
produces identical, clock-cycle-granular traces for a given in-
struction stream, requiring no statistical analysis over multiple
runs (cf. Fig. 7). This property enables an attacker to profile
the target code in advance and construct a template, i.e., a set
of side-channel patterns that deterministically and uniquely
identify secret-dependent control flows. During exploitation,
the attacker correlates the live trace of a single run with the
precomputed template to determine the exact execution path
taken by the victim.

6.3.1 Mbed TLS Vulnerabilities

We found two issues in Mbed TLS (v3.6.3.1), which can be
exploited using vulnerabilities found in the implementation
of the BEEA algorithm. First, we explain the behavior of the
BEEA algorithm, then the specific issues found in Mbed TLS.

3Mbed TLS guarantees protection against “publicly documented attack
techniques”, placing local timing side channels explicitly in scope [7]. Upon
responsible disclosure, Arm acknowledged our findings and issued a patch
and a CVE (cf. §9), confirming that our attack falls within the intended threat
model and highlighting its practical relevance.
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Figure 7: Template matrices for detecting U and V shifts and
subtraction type. Color gradient indicates interrupt latency for
the instruction at the given index (darker: more cycles).

Mbed TLS BEEA Algorithm. Mbed TLS uses BEEA to com-
pute X = U~! (mod V) by iterating over the bits of U and
V from right to left, performing non-constant-time condi-
tional subtractions and right-shift operations (see Appendix B
for more details). Since the algorithm’s final state is known
(U =0and V = 1)*, an attacker who can observe the sequence
of subtractions and right shifts can recover the initial secret
inputs by applying the reverse operations (left shifts and ad-
ditions). In essence, the attacker must learn the number of
U- and V-shifts, as well as the outcomes of the conditional
subtraction to recover the secrets.

Recovering the Number of Shifts. Mbed TLS’s BEEA im-
plements right-shifts using two while loops (one for U and
one for V), each containing an if-statement, resulting in four
unique execution patterns that we denote as u_if, u_noif,
v_if, and v_noif. To construct the shifts’ template matrix
shown in Fig. 7a, we profiled the target code and selected the
shortest pattern that unequivocally identifies each execution
path. Although these patterns are very similar, M-Step can
distinguish subtle differences between them, e.g., u_if and
v_if differ by only a single instruction.

Recovering the Conditional Subtraction. The algorithm
performs subtractions based on the relative sizes of U and V,
determined by the outcome of the non-constant-time bignum
comparison U > V. We identify eight distinct execution
paths: five corresponding to U >V, and three to U < V.
Similar to the shift templates, we profile the target code and
select patterns that uniquely identify each path, as illustrated
in Fig. 7b. Compared to the shift patterns, these are shorter
and exhibit more pronounced leakage characteristics.

4For RSA, V holds the greatest common divisor (GCD) of the inputs.
Since they are coprime, the final value is V = 1.

Issue#1: Modular Inversion with Unmasked Inputs. The
Mbed TLS modular inversion uses the non-constant-time
BEEA algorithm described above. While Mbed TLS typi-
cally masks inputs by multiplying them with a random value,
we identified 13 vulnerable RSA calls where inputs remain
unmasked (see V#1-V#13 in Table 7, Appendix B). These vul-
nerabilities affect multiple RSA configurations, with at least
one exploitable call always present. Some calls are only vul-
nerable when Chinese remainder theorem (CRT) parameters
are enabled (e.g., V#2), whereas others are only exploitable
when they are disabled (e.g., V#4).

Extended Issue #1.1: TF-M-Specific Vulnerabilities. TF-
M introduces 7 additional vulnerable calls (V#14-V#20)
beyond the 13 already discussed. In upstream Mbed TLS,
these calls are only executed if CRT parameters are missing.
However, we found that on ST Microelectronics (ST) boards
with cryptographic accelerators, TF-M always executes these
calls (V#14-V#20), regardless of whether CRT parameters
are present. This unconditional execution defeats Mbed TLS’s
countermeasure against prior attacks [3,23,44], which was
intended to prevent exploitation via these vulnerable calls
when CRT parameters are missing.

Issue #2: Non-Constant-Time GCD. The Mbed TLS GCD
function also uses a non-constant time algorithm similar to
BEEA, producing 4 vulnerable calls (V#21-V#24). Unlike
modular inversion, the right-shift leakage profile depends on
the version of the compiler. We found that with older compil-
ers (e.g., GCC < 10), code associated with the right-shift have
secret-dependent control flow that leaks the exact number of
shifts performed (cf. code path B in Fig. 10 in Appendix B).
Newer compilers from GCC v10 onwards (released in 2020)
produce code that only leaks whether an entire limb (32 bits
on Arm Cortex-M) is zero or not (cf. code path A in Fig. 10).
While not as severe as Issue #1, this is still clearly undesirable
non-constant-time behavior.

6.3.2 Case-Study Attacks

Case Study #1: Exploiting RSA Key Generation. Our first
case-study attack targets the RSA key generation process,
which an attacker can trigger by requesting a secure service
public key from TF-M. This scenario presents a significant
challenge, as key generation occurs only once, making it a
true single-trace attack.

Mbed TLS’s key generation function contains a vulnera-
ble call (V#2 in Table 7, Appendix B) that leaks the secret
prime factors P and Q. With these, the attacker can fully
reconstruct the RSA private key by computing D = E~!
(mod (P —1)(Q —1)). We repeated the attack 10 times on
different RSA keys and achieved a deterministic success rate
of 100%.

Case Study #2: Exploiting RSA Key Importing. Our second



case-study attack targets RSA key importing, a common op-
eration in applications using persistent keys. We attack the
Mbed TLS RSA decryption reference application, which im-
ports an RSA key without CRT parameters, thereby triggering
vulnerable call V#3. This vulnerability leaks the secret prime
factors P and Q, enabling full recovery of the private key. The
issue is especially striking with TF-M on ST boards equipped
with cryptographic accelerators (cf. extended issue #1.1): al-
though the decryption itself is performed in secure hardware,
a software-based side-channel attack still allows full key ex-
traction. We repeated the attack 10 times with different RSA
keys and again achieved a deterministic 100% success rate.

Vulnerabilities in the Wild. All official Mbed TLS RSA ref-
erence applications (listed in Table 6 in Appendix B) are
affected by at least one of the vulnerabilities described above.
This suggests that these issues likely widely affect real-world,
closed-source applications.

7 Countermeasures

The most effective countermeasure for timing-based leakage
is to ensure all security-critical code runs in constant time.
However, achieving truly constant-time code is notoriously
challenging. As demonstrated in §6, even established cryp-
tographic libraries continue to be vulnerable to side-channel
attacks. Moreover, constant-time source code does not guar-
antee the generation of constant-time binaries, as compilers
may inadvertently introduce non-constant-time code [10, 58].
Therefore, similar to existing single-stepping mitigations de-
ployed in Intel SGX [19] and TDX [27], we argue for defense-
in-depth mitigations to hinder exploitation with M-Step. In
this section, we outline potential mitigation strategies that can
be integrated with existing hardware and are deployable on
current Cortex-M platforms.

7.1 Naive Approaches

Disabling Interrupts. A straightforward countermeasure is
to disable NS interrupts upon S-world entry and re-enable
them on exit. While this prevents interrupt-based attacks, it
undermines a core MCU feature, namely deterministic, low-
latency interrupts, making it unsuitable for safety-critical, real-
time applications [5,59,61].

A more targeted approach is to disable interrupts only dur-
ing security-critical code. TrustZone-M allows the S world to
assign all NS interrupts a lower priority than S-world inter-
rupts, ensuring that NS interrupts cannot preempt S-world ex-
ecution. In principle, this feature could enable uninterruptable
execution of sensitive operations in “handler mode” in the
S world. However, only privileged code (e.g., the uTEE ker-
nel or Mbed TLS, which is part of a TF-M privileged secure
service) can use handler mode, whereas trusted applications

(TAs) cannot. Although still not guaranteeing real-time dead-
lines, this solution would prevent the NS world from being
completely starved of interrupts while presenting an effective
countermeasure against our attacks on Mbed TLS.

Mediating Peripherals through the Secure World. Another
potential solution is to assign all peripherals to the Secure
world and provide an interface for the NS world to access
them. In this approach, all interrupts would be handled in the
S world, allowing the S world uTEE to sanitize them and
prevent single-stepping attacks. Peripherals could then be ac-
cessed upon NS request, with the uTEE mediating their use.
However, this may introduce unnecessary overhead. More-
over, this approach would significantly increase the S world
TCB, potentially reducing the overall security of the system
by expanding the attack surface for malicious third-party TAs
or even benign TAs through memory safety vulnerabilities.

7.2 Secure Interrupt Sanitization

Inspired by prior work on real-time TEEs [5, 12,59, 61], we
propose a principled countermeasure to protect applications in
the TrustZone-M secure world from interrupt-driven attacks
while preserving essential MCU features, including periph-
eral access and interrupt-driven operation for low-power and
real-time applications. The core concept involves introducing
a trusted sanitization software layer that executes on every
NS interrupt and clears the microarchitectural state prior to
invoking the untrusted NS handler. This sanitization process
may encompass techniques such as padding [12, 16] or ran-
domizing interrupt latency, prefetching [19] various microar-
chitectural states like the instruction cache, or simply limiting
the number of closely successive interrupts [27].

Trapping NS Interrupts. A key challenge in implementing
this sanitization mechanism is how to effectively trap NS
interrupts to perform sanitization without creating any oppor-
tunities for the NS world to execute malicious code. Unlike
Cortex-A, Cortex-M lacks a software monitor, and NS inter-
rupts switch directly to the NS application, effectively bypass-
ing the S-world firmware (§2.1). To address this issue, we
propose the introduction of a trampoline mechanism: on each
NS interrupt, the S firmware is invoked first by redirecting
the NS vector table via the vector table register (VTOR) to S-
controlled code. The S world constructs a trampoline vector
table in NS-accessible memory (i.e., in NS-callable mem-
ory), redirecting all NS interrupts to entry points within the S
firmware. Upon entry to the S world, the VTOR is updated to
point to this trampoline table. For each NS interrupt, control is
passed to the S-world firmware, which performs the necessary
sanitization before branching to the actual NS handler. Once
the S world exits, the original VTOR is restored.

Preliminary Validation. We implemented a proof of concept
of the proposed mechanism in a bare-metal setting, where the
S world is managed by a vanilla S-world firmware providing



only minimum functionality to boot the board. We extended
its NS-callable entry points to construct the trampoline vec-
tor table, which redirects NS interrupts to S-controlled entry
points. In the S world, we implemented a basic sanitization
layer that introduces a small pseudo-random delay of fewer
than 10 cycles for each interrupt. In the NS world, we config-
ured a timer, similar to the M-Step timer described in §5.1, to
extract IRQ latency traces.

With this setup, we qualitatively observed that the rela-
tionship between IRQ latency and the interrupted instruc-
tion became substantially less pronounced, consistent with
the intended effect of injecting noise into the latency traces
and reducing their correlation with the interrupted instruc-
tion stream. While these initial results are encouraging, they
are intended as an initial sanity check of the proposed coun-
termeasure rather than a full implementation. We leave to
future work a systematic study of cost-effective sanitization
strategies across different microarchitectural channels (Neme-
sis, BUSted, M-Step, cache channels, etc.), their impact on
key MCU metrics (e.g., jitter, determinism, and power con-
sumption), and the engineering challenges of integrating such
mechanisms into TF-M.

8 M-Step Limitations and Discussion

High Zero-Step Count. Our M-Step approach adapts on de-
mand to different instruction streams and enables blind single-
stepping through generic code. However, this comes at the
cost of a high number of zero-steps. This increases the time
required to profile applications and leak secrets, since many
generated interrupts do not yield useful interrupt-latency infor-
mation, making traces take longer to complete. Nevertheless,
one could trade generality for speed. In side-channel attacks,
it is common to assume that the attacker has access to the
victim code (e.g., open-source cryptographic libraries). For
compute-intensive applications with open-source codebases,
M-Step could be configured to leverage knowledge of the
victim code instead of relying solely on interrupt latencies to
identify the instruction type under execution and configure the
required timer interval. With this relaxed assumption, the num-
ber of zero-steps could be greatly reduced—potentially down
to zero”. Such an approach, however, would be inherently
fragile and highly target-specific, requiring manual effort and
careful handling of (secret-dependent) branches to correctly
configure the timer interval for the next victim instruction.

Consecutive Restartable Instructions. M-Step currently can-
not reliably single-step through long sequences of consec-
utive restartable instructions. While our results show that
such instruction patterns are rare and have a negligible im-
pact on the evaluated codebases, we acknowledge that some

SUnlike on high-end platforms where zero-steps stem from noisy timers
that trigger interrupts too early, M-Step’s zero-steps are a byproduct of blindly
single-stepping through resumable or restartable instructions streams (cf. C1).

applications may make more extensive use of restartable in-
structions, potentially increasing the occurrence of restartable-
induced multi-steps in the scenario where the attacker has no
knowledge of the victim code. It is possible that future work
could address this limitation by developing more sophisti-
cated techniques, which could be easily integrated into the
M-Step framework as additional plugins.

Portability. The current M-Step functionality depends on
the leakage profile of the target MCUs to detect M-Step
events and instruction types, requiring a one-time fine-tuning
for each new MCU—a standard practice for single-stepping
frameworks. For example, SGX-Step [55] must also be man-
ually configured for each new Intel CPU to enable effective
single-stepping. While different MCUs (or even different run-
time configurations on the same MCU) can influence instruc-
tion timings—such as by using faster or slower memories, as
demonstrated in our STM32L5 experiments in Table 3—the
microarchitectural behavior of the three instruction types is
architecturally defined by the underlying Arm architecture
(Armv6-M, Armv7-M, or Armv8-M). Similarly, for SGX-
Step [55], the microarchitectural behavior of Intel CPUs’ in-
terrupt logic remains consistent across CPUs, even though
specific instruction timings might change. In this paper, we
evaluated M-Step on a single target platform. Future work
could extend the M-Step framework to additional Cortex-M-
class MCUs and develop new plugins to capture and exploit
leakage sources beyond interrupt latency, such as DCache or
more sophisticated predictors.

Extensions. When the attacker does not have access to the
target code to single-step, but lower trace times are still de-
sired, a more sophisticated fine-tuning approach could be
employed by extending the framework with additional plug-
ins. We envision that an attacker with no knowledge of the
victim source code could initially use M-Step in generic blind-
stepping mode, and then, by analyzing the collected traces,
gradually infer the types of instructions executed by the victim.
This process would resemble the profiling demonstrated in
§6.3, where the target is run multiple times to create template
matrices. At runtime, this information could then be used
by M-Step to infer the control-flow path and provide coarse-
grained predictions about the expected instruction type at each
step. While not perfect, this approach would reduce the num-
ber of unnecessary zero-steps while still addressing challenge
C3. Alternatively, a hybrid approach could be adopted: blindly
single-stepping through unknown code (e.g., a proprietary
uTEE kernel), while applying more informed single-stepping
to third-party applications with known code.

To aid developers in avoiding leakage through side chan-
nels, our framework could be extended with compiler-based
mitigation or binary analysis tools by systematically profiling
the microarchitectural leakage of all instructions [14].



9 Conclusion

We introduced M-Step, the first practical framework for pre-
cise, interrupt-driven side-channel analysis on TrustZone-M.
By overcoming unique Cortex-M microarchitectural chal-
lenges, M-Step enables instruction-level single-stepping and
exposes new vulnerabilities in the latest Mbed TLS on TF-M,
enabling single-trace, deterministic full key recovery. Our re-
sults, and the set of countermeasures we propose, underscore
the need for improved side-channel protections on MCU .

Ethical Considerations

Responsible Disclosure. We followed responsible disclosure
best practices by reporting all vulnerabilities shortly after their
discovery to Arm, Trusted Firmware (TF-M), and Mbed TLS
on June 28, 2025. Mbed TLS acknowledged our report and
developed a fix that replaces the vulnerable BEEA algorithm
with a constant-time alternative in the affected functions. This
mitigation was publicly released on October 15, 2025 as part
of Mbed TLS v3.6.5, which is no longer vulnerable to the
attacks described in this paper. TF-M subsequently released
version v2.2.2 on November 27, 2025, which incorporates
the patched Mbed TLS fixing the vulnerabilities in its own
codebase. Arm has also assigned CVE-2025-54764 to track
the vulnerability and published a security advisory on the
Mbed TLS website, acknowledging M-Step.

For the platform-specific issues (V#14—V#20 in Table 7),
the TF-M PSIRT team redirected us to ST, whom we con-
tacted on August 5,2025. On October 30, 2025, ST responded
that they do not plan to publish a dedicated security advisory
for our attack, referring to prior guidance (SB0032, SB0033)
that recommend their users to update the affected ST packages
to the latest Mbed TLS version.

Ethical Considerations. Compliant with responsible-
disclosure practices, we did not publicly disclose the
vulnerabilities or release exploit code before appropriate
patches became available. As requested by Arm, all details
presented in this paper, as well as the associated artifacts,
remained under embargo until October 2025, when the
relevant fixes were released. During the embargo period,
we engaged with Arm engineers to provide feedback on
the proposed mitigation approach. All experiments were
conducted exclusively on our own hardware in a controlled
environment, ensuring no impact on third-party systems or
users, including privacy violations or consent issues.

In the broader context of this research, we acknowledge
that newly discovered vulnerabilities and attack techniques
have the potential to harm users of the affected systems (caus-
ing privacy violations, monetary losses, and other damages),
in addition to reputational damage to the vendors and the
consequences thereof. However, we firmly believe that the
benefits of improving the community’s understanding and

ability to explore and quantify side-channel leakage on real-
world Cortex-M platforms outweigh any negative outcomes.
A cooperative responsible disclosure process, as followed
in this work, effectively mitigates these risks by ensuring
that vendors can develop and distribute patches and notify
their users before public disclosure of the vulnerabilities.
Moreover, open-sourcing advanced research tools like M-Step
has a demonstrably positive impact on the broader security
community. This is evident from prior frameworks such as
SGX-Step [55], which have been widely adopted and enabled
follow-up research and concrete security improvements: SGX-
Step has been used in over 48 publications to date [53], was
recognized with an ACSAC 2023 Cybersecurity Artifacts
Competition and Impact Award [55], and ultimately led to
the release of new ISA extensions by Intel [19], clearly illus-
trating the practical value and real-world impact of releasing
high-quality, open-source single-stepping frameworks.

Open Science

In compliance with the USENIX Security open-science policy,
we provide all artifacts required to reproduce and evaluate our
results. This includes: (i) the full M-Step framework source
code; (ii) scripts and configurations for experimental setup
and data collection; (iii) raw and processed datasets used in
our evaluation; and (iv) documentation for reproducing all
experiments and figures in the paper. All artifacts are archived
for long-term access on Zenodo at https://doi.org/10.
5281/zenodo.17910184.

Additionally, we maintain M-Step as an open-source
project at https://github.com/M-Step-Framework and
are committed to the continuous improvement of its codebase
and documentation to foster adoption and ensure long-term
maintainability.
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A M-Step Framework

M-Step profiles are meant to describe a M-Step specification
defined by a set of M-Step plugins. There is no limit for the
number of profiles. The user can create as many as they see fit
by combining plugins in a different set to suit their use case.
We define two reference profiles, base and debug.

Base Profile. The minimal set of plugins that enable single-
stepping in the most restrictive scenario, i.e., production mode
without any access to debug primitives. This profile only uses
Mstp-Production and Mstp-Nemesis. The former enables the
base M-Step features defined in §5, while the latter allows the
extraction of interrupt-latency traces [57].

Debug Profile. Full-fledged M-Step specification which en-
ables single-stepping in debug mode with all the M-Step
features available. This profile uses Mstp-Debug to define
the core M-Step features and includes all plugins described
in Table 4. The plugins are interoperable: for instance, the
side-channel plugins will generate microarchitectural infor-
mation which can be accessed on the visualization tool and
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Figure 8: Example of the Mstp-Visualizer depicting the PoC
trace of the standard printf function from stdio.h.

the emulator. Among others, this profile provides advanced
debugging primitives (e.g., Mstp-Emulator), as well as access
to multiple microarchitectural channels (Mstp-Nemesis, Mstp-
Cache, and Mstp-BUSted), all of which can be visualized in
a single compact interface (Mstp-Visualizer); see Fig. 8.

A.1 Rapid Prototyping & Trace Analysis

Trace Visualization. We demonstrate rapid prototyping and
trace analysis with a simple proof-of-concept: tracing the
standard print f function from stdio.h that prints "M-Step".
The Mstp-Debug plugin extends Mstp-Production by adding
debug primitives, including access to the PC of each single-
stepped instruction. As a result, traces collected with Mstp-
Debug include both side-channel data and the corresponding
PC for each sample. The analyzer uses this information to
extract symbol lists and decode instructions from the victim.elf
file, correlating leakage with the exact instructions producing
it. The Mstp-Emulator enables live debugging by replaying
victim code execution on the host using the same traces. After
processing, the analyzer generates a standard value change
dump (VCD) file, which can be visualized with GTKWave or
any other VCD-compatible tool, as shown in Fig. 8.

Debugging and Evaluation. Mstp-Debug extends Mstp-
Production by adding debug primitives, such as access to the
PC of the current instruction during interrupts. With the PC,
M-Step can decode the corresponding opcode (via the Mstp-
opDecoder plugin) and identify the exact instruction being
interrupted. Mstp-Metrics uses this information to provide
accurate statistics on the number of zero-, partial-, single-,
and multi-steps produced by M-Step. This enables effective
debugging and evaluation of the M-Step mechanism (§4).

Target Hardware Emulation. The Mstp-Emulator plugin uses
Renode [6] to emulate the full MCU (CPU and peripherals)
for fast, host-based side-channel analysis. Since side-channel
leakage cannot be emulated, we first collect traces on real
hardware using Mstp-Debug, which records the PC for each
sample. These traces are then imported into the emulator,

Table 6: Reference Mbed TLS applications using RSA with
vulnerable code paths, as found in the official repository. Ex-
ploitable when: CRT enabled (C) or CRT disabled (!C).

3

Example Program  Vulnerable Function

rsa_decrypt.c
rsa_genkey.c
rsa_genkey.c
rsa_sign.c
key_app.c
key_app_writer.c
dh_server.c

mbedtls_rsa_complete
mbedtls_rsa_gen_key
mbedtls_rsa_export_crt
mbedtls_rsa_complete
mbedtls_rsa_export_crt
mbedtls_rsa_export_crt
mbedtls_rsa_complete

[ NONON NON N Nie
ON N NON NONO)

enabling correlation between the emulated code execution
and the recorded side-channel data by matching the current
emulated PC to the corresponding trace sample.

B Evaluation

Mbed TLS operates as a TF-M secure service at the highest
privilege level. Although not directly exposed, an attacker in
the NS world can interact with Mbed TLS through TF-M’s
cryptographic APIs. The attacker can trigger the vulnerable
paths, detailed in Table 7, either directly by requesting a cryp-
tographic service from TF-M or indirectly by invoking a TA
that uses these services.

B.1 BEEA Algorithm

Mbed TLS uses the BEEA algorithm, shown in Algorithm 1,
to perform both modular inversion and GCD computation.
The core structure of the algorithm is shared between both
operations; however, for modular inversion, the algorithm
tracks the Bézout coefficients (V1, V2, U1, and U2), while
for GCD computation, these are omitted. The differences
are highlighted in light blue for modular inversion-specific
steps and in light orange for GCD-specific steps. The BEEA
algorithm computes the modular inverse X = A~ (mod B)
by iteratively reducing two variables, U and V, using condi-
tional subtractions and right-shift operations. The algorithm
initializes U and V with the inputs A and B, respectively,
and then repeatedly performs right-shifts until they become
odd. When both U and V are odd, the algorithm compares
them and subtracts the smaller from the larger (U <~ U —V
or V <— V —U). This process repeats until U = 0. Note that
the algorithm’s control flow depends on the bit patterns of its
inputs. An attacker observing this control flow with M-Step
can reconstruct the exact sequence of subtractions and shifts,
and consequently recover the initial secret inputs A and B.
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Figure 9: The shift template matrix for the U- and V-loops.

Algorithm 1: Mbed TLS’s BEEA algorithm to com-

pute X =A~!' (mod B). Light blue modular inversion-

specific steps and light orange GCD-specific steps.
procedure MBEDTLS_BEEA(X,A,B)

TU <—A, TV < B;

1
2

3 Ul 1,U2+0,V1+0,V2«1;
4 while 7U # 0 do
5

6

7

8

while TU even do

TU «~TU/2;

if U1 or U2 odd then

Ul«+Ul+TB; U2+ U2—TA ;

9 Ul + U1/2; U2+ U2/2 B size_t mbedtls_mpi_lsbh(const mbedtls_mpi *X)
- ‘
10 while TV even do size_t i;
11 TV «+TV/2;
12 if V1 or V2 odd then #1f defined(__has_builtin)
#if (MBEDTLS_MPI_UINT_MAX == UINT_MAX) && _ has_builtin(__builtin_ctz)
13 L VI VI+TB; V2 V2-TA ; #define mbedtls_mpi_uint_ctz _ builtin ctz
#elif (MBEDTLS_MPI_UINT_MAX == ULONG_MAX) && __has_builtin(__builtin_ctzl)
14 V1« V]/Q.; V2« V2/2 ; #define mbedtls_mpi_uint_ctz _ builtin_ctzl
[ #elif (MBEDTLS_MPI_UINT_MAX == ULLONG_MAX) && __has_builtin(__builtin_ctz11)
15 if 7U > TV then #define mbedtls_mpi_uint_ctz _ builtin_ctzll
T #endif
16 TU < TU —-TV; sendif
17 Ul Ul1-V1;U2+U2-V2;
#1f defined(mbedt1ls_mpi_uint_ctz)
18 TU TU/Z ; A ==> for (i =0; 1 < X->n; i++) {
if (X->p[i] t= @) {
19 else return i * bilL + mbedtls_mpi_uint_ctz(X->p[i]);
20 TV TV -TU; }
}
21 Vi<VI-Ul;V2+<V2-U2; selse

size_t count = 0;

2 v <_TV/2 > B ==> for (i = @; i < X->n; i++) {

(- for (size_t j = 0; j < biL; j++, count++) {

if (((x->p[i] >> j) & 1) !'=0) {
return count;

}
)
B.1.1 Issue 2: Non-Constant-Time GCD. ﬁend)ﬁ
We compiled the code on Fig. 10 for several versions of GCC , ORI G
and found that GCC version < 10 inserts the version which
leaks the full number off leading zero bits. Figure 10: Mbed TLS mbedt 1s_mpi_gcd vulnerable code to

count the leading zeros of variable X. Code A is inserted in
newer compiler versions and leaks the number of zero bits
with 32-bit granularity. Code B is inserted in older versions
and leaks with bit granularity the number of leading zeros.



Table 7: List of vulnerable functions. The "mbedtls_" prefix, was shortened to "mb_" for brevity. Always exploitable (A).
Exploitable if CRT enabled (C). Exploitable if CRT disabled (!C). Missing CRT parameters (P). Exploitable if D is missing (D).

Vuln. Function Call Tree (vulnerable path) Recover Private Key C !IC P D Ref
Vi#l mb_rsa_gen_key mb_mpi_inv_mod(D,E,L) D=E ' modL ® ®© O o code
Vi#2 mb_rsa_gen_key mb_rsa_deduce_crt — mb_mpi_inv_mod(QP,Q.P) D=E"mod (P-1)(Q—1) ® O @ @ code
V#3  mb_rsa_complete mb_rsa_deduce_crt — mb_mpi_inv_mod(QP,Q,P) D ! mod (P—1)(Q—1) ® O O @ code
V#4  mb_rsa_complete mb_rsa_deduce_private_exponent — mb_mpi_inv_mod(D,E, K) D ! mod K O ®© e @ code

. V#5  mb_pk_psa_rsa_sign_ext mb_rsa_write_key — mb_rsa_export_crt — mb_m, ,P) D "'mod (P—1)(Q—1) O e @ @ code
E V#6  rsa_decrypt_wrap mb_rsa_write_key — mb_rsa_export_crt — mb_m \P) D "mod (P-1)(Q-1) O O @ @ @ code
¥ V#7  import_pair_into_psa mb_rsa_write_key — mb_rsa_export_crt — mb_m mnd(QPQ P) D "mod (P-1)Q-1) O O ® @ @ code
= V#8  pk_write_rsa_der mb_rsa_write_key — mb_rsa_export_crt — mb_mpi_inv_mod(QP.Q,P) D "mod (P-1)(Q-1) O O @ @ @ code
V#9  mb_rsa_export_crt mb_mpi_inv_mod(QP,Q,P) D Imod (P—1)(Q—=1) O O ® @ ® code
V#10  mb_psa_rsa_export_key mb_pk_write_key_der — mb_rsa_export_crt — mb_mpi_inv_mod(QP,Q.P) D "mod(P-1)(Q-1) O O ® @ @ code
V#11 mb_psa_rsa_export_public_key  mb_psa_rsa_export_key — mb_pk_write_key_der — mb_rsa_export_crt — mb_mpi_inv_mod(QP,Q,P) D "mod (P-1)(Q-1) O O @ @ @ code
V#12  mb_psa_rsa_import_key mb_psa_rsa_export_key — mb_pk_write_key_der — mb_rsa_export_crt — mb_mpi_inv_mod(QP,Q,P) D "mod (P-1)Q-1) O O ® @ @ code
V#13  mb_psa_rsa_generate_key mb_psa_rsa_export_key — mb_pk_write_key_der — mb_rsa_export_crt — mb_mpi_inv_mod(QP,Q,P) D "mod (P=1)(Q—=1) O O @ @ @ code
V#14  mb_rsa_complete mb_rsa_deduce_crt — mb_mpi_inv_mod(QP,Q,P) D mod (P-1)(Q-1) O @ O @ @ code

= V#15 mb_rsa_parse_key mb_rsa_complete — mb_rsa_deduce_crt — mb_mpi_inv_mod(QP,Q,P) D mod (P-1)(Q-1) O @ O ® @ code
£ V#16 mb_psa_rsa_load_representation mb_rsa_parse_key — mb_rsa_complete — mb_rsa_deduce_crt — mb_mpi_iny_mod(QP.Q.P) D mod (P-1)(Q—1) O @ O @ @ code
Z  V#17 mb_psa_rsa_sign_hash mb_psa_rsa_load_representation — mb_rsa_parse_key — mb_rsa_complete — mb_rsa_deduce_crt — mb_mpi_inv_mod(QP.Q,P) D mod (P HE-1) © @€ O e @ code
S V#I18 mb_psa_rsa_verify_hash mb_psa_rsa_load_representation — mb_rsa_parse_key — mb_rsa_complete — mb_rsa_deduce_crt — mb_mpi_inv_mod(QP.Q,P) D mod (P-1)(Q-1) O @ O @ @ code
= V#19 mb_psa_asymmetric_encrypt mb_psa_rsa_load_representation — mb_rsa_parse_key — mb_rsa_complete — mb_rsa_deduce_crt — mb_mpi_inv_mod(QP,Q,P) D mod(P-1)Q-1) O ® O @ @ code
V#20 mb_psa_asymmetric_decrypt mb_psa_rsa_load_representation — mb_rsa_parse_key — mb_rsa_complete — mb_rsa_deduce_crt — mb_mpi_inv_mod(QP,Q,P) D mod (P-1)(Q—1) O ® O ® @ code
V#21  rsa_gen_key mb_mpi_gcd(D,E. H) D=E""mod H ® ¢ & o o code

S V#22  rsa_gen key mb_mpi_ged(D,P,Q P, Q partial leak following [3] ® ® @ @ @ code
S V#23  mb_mpi_inv_mod mb_mpi_ged(D,P, Q) P, Q partial leak following [3] ® ® ® @ @ code
V#24  mb_rsa_deduce_primes mb_mpi_gcd(D,K,N) P=K/N ® 6 o o o code
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https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/rsa.c#L1139
https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/rsa.c#L805C15-L805C37
https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/rsa.c#L790
https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/pk_wrap.c#L194
https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/pk_wrap.c#L301
https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/pk.c#L656
https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/pkwrite.c#L85
https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/rsa.c#L941
https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/psa_crypto_rsa.c#L201
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https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/psa_crypto_rsa.c#L133
https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/psa_crypto_rsa.c#L269
https://github.com/TrustedFirmware-M/trusted-firmware-m/blob/dd2b7de197742beeebd12197c14d9d3cb1b9ec68/platform/ext/target/stm/common/hal/accelerator/rsa_alt.c#L841
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https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/psa_crypto_rsa.c#L542
https://github.com/Mbed-TLS/mbedtls/blob/v3.6.3.1/library/psa_crypto_rsa.c#L638
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