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Abstract
Speculative execution attacks such as Spectre-PHT and Spectre-

STL remain a critical security concern in modern processors. While

software-based mitigations like Speculative Load Hardening (SLH)

offer effective protection against Spectre-PHT, they are limited in

scope and require software-managed speculative masks, which can

be error-prone and costly. Defenses against Spectre-STL, such as

the Speculative Store Bypass Disable bit (SSBD), incur additional

performance overhead and lack fine-grained control. In this work,

we introduce dfence, a new CPU instruction that generalizes SLH

to mitigate both Spectre-PHT and Spectre-STL with minimal hard-

ware support. dfence enables developers to annotate sensitive reg-

isters, with the hardware ensuring that these values do not leak

transiently. We implement dfence in the Proteus CPU and evaluate

its security and performance, demonstrating less than 1% average

performance overhead for our benchmarks. In addition, to support

easy and secure adoption, we design a type system that statically

verifies the correct placement of dfence instructions in code.
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1 Introduction
After the discovery of Spectre attacks [60], vendors scrambled to

develop rapid software patches to mitigate these hardware-based

vulnerabilities. A common mitigation strategy has been to repur-

pose synchronization primitives, such as fence instructions, as spec-

ulation barriers to block the leakage of secrets during speculative

execution. On x86 systems, this is typically implemented using the

lfence instruction [54], while Arm processors use the dsb instruc-

tion [65] for similar purposes. However, these full-fence approaches,

while effective, impose significant performance overheads when

applied broadly across speculative execution paths.

To address this performance penalty, hardware vendors have

advocated for more fine-grained solutions. For example, Arm rec-

ommends techniques such as software-based index masking to

mitigate Spectre-PHT (Spectre-v1) [66], which selectively restricts

speculative execution rather than halting it entirely. Similarly, Intel

and AMD recommend hybrid approaches that combine fences with

other software mitigations such as retpolines [6, 48, 50, 51]. These

techniques aim to balance security with performance by limiting

the scope of speculation barriers to the necessary minimum.

One of these fine-grained mitigations, Speculative Load Harden-

ing (SLH), was introduced in LLVM [25] to address Spectre-PHT

attacks. SLH is implemented at the compiler level and is based on

conditional masking. SLH maintains a global misspeculation flag in

a dedicated register, updated for each branch condition that could

be mispredicted. This misspeculation flag is used to mask operands

of unsafe instructions, preventing data leakage during transient

execution. Initially, SLH was used to automatically mask load ad-

dresses or values, but this approach was found to be incomplete and

was later extended to mask all potential sources of leakage [73, 91].

This extended approach incurs an average performance overhead of

approximately 150% in the SPEC2017 benchmark when protecting

all branches—still a noticeable improvement over the 300% over-

head of full fence insertion [91]. An alternative approach is to let

the user manually insert SLH instrumentations, guided by a type

system ensuring that their placement prevents confidential infor-

mation leakage [7]. This strategy reduces the number of inserted

protections and the resulting overhead, but it demands manual man-

agement of the misspeculation flag and often requires extensive

code modifications.
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More importantly, SLH can only be applied to Spectre-PHT due

to the inherent limitation of detecting mispredictions from soft-

ware. For instance, in the case of Spectre-STL (v4), it is impossible

to detect from software when a load uses transiently forwarded

sensitive data from a prior store. The vendor-recommended de-

fense for Spectre-STL is Speculative Store Bypass Disable (SSBD),

a hardware-based mitigation that fully disables STL speculation,

incurring additional performance overhead. To address the lack of

generalization and performance penalties of current mitigations,

hardware modifications like taint-tracking solutions [30, 36, 85, 90]

have been proposed, but their adoption is hindered by often re-

quiring extensive hardware changes, increasing implementation

complexity and cost.

In this work, we investigate the following research question: Can
we apply the principles of SLH to prevent Spectre-STL in addition to
Spectre-PHT with minimal hardware changes?

We answer this question affirmatively by introducing a new as-

sembly instruction called dfence.1 This instruction generalizes the

core principles of SLH beyond Spectre-PHT and makes it more

lightweight to use for programmers by alleviating the need to track

speculation in software. The software—following the principle of

SLH—can use dfence x to protect the contents of register x from
transient leakage. The hardware tracks the sources of speculative

execution and ensures that x does not leak speculatively. Unlike

SLH, dfence eliminates the need to track a speculative mask in soft-

ware. This reduces the likelihood of errors, as it removes the need to

continuously update the misspeculation flag and provides greater

flexibility compared to SLH, where the register holding the mis-

speculation cannot be spilled. Additionally, tracking speculation in

hardware enables detecting additional types of speculation that are

invisible to software (such as Spectre-STL). To protect programs, we

propose and implement a low-level type system for the Jasmin [3]

language, which automatically verifies that dfence protections (or

standard serializing fences) are correctly inserted. We formally

prove the effectiveness of our defense against Spectre-PHT, and

variants of Spectre-STL—namely Speculative Store Bypass (SSB)

and Predictive Store Forwarding (PSF). We also discuss extensions

to other Spectre variants, including the recent SLAP attack [58],

which dfence can mitigate with very small changes (§9).

To validate our solution, we implement dfence in a prototype

RISC-V CPU, Proteus [21], showcasing its low hardware cost and

effectiveness in real-world scenarios. We evaluate its security by

using non-interference testing, and its performance on different

cryptographic schemes such as ML-DSA [40] and ML-KEM [22].

We demonstrate that our generalized approach incurs lower per-

formance overhead than the combined costs of SLH and SSBD or

serializing fences, offering a practical and scalable alternative. By

achieving robust protection against speculative execution vulnera-

bilities without prohibitive costs or complexity, our work paves the

way for high-assurance software-hardware Spectre defenses.

In summary, our contributions are the following:

• Introducing dfence, generalizing SLH to mitigate Spectre-

PHT and -STL. dfence requires minimal hardware support

(§3) and simplifies software instrumentation, resulting in

fewer constraints and lower complexity (§6);

1
A play on ’defense’, with the ‘d’ loosely suggesting its selective or discerning behavior.

• Developing a formally proven type system that enables veri-

fication of correct dfence insertion (§4);

• Implementing dfence in the Proteus RISC-V core and demon-

strating its minimal hardware overhead (§5);

• Evaluating dfence’s security and performance, providing

evidence for protection against Spectre-PHT, -SSB and -PSF,

and an average overhead of less than 1%, smaller than stan-

dard protection mechanisms (§6).

An extended version of this paper with the operational seman-

tics of dfence, additional proofs, and benchmark results is avail-

able [37].

Open science. To facilitate reproducing and building on our re-

search, we archive all implementation and evaluation materials

at https://doi.org/10.5281/zenodo.20770661, and will incorporate

most components in the upstream Proteus ecosystem at https:

//github.com/proteus-core.

2 Background
In this section, we provide some background information on Spectre

attacks and their mitigations.

2.1 Spectre Attacks
Microarchitectural attacks exploit microarchitectural side effects of

a program’s execution to extract sensitive information. Any com-

putation affecting the microarchitectural state in a way that can be

measured by an attacker reveals information about data processed

by a victim (via e.g., timing [61], cache [12], predictor state [31],

micro-op cache [76], and other microarchitectural resource con-

tention [2, 19, 41, 78]). For instance, a memory load x := a[E]
affects the cache state based on the accessed address a[E]. An at-

tacker can exploit this change through cache side channels to infer

the address. We refer to instruction operands that expose informa-

tion about their values through microarchitectural side-channels as

unsafe operands. For simplicity, in this paper, we assume the set of

unsafe operands, a.k.a. the leakage model, to be restricted to mem-

ory operands and guards of control-flow instructions. However, our

results can trivially be extended to other types of unsafe operands,

such as variable-time divisions or multiplications [43].

Processors can execute instructions out-of-order and employ

various speculation mechanisms to predict, for instance, the next

instruction to execute. If the prediction is wrong, the processor

simply reverts the incorrectly executed instructions—called tran-
sient instructions—and continues along the correct path. Spectre

attacks [60] exploit these speculation mechanisms to force a victim

to leak secrets during transient execution, as this still produces

visible microarchitectural side effects. By mistraining predictors,

a victim can be forced into transiently executing a sequence of

instructions chosen to encode secrets in the microarchitectural

state, which can later be extracted. Many Spectre attack variants ex-

ist [5, 47, 60, 63, 71, 72, 74], classified in various surveys [24, 74, 75]

according to which speculation mechanisms they exploit. In this

paper, we focus on Spectre-PHT (also known as Spectre-v1) [60]

and Spectre-STL. We use Spectre-STL as an umbrella term for Store-
to-Load dependency speculation, which encompasses two distinct

variants: Spectre-SSB [47, 49] (also known as Spectre-v4) and Spectre-
PSF [5, 52]. We illustrate all these variants in Listing 1.
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0 - 15: a[16]
16: s[1]

17 - 272: b[256]

(a) Memory layout.

4 if (i < |a|)
5 x := a[i]
6 y := b[x]

(b) Spectre-PHT (Spectre-v1).

7 s[0] := 0
8 x := s[0]
9 y := b[x]

(c) Spectre-SSB (Spectre-v4).

10 s[0] := s[0] + 1
11 x := a[0]
12 y := b[x]

(d) Spectre-PSF.

Listing 1: Examples of code snippets vulnerable to transient execution attacks.
All programs share the memory layout in Listing 1a where s is secret. The
symbol indicates an instruction triggering transient execution and indi-
cates leakage.

Spectre-PHT (Pattern History Table) exploits the conditional

branch outcome predictor. In Listing 1b, an attacker can train the

branch predictor to predict the guard to be true (line 4), execute the

code with an out-of-bounds index i = 16 that transiently accesses

s[0] (line 5), and leak it to the microarchitectural state (line 6).

Spectre-SSB (Speculative Store Bypass) exploits the ability of

a load instruction to speculatively bypass preceding stores with

unresolved addresses. In Listing 1c, the load of s[0] (line 8) may

speculatively bypass the prior store to s[0] (line 7). This enables
transient access to the secret value before it is zeroed out in memory,

leading to its leakage (line 9).

Spectre-PSF (Predictive Store Forwarding) exploits the fact that

a store can speculatively forward its value to a subsequent load.

In Listing 1d, the store (line 10) can transiently forward the secret

s[0] + 1 to the next load (line 11), which leaks at line 12.

2.2 Countermeasures
Spectre attacks are possible when secrets speculatively flow to un-

safe operands. Two main policies have been proposed to protect

against Spectre [26, 44]: speculative constant-time [27] and specula-
tive sandboxing [44].

Speculative constant-time is an extension of constant-time pro-
gramming, the traditional defense against (non-speculative) mi-

croarchitectural attacks, already largely followed by cryptographic

libraries [4, 17]. While constant-time requires that program se-

crets do not flow to unsafe operands (architecturally), speculative

constant-time extends this requirement to speculative paths as well.

Speculative sandboxing requires that programs do not specula-

tively leak data that is not architecturally accessed (in this model,

we can consider transiently accessed data to be secret). Thus, if a

program reads out-of-bounds data during speculation, speculative

sandboxing forbids this data from speculatively flowing to an un-

safe instruction. Speculative sandboxing is weaker than speculative

constant-time as it does not protect architecturally accessed secrets;

however, contrary to speculative constant-time, it does not require

identifying explicit program secrets and is therefore better suited

for protecting general-purpose programs.

Both policies disallow secret data to speculatively flow to unsafe

instructions. To enforce this, a first solution is to insert speculation

barriers (e.g., lfence) to cut speculative paths before they can leak

secrets. For instance, all programs in Listing 1 can be protected

1 m := 0; c := i < |a|
2 if (c)
3 m := m&(−c);
4 x := a[i]
5 x := x&m;
6 y := b[x]

Listing 2: Listing 1b secured with SLH.

1 if (i < |a|)
2 x := a[i]
3 dfence x ✓

4 y := b[x]

(a) Listing 1b protectedwith dfence.

5 s[0] := s[0] + 1
6 x := a[0]
7 dfence x ✓

8 y := b[x]

(b) Listing 1d protected with dfence.

Listing 3: Spectre-PHT and Spectre-PSF gadgets protected with dfence. Spectre-
SSB can be handled similarly to Spectre-PSF.

by inserting a barrier right before the last load. However, existing

fences needlessly restrict speculative execution of all instructions
after the barrier, increasing the performance overhead. To alleviate

this performance cost, a more efficient defense, Speculative Load
Hardening (SLH), is usually employed [7, 25, 91]. As illustrated in

Listing 2, this defense consists of keeping track of possibly misspec-

ulated branch conditions as a mask in a dedicated register (line 3)

and using this to mask the secrets before they can reach an unsafe

operand (line 5).

Problem: SLH faces two significant limitations. First, its general-
ity is restricted: it is effective only against Spectre-PHT; protecting

against Spectre-STL requires either inserting costly fence instruc-

tions or disabling SSB and PSF predictions (e.g., using SSBD [49]

on Intel processors). In our benchmarks, SSBD alone introduces

up to 56% overhead. Second, SLH requires a dedicated register to

maintain the misspeculation flag and extra instructions, increasing

register pressure and degrading performance. This effect is reflected

in our results, where SLH alone introduces up to 9% overhead.

3 Design of dfence
We propose a new instruction, dfence x, which, in the spirit of SLH,
can be used to protect a register x before it speculatively reaches

an unsafe operand.

Specification of dfence

dfence x acts as a selective register fence: it guarantees that its
operand x is not forwarded to subsequent instructions until

this value becomes non-speculative.

Listing 3 shows how to protect the programs from Listing 1 with

dfence. The idea is to protect the register x, which can transiently

contain secret data, before it reaches the unsafe load operand. The

final load instruction can therefore only be executed when x be-

comes non-speculative—i.e., in Listing 3a, the branch is resolved,

and in Listing 3b, dependencies between the load (line 6) and store

(line 5) are resolved—at which point x only contains public data.
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3.1 Design Choices
The dfence instruction relies on a hardware-software co-design: to

achieve end-to-end security, the responsibilities are split between

hardware and software, following a security contract [44]. On the

hardware side, in addition to implementing dfence, hardware ven-
dors must provide a leakage model determining unsafe operands.

This leakage model is similar to the list of data-independent-timing

instructions already provided by hardware vendors such as AMD

and Intel in their DIT/DOITmodes [53, 67]. On the software side, de-

velopers are required to (R1) handle architectural leakage, and (R2)

correctly insert dfence to make sure that secrets do not flow spec-

ulatively to unsafe operands. How to achieve these requirements

depends on the policy. In the case of speculative constant-time,

requirement R1 is achieved by following the standard constant-

time programming discipline, and requirement R2 is achieved by

additionally protecting secrets on speculative paths. In the case of

speculative sandboxing, requirement R1 is achieved by ensuring

(architectural) memory safety, and requirement R2 is achieved by

protecting the result of potentially speculative loads from leaking.

Type system. To address the contract requirements for software

and assist developers in correctly inserting dfence protections,

we propose a type system that accepts only programs adhering to

the constant-time discipline (based on secrecy annotations) with

properly placed dfence instructions. Our type system considers

the results of speculative loads to be secret and ensures that they

are protected with dfence. This approach guarantees compliance

with the speculative constant-time policy (§4). Moreover, our type

system still guarantees compliance with the speculative sandboxing

policy for general-purpose programs without secrecy annotations.

Our type system tracks the confidentiality level, public (L) or
secret (H), of registers and arrays. For instance, in Listing 3, array

a initially has type (L), while s has type (H). Registers have two
types to account for both non-speculative and speculative execution.

We assume that programs are memory-safe in normal execu-

tion. Importantly, to account for the fact that load instructions

can be memory-unsafe in transient execution, or speculatively get

forwarded secret values, the speculative type of their destination

register is always set to H. For instance, in Listing 3, after the load

from array a (lines 2 and 6), x is typed (L,H): non-speculatively
public but speculatively secret.

After a dfence x instruction, our type system sets the speculative

type of x to its non-speculative type. This captures the intuition

that, after the fence, the value of x is non-speculative and cannot

speculatively contain a secret if x is public. Therefore, in Listing 3,

the dfence x instructions set the type of x to (L, L) (lines 3 and 7).

The type system accepts instructions with unsafe operands (e.g.,

loads) only if the unsafe operand is typed (L, L). Therefore, the
insecure programs in Listing 1, without dfence, do not typecheck

as x has type (L,H). However, the secured versions in Listing 3 do

typecheck as x has type (L, L).
We implemented the type system in Jasmin [3], a low-level lan-

guage designed for writing high-speed cryptography.

Hardware. We propose an implementation of dfence in hard-

ware (§5). The processor tracks all sources of speculative execution,

and upon encountering a dfence x instruction, delays forwarding

x until older sources of speculation have been resolved. We also

implement and discuss other strategies in §5.3 and §9.2.

3.2 Evaluation Setting and Limitations
We evaluate dfence on cryptographic code written in the Jasmin

low-level programming language. In this setting, our type system

makes assumptions about memory safety and predictability of jump

targets, which significantly improve the precision of static anal-

ysis for the protected program. These assumptions are standard

and practically relevant in this context, as they typically hold for

assembly generated from high-level languages and cryptographic

software. This choice was motivated by the goal of demonstrating

that dfence can enforce strong security guarantees (SCT) while

incurring modest performance costs.

However, these limitations should not be regarded as inherent

to the approach: dfence is not restricted to languages or settings

where (i) security annotations are available, (ii) jump targets are

predictable, and (iii) programs are sequentially safe. When such

assumptions do not hold, dfence may be combined with more

conservative static analyses or target weaker security properties,

such as relative SCT, as also considered by Blade [82] (cf. §7) and

SLH [25]. In addition, compiler-based hardening passes such as

SESES (LLVM’s x86-seses* flags), USLH [91], and Eclipse [32] use

a static analysis to identify where an SLH-style protection mecha-

nism should be inserted, providing protection guarantees that are

often more suitable to non-cryptographic code, not requiring se-

curity annotations. The dfence instruction can serve as a drop-in

replacement for the protection primitive in these compiler-based

hardening passes, likely improving performance (cf. §6.2). Evaluat-

ing dfence beyond SCT is an interesting area for future work.

Finally, our implementation is currently limited to the RISC-V

architecture, specifically the Proteus processor. Consequently, the

results of our evaluation are representative of this platform. How-

ever, dfence is not inherently tied to RISC-V. The proposed mecha-

nism is ISA-agnostic and can be integrated into other architectures

and (commercial) processors.

3.3 Threat Model
We assume sequential safety—i.e., memory safety during non-specu-

lative execution—but safety during speculative execution is not

required. For speculative constant-time (but not for speculative

sandboxing), we assume a programming model where developers

annotate secret data in their program (typical for cryptographic

implementations).

Our threat model includes microarchitectural timing attacks.

In particular, an attacker can measure execution time with clock

cycle precision and observe changes to the shared microarchitec-

tural state, restricted by the leakage contract. For simplicity, we

assume the standard constant-time leakage model (leaking memory

operands and the program counter), but our results can be extended

to other leakage models. This paper focuses on PHT and STL spec-

ulation. Although we model indirect branches, we assume RSB and

BTB to be mitigated with complementary defenses (cf. §9.1). We

discuss extensions to other forms of speculation in §9.1.
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We exclude physical side channels like power consumption

or electromagnetic emissions. These attacks assume stronger at-

tacker models and are subject to orthogonal defenses like mask-

ing [20, 79]. Additionally, dynamic frequency throttling attacks (e.g.,

Hertzbleed) [70, 84] are left out of scope; this feature should be dis-

abled when computing on secret data. Data memory-dependent

prefetch attacks [28, 83] are also out of scope.

Integration with non-cryptographic code. The dfence primitive

guarantees that values explicitly marked as secret cannot be tran-

siently propagated to unsafe operands, even in the presence of

speculative execution. These guarantees, however, apply only to

the protected and annotated portion of the code. When crypto-

graphic components are linked with generic non-protected code,

secret data may still reside in shared memory and therefore become

accessible to unprotected components. If the program is linked

to another program, we assume that the linking process robustly

preserves speculative noninterference [73].

This guarantee is largely orthogonal to those provided by dfence.
The role of dfence is to prevent secret leakage within the pro-

tected cryptographic component itself, whereas the surrounding

non-cryptographic code must be secured through complementary

mechanisms that prevent the introduction of exploitable specula-

tive gadgets. This approach is consistent with existing practice,

where different protection techniques are combined to secure dif-

ferent layers of the system. For instance, cryptographic routines

can be isolated using compartmentalization mechanisms akin to

Intel MPK so that unprotected components cannot access secure

compartments either architecturally or speculatively without going

through specific API calls [62].

4 Type System for dfence
In this section, we propose a type system that ensures that software

is correctly protected using dfence. For simplicity, our formaliza-

tion focuses on the stronger speculative constant-time policy. We

discuss sandboxing in §9.3.

Overview of the type system. Our type system is designed to

integrate with Jasmin [3], drawing inspiration from its existing

type system for speculative constant-time [7]. While the Jasmin

type system is tailored for SLH protection and focuses solely on

Spectre-PHT, our type system is designed for dfence and provides

protection against Spectre-PHT, Spectre-SSB, and Spectre-PSF. The

main idea of the type system is to associate two security levels

(L or H) with each program variable. The first level corresponds

to non-speculative execution, the second to speculative execution.

A register with type (L, L) indicates that its contents are public

during both non-speculative and speculative execution, meaning

the value is not dependent on any secret data and can safely leak.

The type (L,H) signals that the contents of a register are public
during non-speculative execution but may depend on secret data

during speculative execution. In this case, the variable must be

protected with a dfence before its value can be used as an unsafe

operand. If a variable has type (H,H), its value is considered secret-
dependent in both execution contexts and must not leak.

Program language. We formalize our type system over a sim-

ple imperative while language (Figure 1). Memory operations are

Expr ∋ E, F ::= v values

| x register

| op(E1, . . . , E𝑛) operation

Instr ∋ I, J ::= x := E assignment

| x := a[E] memory load

| a[E] := F memory store

| fence regular fence

| dfence x selective fence

| if E then P else Q fi conditional

| while E do P od while loop

| jmp E indirect jump

Prg ∋ P, Q ::= 𝜖 | I; P programs

Figure 1: Syntax of the language. Here v ∈ V is a value, x ∈ Reg is a register
variable and a ∈ Arr is an array name.

modeled as accesses to non-overlapping fixed-size arrays. More

precisely, we model memory as a collection of arrays a ∈ Arr, each
one associated with a length, |a|. This approach supports the de-

sign of a more precise type system, by associating each memory

operation with the security level of the corresponding region.

Expressions E ∈ Expr can either be a ground value 𝑣 ∈ V, a
register x ∈ Reg, or the application of an 𝑛-ary operation op ∈ Ops
on expressions E1, . . . , E𝑛 .

Programs P ∈ Prg are sequences of instructions. The assignment

x := E updates the register x with the value of E. The load instruc-

tion x := a[E] evaluates E to an offset 𝑖 and loads the 𝑖-th entry

of the array a in the register x. The store instruction a[E] := F
evaluates F and writes its value to the array location a[E]. We as-

sume that our programs enjoy basic memory safety properties: the

offsets of arrays always evaluate to natural numbers 𝑛 ∈ N, and
0 ≤ 𝑛 ≤ |a| always holds in non-speculative execution. Finally,

our language features structured control flow instructions, the full

speculation barrier fence, and the fine-grained barrier dfence.
For brevity’s sake, we omit the operational semantics of the

language, which can be found in our extended paper [37].

Types and environments. Now that we introduced the program

language targeted by our type system, we introduce its types and

typing environments. Our ground types describe the confidentiality
levels of registers and arrays. A variable is assigned type L if it

contains public data, orH if it may contain secret data. These ground

types form a security lattice with the ordering L ≤ H, indicating
that public data can always be treated as secret if necessary. A type

environment Γ maps registers x ∈ Reg to pairs 𝜎 = (𝜏1, 𝜏2), where
𝜏1 and 𝜏2 represent the security level of x during non-speculative
and speculative execution, respectively. Additionally, Γ maps arrays

a ∈ Arr to a single security level 𝜏 , corresponding to the security

level of the array’s contents (i.e., its cells) during non-speculative

execution. Speculative types for arrays are not tracked because

the type system assumes that values loaded speculatively from

memory are always secret (H). For two given pairs 𝜎 = (𝜏1, 𝜏2) and
𝜎′ = (𝜏 ′

1
, 𝜏 ′
2
) we say that 𝜎 ≤ 𝜎′ whenever 𝜏1 ≤ 𝜏 ′

1
and 𝜏2 ≤ 𝜏 ′

2
. We
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stipulate that two environments satisfy Γ ≤ Σ, if and only if for

every array or register variable 𝑧, we have Γ(𝑧) ≤ Σ(𝑧).

Judgments. The type system establishes judgments of the form

Γ ⊢ P : Σ, which expresses that executing the program P in a state

of type Γ transitions to a state of type Σ. Moreover, the judgment

guarantees that all values leaked during the execution of P are

public. To deal with indirect jumps, our type system internally

uses auxiliary judgments such as Φ | Γ ⊢ P : Σ, where the jump
context Φ is a set of judgments of the form Γ ⊢ P : Σ. Intuitively,
the context records previously established typings for programs

that may be reached through indirect jumps. Ordinary judgments

are then defined as auxiliary judgments with empty jump context

∅. That is, we write Γ ⊢ P : Σ as shorthand for ∅ | Γ ⊢ P : Σ. Jump

contexts support compositional reasoning about indirect jumps:

when typing an indirect jump, the type system can look up the

typing of the target continuation in Φ instead of recomputing it.

This mechanism also allows the type system to handle programs

with cyclic patterns of indirect jumps.

Typing rules. The typing rules are detailed in Figure 2. The rules

for expressions propagate the security levels of the registers to the

resulting value of the expression, producing judgments of the form

Γ ⊢ E : 𝜎 . This judgment indicates that evaluating the expression

E in a state of type Γ will produce a value of type 𝜎 . Rule [TSub]

reflects the principle that public data can always be treated as

secret. For simplicity’s sake, we assume that applying an operator

op to a sequence of sub-expressions takes the same amount of time

regardless of the values involved, so that no information can leak

through the timing of expression evaluation itself. This assumption

can be easily relaxed by imposing that arguments of expressions

with data-dependent timing have type (L, L).
The remaining rules handle the typing of programs, ensuring that

the types of all variables are consistently tracked at each program

point. Rule [TAsgn] updates the type of the assigned variable x to

match the type of the expression E. For control flow instructions, the

rules follow standard patterns ([TIf], [TWhile], [TEmpty], [TSeq]).

The condition Φ | Γ ⊢ E : (L, L) in rules [TIf] and [TWhile]

ensures that the value leaked by the conditional instruction is public.

[TWhile] imposes that the environment is a fixed point: the output

environment must be identical to the input environment. This can

be achieved using the weakening rule [TWeak].

The operational semantics [37] handles indirect jumps by means

of a continuation map 𝜙 , associating each program location ℓ with

the corresponding continuation 𝜙 (ℓ). Rule [TJmp] types indirect
jump instructions by assuming that these are annotated with a set

𝑉 of possible jump targets under normal and speculative execution.

The rule requires all the jump continuations 𝜙 (ℓ) for ℓ ∈ 𝑉 to

be typable, described by the triple (Γ ⊢ 𝜙 (ℓ) : Σ) ∈ Φ. This rule is
only significant in combination with Rule [TCont]. When typing

a program P, this rule allows populating a jump context with a

collection Φ of auxiliary judgments Γ′ ⊢ Q : Σ′. In the premise on

the left, the validity of each judgment in Φ is established under the

assumption that the type of jump targets can be retrieved from Φ.
Once the validity of judgments in Φ is established, these judgments

can be used to type P in the right premise.

The most significant rules correspond to loads, stores, fence,
and dfence. Rule [TLoad] ensures that the array’s offset has type

(L, L) to prevent leakage due to using secrets as memory addresses.

It also enforces that the new type of register x is (Γ(𝑎),H). In other

words, the type system uses the non-speculative type of a for the
register x in non-speculative execution and H during speculation.

This approach is justified by several factors; because of Spectre-

PHT, the array access can overflow, which means the loaded value

might be secret. Even if the access is within bounds, PSF speculation

allows for loading any value from the store buffer. Consequently,

the type system conservatively approximates the speculative type

toH. Rule [TStore] similarly requires that the offset has type (L, L).
Since only a single array entry is modified, the new type of the

array is the least upper bound of the existing element types and

the updated value, i.e., max(𝜋1 (𝜎F), Γ(a)), where 𝜋1 is the first

projection of the pair of types (i.e., the non-speculative type of F).
The last two rules account for instructions that (partially) stop

speculation. Rule [TFence] sets the speculative type of all register

variables to be equal to their non-speculative type. This rule is sound

because the fence instruction and any subsequent instructions can

only be executed when the state is not in misspeculation. Array

types are unchanged because our type system does not keep track of

their speculative type. Rule [TDfence] is similar to Rule [TFence],

but it only updates the protected variable’s speculative type.

Theorem 1 states the main property of our type system, i.e., that

well-typed programs do not leak confidential data. This is captured

by the notion of≊Γ-SCT, stating that executing P on states that store
the same values in public memory regions—i.e., ≊Γ-related—yields

identical leakage. In the relation ≊Γ , the environment Γ specifies

which parts of the state (register variables or arrays) are considered

secret and which of them are public. For brevity’s sake, we omit

the complete definitions of ≊Γ and SCT, which are given in [37].

Theorem 1 (Correctness of the type system). If Γ ⊢ P : Σ
then P is ≊Γ-SCT.

Compilation. Note that Theorem 1 guarantees that typable pro-

grams are speculative constant-time only at the source level. This
guarantee will translate to binaries only if the compiler preserves

the notion of speculative constant-time. Proving that secure compil-

ers like Jasmin preserve speculative constant-time is still an active

research topic [9]. In particular, to preserve speculative constant-

time, it is crucial that the compiler does not introduce new memory

operations (as often happens when register spilling is required). If

spilling is necessary, the programmer (or a policy-aware compiler)

should handle it by storing or loading registers into an array, as

done in the Jasmin language. Alternatively, the type system should

be applied after the memory operations are introduced.

Example of the type system on a Spectre v1.1 gadget. Spectre v1.1
is a class of transient execution attacks which relies on transient

out-of-bounds store operations and store-to-load forwarding to

leak confidential data in a victim program [59], as demonstrated in

Listing 4. In the example, addr_of_line_2 is a constant that corre-
sponds to the address of the unsafe instruction at line 2. An attacker

can induce transient execution of the conditional instruction with

i = 16, overlapping a[i] with the return address stored in sp[0].
As a result, the out-of-bounds store at line 5 speculatively forwards

addr_of_line_2 to the return instruction at line 8, redirecting the

control flow to line 2, where the value of x is leaked.
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Typing rules for expressions:

TVar

Γ ⊢ x : Γ (𝑥 )

TVal

Γ ⊢ v : (L, L)

TOp

Γ ⊢ E𝑖 : 𝜎
Γ ⊢ op(E1, . . . , E𝑘 ) : 𝜎

TSub

Γ ⊢ 𝐸 : 𝜎 𝜎 ≤ 𝜎 ′

Γ ⊢ 𝐸 : 𝜎 ′

Typing rules for instructions:

TAsgn

Γ ⊢ E : 𝜎

Φ | Γ ⊢ x := E : Γ [x← 𝜎 ]

TLoad

Γ ⊢ E : (L, L) 𝜎 = (Γ (a),H)
Φ | Γ ⊢ x := a[E] : Γ [x← 𝜎 ]

TStore

Γ ⊢ E : (L, L) Γ ⊢ F : 𝜎F

Φ | Γ ⊢ a[E] := F : Γ [a← max(𝜋1 (𝜎F ), Γ (a) ) ]
TIf

Γ ⊢ E : (L, L) Φ | Γ ⊢ P1 : Γ′ Φ | Γ ⊢ P2 : Γ′

Φ | Γ ⊢ if E then P1 else P2 fi : Γ′

TWhile

Γ ⊢ E : (L, L) Φ | Γ ⊢ P : Γ

Φ | Γ ⊢ while E do P od : Γ

TJmp

Γ ⊢ E : (L, L) ∀ℓ ∈ 𝑉 . (Γ ⊢ 𝜙 (ℓ ) : Σℓ ) ∈ Φ
Φ | Γ ⊢ jmp E𝑉 :

⊔
ℓ ∈𝑉 Σℓ

TFence

∀x ∈ Reg. Σ(x) = (𝜋1 (Γ (x) ), 𝜋1 (Γ (x) ) ) ∀a ∈ Arr. Σ(a) = Γ (a)
Φ | Γ ⊢ fence : Σ

TDfence

𝜎 = (𝜋1 (Γ (x) ), 𝜋1 (Γ (x) ) )
Φ | Γ ⊢ dfencex : Γ [x← 𝜎 ]

Typing rules for programs:

TEmpty

Φ | Γ ⊢ 𝜖 : Γ

TSeq

Φ | Γ1 ⊢ I : Γ2 Φ | Γ2 ⊢ P2 : Γ3
Φ | Γ1 ⊢ I; P2 : Γ3

TWeak

Φ | Γ′ ⊢ P : Σ′ Γ ≤ Γ′ Σ′ ≤ Σ

Φ | Γ ⊢ P : Σ

TCont

∀
(
Γ′ ⊢ Q : Σ′

)
∈ Φ. Φ | Γ′ ⊢ Q : Σ′ Φ | Γ ⊢ P : Σ

∅ | Γ ⊢ P : Σ

Figure 2: Type system.

0 - 15: a[16]
16 - 271: sp[256]

(a) Memory

1 x := 0; // x : (L, L)
2 y := a[x]; // vulnerable instruction
3 x := secret; // x : (H, H)
4 if (in_bounds(a, i)){
5 a[i] := addr_of_line_2;
6 }
7 ra := sp[0]; // load return address
8 jmp ra; // return

(b) Spectre-v1.1

Listing 4: Snippet vulnerable to Spectre v1.1. In RISC-V, returns are encoded
as unconditional jumps to the address held in the ra register.

In our type system, programs vulnerable to Spectre v1.1 are not

typable. Indeed, for typing the program in Listing 4, the rule [TJmp]

for the jump instruction in line 9 requires each target of the jump

instruction to typable. Notice that the program starting in line 2 is

reachable, as the out-of-bounds write instruction may transiently

overwrite the stack pointer. Consequently, by rule [TJmp], the in-

struction at line 2 must be typable under the assumption that x has

type (H,H), which is not the case.

It is important to note that our type system can only protect

against Spectre v1.1 when jump targets can be statically over-

approximated. In Jasmin, this requirement is not problematic, since

the only form of indirect jumps it supports is return instructions.

During normal execution, the set of return targets corresponds to

the instructions immediately following each call site. Thus, if all re-

turn instructions in a program are preceded by a dfence instruction
protecting the register that holds the return address, then in the ab-

sence of return address speculation the set of possible jump targets

𝑉 remains the same under both speculative and normal execution.

See [37] for a detailed proof of this fact. This also means that Jasmin

programs for RISC-V can be protected against Spectre v1.1 by sim-

ply replacing every return instruction with dfence ra; jmp ra.

Software implementation. We implemented our type system in

the Jasmin framework. To this end, we integrated the dfence in-

struction into its language and extended Jasmin’s RISC-V compiler

to emit the corresponding assembly instruction. To compare dfence
with Jasmin’s manual SLH mechanism, we extended the compiler

with support for SLH and fence instructions in RISC-V, which

were only supported for the x86 architecture.

The primary benefit of our approach is that it enables generat-

ing multiple versions of the same cryptographic primitives, each

protected by a different mitigation mechanism (e.g., SLH, dfence,
or fence), as demonstrated in §6.

5 Hardware Implementation
To assess the feasibility of dfence in real hardware and evaluate its

performance impact, we implement it as an extension of the Pro-

teus [21] RISC-V CPU, which has already been used for evaluating

Spectre countermeasures [36]. We extend version 25.08-O of Pro-

teus featuring out-of-order execution and speculation primitives.

This CPU features both SSB- and PSF-type memory disambiguation

speculation, and a branch target buffer (BTB) that can induce both

Spectre-PHT and -BTB type speculation.
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5.1 Speculative Execution on Proteus
Proteus features a reorder buffer (ROB) with a configurable number

of entries and register renaming. Execution units are managed by

reservation stations that wait for unavailable operands, enforcing

data dependency resolution. Load operations are issued to dedi-

cated load units after their target addresses have been computed.

Instructions in the ROB are retired in program order when ready,

and stores are committed to memory during this retirement phase.

PHT speculation. Proteus includes a BTB for control-flow specu-

lation. The BTB is a table that maps partial instruction addresses—

independent of instruction type—to predicted target addresses. Ad-

ditionally, Proteus supports straight-line speculation. These mech-

anisms are employed in the instruction fetch stage to predict the

next instructions to fetch and execute.

Note that the control-flow speculation implemented in Proteus

is more permissive than what is assumed in our threat model and

formal semantics (§4), which only consider PHT-based speculation

on conditional branches. As a result, achieving full security on Pro-

teus requires either complementing our defense with an orthogonal

BTB-specific mitigation that restricts speculation to PHT-style be-

havior, or extending our defense as discussed in §9.1. Nevertheless,

this broader speculation model does not undermine our security

claims. Our evaluation (§6.1) focuses on PHT-style leakage and

demonstrates that our defense effectively mitigates these.

SSB and PSF speculation. Proteus supports both SSB and PSF spec-

ulation. In the case of SSB, a load may execute speculatively even in

the presence of an older store with an unresolved address. Once the

store instruction retires, a check is performed to detect any address

aliasing. If the addresses alias, the store was incorrectly bypassed,

and the pipeline is flushed. The PSF implementation speculatively

forwards the value from the most recent store to subsequent loads

with unresolved addresses. Once the load address is computed, the

actual load address is compared with the address of the store. If a

mismatch is detected, the pipeline is flushed. These predictors are

also equipped with a small history table to avoid repeated mispre-

dictions on the same addresses, similar to how similar predictors

can be dynamically disabled in Intel processors [39].

5.2 RISC-V Encoding
The standard RISC-V fence instructions are encoded as register-

immediate (I-type) instructions with separate fm identifiers for

fence and fence.tso, and two—currently unused—register identi-

fiers (rd and rs1). For dfence, we choose a new fm identifier and
refine the semantics to use two registers instead of one. Concretely,

dfence rd, rs1 introduces a dependency between rd and rs1. In-
structions using the value of the protected rd will be delayed until

the fence forwards its value. Therefore, a register x can be protected
using dfence x, x. If a different register is used in rs1, the dfence
instruction copies the value of rs1 into rd upon retirement. In

this case, only instructions that use rd (and not rs1) are blocked
from transiently using the value. This encoding simplifies the hard-

ware changes, as it enables reusing existing dependency tracking

mechanisms. We also extended the LLVM RISC-V assembler and

disassembler with this encoding to simplify writing code.

5.3 Speculative Fence Implementations
We implement different speculative execution barriers that com-

ply with our specification (§3). These implementations offer the

same security, but different trade-offs in terms of performance and

hardware costs, which we evaluate in §6.2 and §6.4, respectively.

Serializing fence. As a baseline, we implemented fence as a fully
serializing instruction, analogous to lfence on x86. All subsequent

instructions are blocked from executing until the fence retires. This

implementation is stricter than the RISC-V specification, which only

specifies ordering among certain I/O and memory operations. This

limited ordering would not prevent leakage through non-memory

side channels.

Unoptimized dfence. We first implement a dfence variant that

does not rely on hardware speculation tracking. In this design, the

value of the destination register is not forwarded until the dfence
instruction retires, regardless of whether the processor is execut-

ing speculatively. This approach simplifies the implementation by

eliminating the need for tracking speculation while still complying

with our specification, at a potential performance penalty.

Optimized dfence. For the optimized dfence variant, we reuse

existing facilities in Proteus for speculation tracking. Proteus taints

instructions executing speculatively, regardless of the source of

speculation (BTB, unresolved control-flow instructions, SSB, and

PSF). These taints propagate over the pipeline and are recorded in

the ROB. When an instruction uses the result of a tainted instruc-

tion, it also becomes tainted. Taints in the ROB are cleared upon

instruction retirement or a pipeline flush. A dfence instruction is

blocked in its reservation station before it can start executing if it

follows a speculative branch or if its source register is tainted. It

is only allowed to execute—and forward the register value—once

all prior speculation has been resolved. This ensures that instruc-

tions following the dfence depending on its output value also

cannot start executing (and potentially leak their operands) until

the dfence is retired.

6 Evaluation
We evaluate our dfence implementation in multiple aspects: se-

curity, runtime overhead compared to other state-of-the-art pro-

tections, software instrumentation complexity, and hardware cost.

Our security and performance evaluations are conducted in the

cycle-accurate Proteus simulator.

6.1 Security Evaluation
First, we perform a security evaluation to increase our confidence

in the correctness of the implementation and validate that, with

the correct placement of dfence instructions, secrets do not leak

through microarchitectural channels. To this end, we develop a

template to generate vulnerable code snippets and protect them

using various defense strategies. Specifically, our test cases cover:

(1) four speculation strategies (SSB, PSF, and two variants of PHT),

(2) leakage through five different insecure instructions (load, store,

branch, jump, division), and (3) instrumentation using secure in-

structions (fence, dfence), and insecure strategies (no protection,
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or dfence with an incorrect register). This template generates a

total of 40 secure and 40 insecure programs.

Program executions on Proteus produce an output with the time-

ordered value changes of the processor’s signals, which can be used

to detect security violations [36, 86, 87]. We conduct our security

evaluation by monitoring two sets of signals: a conservative set fol-
lowing an allowlist approach and a liberal set following a blocklist

approach. The liberal set includes manually selected observable sig-

nals (e.g., cache metadata, memory bus addresses, program counter),

while the conservative set includes all signals except those known

not to be observable (e.g., register and cache data).

We run each program twice, using different values for the secret

input. Each pair of executions with different secrets (𝑠1, 𝑠2) pro-
duces a pair of signals sets (signal(𝑠1), signal(𝑠2)). If signal(𝑠1) ≠
signal(𝑠2), the program leaks; if signal(𝑠1) = signal(𝑠2), the pro-
gram does not leak (for our specific inputs). Our goal is to demon-

strate that (G1) most insecure programs leak on Proteus, and (G2)
our fence and dfence protections effectively close the leaks for all
programs using a secure strategy.

Results. (G1): With both signal sets, 20/40 insecure programs

were found to leak in practice. This confirms that these programs are

insecure on Proteus and that our security evaluation can accurately

identify insecure programs. (G2:) All 40 programs were found to be

secure with both signal sets, providing evidence that our protections

effectively close the leaks for all secure programs.

6.2 Performance Evaluation
We evaluate the runtime overhead of dfence by comparing it to

an unprotected baseline and standard protections for Spectre-PHT

and Spectre-STL. As benchmark programs, we use cryptographic

algorithms distributed as part of the libjade library [33–35]. In ad-

dition to the existing ML-DSA (Dilithium) [40] code, we ported the

Jasmin sources of ML-KEM (Kyber) [22], Curve25519 [14], Keccak𝑓 -

1600 [18], ChaCha20 [15], Poly1305 [13] and Gimli [16] from Arm

to 32-bit RISC-V. Notably, Dilithium and Kyber are NIST standards

for post-quantum cryptography since 2024.

Methodology. Our tests are conducted on the dfence implemen-

tation built on Proteus, as described in §5. Our benchmarks execute

the aforementioned cryptographic primitives on Proteus under

various configurations:

• Baseline. The cryptographic primitives are executed without

applying protection mechanisms or disabling speculative

execution features.

• dfence. The cryptographic primitives are protected exclu-

sively using dfence, validated by our Jasmin type system.

These benchmarks are executed on both the unoptimized

and optimized implementations from §5.3. To measure the

impact of defending against Spectre v1.1 with dfence, we
also consider a configuration where return instructions are

not protected with dfence, named dfence without v1.1.
• Regular fence. The cryptographic primitives are protected

solely using regular serializing fence instructions and are

validated by our type system. In particular Spectre v1.1 is pre-

vented by replacing RISC-V ret instructionswith fence; ret.
We evaluate the impact protecting against Spectre v1.1 by

Table 1: Geometricmean andmaximumoverheadmeasured over the evaluated
benchmarks.

Configuration Geometric mean Maximum

Optimized dfence -0.23% 1.76%

Optimized dfence w/o v1.1 0.13% 2.52%

Unoptimized dfence -0.19% 1.79%

Unoptimized dfence w/o v1.1 0.28% 3.55%

Regular fence 1.67% 4.39%

Regular fence w/o v1.1 1.85% 4.73%

SLH and SSBD 13.53% 59.72%

SLH only 2.45% 9.28%

SSBD only 12.24% 56.96%

also considering a variant of this configuration where return

instructions are not protected with fence, named regular
fence without v1.1.
• SLH and SSBD. Jasmin’s existing type system is used to insert

dependencies between the guards of conditionals and the

potentially leaked values, following the SLH approach. To

achieve security comparable to the previous two configu-

rations, we disable SSB and PSF to prevent leaks via these

prediction mechanisms. Additionally, we report on the iso-

lated impact of SLH and SSBD. Notably, this configuration

does not prevent Spectre v1.1 attacks that are not covered

by the threat model of Jasmin’s existing type system.

Our benchmarks were executed on a setup of Proteus with 48

ROB entries, 12 ALUs, 3 MUL/DIV units, and 3 load units with a

64-cycle memory load delay.

6.2.1 Results. The results of our performance evaluation are sum-

marized in Table 1. Individual measurements are included in our

extended paper [37]. Overall, the experiments show that the over-

head of dfence consistently low. In particular, the overhead induced
by dfence to prevent Spectre v1.1 is negative on average for both

the variants. Negative overheads have also been reported for other

hardware-based protectionmechanisms that partially restrict specu-

lative execution to prevent leakage [46, 56, 77]. We hypothesize that

in our case, these negative overheads result from dfence limiting

the incorrect propagation of values during transient execution. This

behavior may reduce the cost associated with squashing transient

instructions compared to the baseline.

Our results also show that the unoptimized implementation of

dfence shows a good trade-off between implementation cost and

performance overhead: while its performance overhead is greater

than the one of the optimized dfence, it is still negligible and its

hardware cost is smaller (see §6.4).

Finally, observe that disabling SSB and PSF speculation on Pro-

teus brings an average performance cost of over 10%. This cost is

unavoidable when using SLH to still provide protection against

Spectre-STL, which is offered by dfence out of the box.

6.3 Software Instrumentation Cost
Table 2 reports the number of lines modified to obtain secure imple-

mentations to measure the complexity involved in instrumenting

the different countermeasures. The effort required to implement
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Table 2: Line additions (Lines) and protection sites (Prot) required to protect
our benchmarks. Percentages are relative to the total LOC of each benchmark.

dfence fence SLH

Benchmark LOC Lines Prot Lines Prot Lines Prot

ML-DSA 10,755 171 (1.6%) 160 (1.5%) 93 (0.9%) 91 (0.8%) 1786 (16.6%) 149 (1.4%)

ML-KEM 2,665 98 (3.7%) 51 (1.9%) 63 (2.4%) 45 (1.7%) 634 (23.8%) 55 (2.1%)

Curve25519 443 3 (0.7%) 3 (0.7%) 2 (0.5%) 1 (0.2%) 2 (0.5%) 1 (0.2%)

ChaCha20 369 19 (5.1%) 10 (2.7%) 10 (2.7%) 2 (0.5%) 14 (3.8%) 2 (0.5%)

Keccakf1600 384 43 (11.2%) 8 (2.1%) 45 (11.7%) 6 (1.6%) 76 (19.8%) 6 (1.6%)

Poly1305 195 5 (2.6%) 4 (2.1%) 2 (1.0%) 1 (0.5%) 2 (1.0%) 1 (0.5%)

Gimli 87 2 (2.3%) 1 (1.1%) 2 (2.3%) 1 (1.1%) 2 (2.3%) 1 (1.1%)

protections using dfence or fence is comparable, and is approx-

imately one 1 line change per protection site, with fluctuations

(see e.g. on Keccakf1600), due to orthogonal aesthetics changes in

the source files. From our measurement, it is also evident that the

integration cost for SLH is significantly higher, primarily due to

maintaining a misspeculation flag throughout the execution and

updating it at every branching instruction and passing it to and

from functions. This flag must also remain in a register throughout

the execution. In practice, this means that the compiler must treat

the flag as a special variable that cannot be temporarily spilled

to the stack. This constraint also has the side effect of increasing

register pressure. This is less of an issue for RISC-V due to its large

register file, but it can be more problematic on architectures like

the ARM Cortex-M, which have fewer available registers.

6.4 Hardware Cost
We also perform measurements to determine the cost of imple-

menting dfence in hardware using the EVAL-HD workflow [38].

Implementing the baseline core with the configuration of §6.2 uses

a chip area of 0.7856mm
2
. The unoptimized dfence implemen-

tation measures 0.7872mm
2
(+0.2%), while the optimized dfence

with speculation tracking is 0.8053mm
2
(+2.5%). The critical path

remains unchanged for all variants at 17.13 ns.

7 Comparison with Blade
Blade [82] introduces a protect primitive designed to serve as

a fine-grained speculation barrier, with semantics similar to our

dfence, and two software implementations. The first is a software-

level instrumentation, which ensures that array accesses remain in

bounds, putting Spectre-STL out of scope. The second one compiles

it to lfence, resulting in a larger performance overhead [82].

Our work overcomes these limitations by providing two hard-

ware implementations of dfence, capable of protecting against

multiple forms of speculation while incurring low instrumenta-

tion and performance cost. Overall, compared to Blade’s protect,
dfence brings several benefits in terms of security and control over

the placement of protections, that we discuss in the following.

Guarantees of the type systems. Although the type systems of

Blade and dfence both ensure the correct placement of protections,

they provide different security guarantees. The type system of

dfence only accepts programs that are speculative constant-time.

In contrast, the programs accepted by Blade’s type system are

speculative constant-time only if they comply to a static notion of

constant-time.More precisely, this notion is an under-approximation
of constant-time, defined as a typability condition under a second

type system which relies on security annotations. Therefore, while

Blade’s authors claim to “eliminate speculation-based leakage in
unannotated cryptographic code”, this is not exactly the case. More

precisely, using Blade on unannotated programs that do not comply

with the above-mentioned static notion of constant-time does not

guarantee their security at run time. To illustrate this, consider the

following example:

1 if (E) { y := a[x];}

Listing 5: Example of program that is typable by Blade but not by dfence.

In this program, we assume that the guard E always evaluates to

false when x contains secret data. Thus, the program is constant-

time. Since x is a register variable, its value is not loaded from

memory, and therefore the program is accepted by Blade’s type sys-

tem. Consequently, Blade does not insert any protect instruction

on this program. However, due to direct branch speculation, the

body of the conditional may be transiently executed with x hold-
ing secret data that leaks

2
. With dfence’s type system, x would

have the type H in normal execution, as it may store secret data.

Therefore, this vulnerable program would be directly rejected.

Blade’s SLH. The main difference between Blade’s SLH imple-

mentation and other forms of SLH—like the original LLVM version

and several variants [7, 73, 91]—is that Blade’s SLH does not keep

track of the misspeculation flag in a dedicated register. Therefore,

it cannot selectively mask values based on the speculative state of

the processor. Instead, it masks arrays accesses based on whether

the index is in bounds or not. Consider the following program:

1 if (E) {
2 x := protect(a[i]);
3 y := b[x];
4 }

Listing 6: Blade’s protect to prevent a Spectre-v1 vulnerability.

Using Blade’s variant of SLH, the protect instruction is replaced
with a form of non-speculative index masking:

1 if (E) {
2 mask := in_bounds(a, i);
3 mask := mask ? 0xFFFF : 0x0000;
4 x := ∗((a + i) & mask);
5 y := b[x];
6 }

Listing 7: Result of the compilation of Listing 6 using Blade’s SLH.

Line 2 checks whether the index i is in bounds for a. Then, the
non-speculative conditional assignment at line 3 sets the variable

mask to 0x0000 when i is out of bounds, and to 0xFFFF otherwise.

The load address is then masked at line 4 to prevent transient out-

of-bounds accesses.

2
This example does not invalidate the soundness of Blade’s type system, as the program

in consideration does not comply with Blade’s static notion of constant-time. However,

it shows that to safely use Blade, one should ideally first verify that the program

complies with this notion of constant-time via a second type system.
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First limitation: the need for array bounds. Blade’s SLH is only

effective when precise array bounds are available. For instance, if

loose bounds are used in Listing 7 at line 2, Blade’s SLH does not

prevent the speculative out-of-bounds access at line 4, leading to

potential leakage of confidential data at line 5. In contrast to Blade’s

SLH, dfence protects values rather than accesses, therefore it does
not require array bounds information. As an example, Listing 6 can

be protected with dfence as follows:

1 if (E) {
2 x := a[i];
3 dfence x;
4 y := b[x];
5 }

Listing 8: Program in Listing 6 protected with dfence.

Here, the dfence instruction at line 3 prevents the transient execu-

tion of the load at line 4, thereby preventing the leakage of secret

data originating from out-of-bounds memory loads at line 2.

Second limitation: specificity to out-of-bounds accesses. As Blade’s
SLH performs index masking, it can only prevent attacks that ex-

ploit out-of-bounds accesses. To see this, assume that the condition

E of Listing 7 always evaluates to false and that the array a con-

tains secret data. Under these assumptions, the program in Listing 7

trivially does not leak secret data in normal execution—i.e., it is

constant-time—but it can leak secret data during transient execu-

tion. More precisely, it is sufficient to trigger the transient execution

of the conditional’s body with any value of i within the bounds of

a to cause the leakage of confidential information at line 5.

To see how dfence can prevent this issue, assume the same sce-

nario in Listing 8, i.e., E always evaluates to false and that a contains
secret data. Even if an attacker triggers the transient execution of

the conditional’s body, the leaking instruction at line 4 would not

be executed because dfence would withhold the value of x.

Protection against Spectre v1.1. Blade can mitigate the Spectre

v1.1 data variant [82], which leaks confidential data that is stored

during transient execution by forwarding it to an aliasing load that

would otherwise access only public data during normal execution.

However, the variant of Spectre v1.1 illustrated in Listing 4, cor-

responding to the original formulation of v1.1 [59], is not part of

Blade’s threat model because Blade’s type system does not model

indirect jumps or return instructions, and consequently it imposes

no restrictions on jump targets. With dfence, we can prevent both

variants with a negligible overhead (§6). Using Blade, the geometric

mean overhead for preventing Spectre v1.1 is more than 15% [82].

8 Related Work
We focus the related work on software and hardware defenses that

are suitable at least for Spectre-PHT or -STL.

Speculation barriers in hardware. Commercial ISAs include specu-

lation barrier instructions designed for various purposes [54, 55, 65],

primarily to address concurrency issues and ensure program cor-

rectness. Intel and AMD recommend using fences—alongside other

techniques such as retpolines—to mitigate speculative vulnerabili-

ties [6, 48, 50, 51]. In contrast to dfence, which discerns what to

block, traditional fences block all forms of speculation, introducing

a performance overhead. Another important caveat with fence-

based approaches is that the programmer is often responsible for

determining where to insert fences, possibly leading to unnecessary

slowdowns or security vulnerabilities. Our type system (§4) is of

independent interest from dfence, as it can be used as an automatic

verification tool for the smart insertion of all speculation barriers to

effectively protect against Spectre-PHT and STL (as we have used

it for our evaluation in §6).

Building on speculation barriers, multiple academic proposals

emerged, introducing fence-like instructions with stronger secu-

rity guarantees (including this work). Context-sensitive fences [81]

are inserted dynamically by the CPU using decoder-level dynamic

information flow tracking, reducing the performance overhead com-

pared to lfences. In contrast to their work, our approach requires

fewer hardware modifications. Temporal fences (fence.t) [88]
are instructions that flush the microarchitectural state, effectively

preventing secret leakage with only a 2% performance overhead.

However, this protection does not address end-to-end timing and

same-address-space attacks.

Concurrent to our work, Herinomena et al. [8] designed and

implemented a RISC-V instruction similar to dfence. Their pro-
posed instruction, fence.spec rd, rs1, establishes a dependency
between registers rd and rs1, and “completes execution only in a
non-speculative state, i.e. when the core is certain that it will commit”.
To mitigate speculative execution attacks, the authors developed

a compiler pass that can insert fence.spec instructions before

and/or after every load and/or store. Due to the coarse-grained

nature of these insertion policies, their performance evaluation

reports overheads exceeding 100% in the most conservative poli-

cies. Based on these results, the authors conclude that “there is no
way to use them [fence.spec instructions] correctly and efficiently,
which significantly hinders their practical adoption”. Our results
challenge this conclusion by demonstrating that, by using a more

fine-grained protection strategy, our dfence implementation can

prevent speculative attacks based on PHT, STL, and PSF speculation

with negligible overhead.

Software-based defenses. The state-of-the-art software-only mit-

igations for Spectre-PHT are index-masking and SLH, both rec-

ommended by CPU vendors [66]. Academic works have observed

that prior SLH techniques were insecure, and hence, proposed ex-

tensions of SLH—backed-up by formal guarantees—that still offer

better performance than lfences [7, 11, 91]. In particular, Shivaku-

mar et al. [7] define a type system to verify that protections based

on an optimized form of SLH are correctly applied at the source

level. Their type system only covers PHT speculation, in which

well-typed programs must explicitly track the value of the mis-

speculation predicate in a dedicated register, with the type system

ensuring that this register is updated correctly after each branch-

ing instruction. In comparison, our type system does not impose

this requirement, as the dfence instruction operates independently

of any software-level misspeculation predicate, and we also cover

SSB and PSF speculation and indirect jumps. Olmos et al. [9] focus

on ensuring that compilers preserve the speculative constant-time

property, tackling a critical aspect of compiler interference with
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security properties. Other works have also evaluated the perfor-

mance impact of deployed mitigations on real-world operating

systems [23]. More recently, a provably secure software-only ap-

proach was proposed that mitigates Spectre-v1, -v2 and -v4 variants

at a 2-7% performance overhead on commercial hardware [10].

Hardware-based defenses. Several works have proposed novel

processor models [29, 30, 36, 85, 90] to defend against transient

execution attacks. These works can significantly reduce the perfor-

mance impact (sometimes even leading to performance gains [45])

and often achieve stronger security guarantees than fence-insertion

techniques [36]. In particular, from the works using taint tracking,

ProSpeCT [36] has been implemented in hardware. In comparison

to our proposal, ProSpeCT has a larger hardware resource over-

head, recently estimated at 20.87% on an older Proteus baseline [38].

Additionally, our approach necessitates fewer software changes: in

contrast to inserting dfence instructions, the entire software stack

must track secrets stored in secret memory areas with ProSpeCT.

STT [90] and SPT [30] are other secure speculation mechanisms

based on taint tracking that prevent the transient leakage of val-

ues that are considered unsafe. Although these mechanisms do not

impose software modifications, they have a much higher runtime

overhead and more expensive hardware changes than dfence.
Moreover, while taint-tracking mechanisms implement the pro-

tection logic in hardware, dfence fully delegates it to software. This
delegation also provides more flexibility: in our design, the software

can use dfence to implement different protection mechanisms (e.g.,

SCT or speculative sandboxing). This is typically not possible with

hardware-level taint tracking.

Other recent work has proposed SpecLFB [29], implemented in

the BOOM RISC-V processor with a hardware overhead of only

+0.77% LUTs and +0.31% FFs. SpecLFB is limited to cache side-

channel attacks, whereas dfence can also prevent other side chan-

nels such as operand-dependent timing for division or multipli-

cation, or port contention. OISA [89] is a design also based on

BOOM that facilitates writing constant-time (data-oblivious) code,

also enforced during speculation, by introducing new leakage-free

instructions to the ISA. While this design enforces strong secu-

rity guarantees, it introduces significant changes to software (new

ISA) and hardware, such as using oblivious RAM [80], and slows

down execution by a factor of 3-40 depending on the configuration,

making it impractical in many applications.

9 Discussion
In this section, we discuss extensions of dfence to other Spectre

variants, other possible improvements, and generalizations of this

work, such as the application of our type system to speculative

sandboxing and automatic insertion mechanisms.

9.1 Extension to other Spectre Variants
Load address prediction. Load address prediction (LAP) has re-

cently been documented in Apple processors and successfully ex-

ploited to leak secrets [58]. The processor can speculate on the

address of a load and incorrectly forward secret data (including

non-architecturally accessed data) to subsequent instructions. This

speculation mechanism is similar to PSF and SSB in the sense that

a load instruction can transiently forward stale or secret data. Con-

sequently, dfence and our type system can address Spectre-LAP

without any software modifications. On the hardware side, the

only required modification is to extend our speculation tracking

to include this new speculation source—which should be a simple

extension of PSF and SSB tracking.

Control-flow prediction. dfence requires complementary defenses

to secure programs in the presence of arbitrary control flow specu-

lation, e.g., in the presence of BTB or RSB predictors. In these cases,

even if all unsafe operands are protected by a dfence, the attacker
can abuse speculative execution to redirect a victim’s control flow

to an arbitrary program location, bypassing the dfence instruction

and leaking secrets.

A first solution to handle these forms of speculative execution

is to replace indirect jumps and returns with conditional direct

jumps. This solution has been shown to incur low overhead on

cryptographic benchmarks [10]. A second solution is to comple-

ment dfence with existing hardware defenses for (speculative)

control-flow integrity [1, 64]. Intel’s Control-flow Enforcement

Technology (CET) can restrict the potential targets of control-flow

speculation to a set of well-defined landing pads. On a processor

with such a defense, it would be possible to also handle control-flow

speculation like Spectre-BTB or Spectre-RSB with dfence. In hard-

ware, the speculation-tracking mechanism would need to capture

these new speculation sources. In software, the semantics and type

system would need to capture these extra speculative paths and

ensure that unsafe operands are protected along them.

Value-based PSF and SSB resolution. In this paper, we assumed

that PSF and SSB are purely based on address speculation and not

on value speculation, which is consistent with the Proteus configu-

ration we used. In theory, PSF and SSB could resolve speculation

based on load values: only roll back the execution if the predicted

load value does not match the actual value, regardless of the mem-

ory addresses. This creates a resolution-based timing channel [90]

dependent onwhether the load value and forwarded store values are

equal. Such a value-based resolution mechanism would turn both

loads and store values into unsafe operands, breaking the common

assumption that load and store values do not leak, and requiring

orthogonal defenses. We are not aware of any currently deployed

processor featuring such a value-based resolution mechanism for

SSB and PSF speculation.

Other value prediction. Value prediction [42, 68, 69] speculates

on the value of instructions’ operands. For example, Intel CPUs can

speculate that the upper 64 bits of a 128-bit dividend are zero. An-

other example is load value prediction, whichwas recently exploited

by FLOP [57] attacks. Whether dfence alone can address value-

based speculation depends on which instruction is impacted. These

predictions introduce resolution-based channels [90] dependent on

whether the predicted value equals the actual value, making pre-

dicted operands unsafe. Thus, we need to adapt our leakagemodel to

forbid passing secret values to unsafe operands. Adapting software

to comply with the new leakage model might not be feasible—e.g.,

if load/store values become unsafe—in which case orthogonal miti-

gations are needed. For divisions, however, it is possible to consider
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them as unsafe (many cryptographic implementations already do)

and adapt our speculation model accordingly.

9.2 Possible Improvements
Type system. Our type system could be refined to reduce the num-

ber of protected operands. First, the type system could be equipped

with a speculation window to avoid unnecessarily protecting regis-

ters outside this window. Second, depending on the target CPU, we

could model memory disambiguation speculation more precisely

to identify cases where loads can only access public values specu-

latively, thereby reducing the number of registers to protect. For

example, in the code fence; x := a[y], the write buffer is empty

after the fence, so if y is a public in-bounds address, x can only

contain public data; yet our current type system conservatively

labels x as secret.

Hardware. Any conservative implementation of dfence w.r.t. its
specification (§3) is secure, such as a serializing fence or the unop-

timized dfence from §5. However, there is a performance trade-off

associated with different implementations: more conservative ap-

proaches are likely cheaper in hardware, but may unnecessarily

decrease instruction throughput. On the other hand, a more opti-

mized implementation of dfence x could allow x to be forwarded

to safe operands while blocking forwarding to unsafe operands.
This approach has the advantage of enabling further speculative

out-of-order execution of instructions past the fence. However, it

increases hardware complexity, as it must track dependencies be-

tween protected registers and the instructions using them. This

requires propagating a protection taint and ensuring that unsafe

instructions do not speculatively use tainted registers, akin to spec-

ulative taint-tracking mechanisms [90].

End-to-end verification. There is currently a gap between our

Jasmin-level security contract and its hardware implementation. To

close this gap and achieve end-to-end security, future work could

focus on (i) proving that the Jasmin compiler preserves the security

contract (SCT), building on recent theoretical foundations and (ii)

verifying that a hardware implementation satisfies the contract.

9.3 Generalization
Application to speculative sandboxing. Even though we focused

our formalization on speculative constant-time, dfence can also be

used to reason about speculative sandboxing. We detail here how

to apply our type system to this model. Speculative sandboxing

considers architecturally accessed values (or values inside a sand-

box) as public and transiently accessed values (or values outside a

sandbox) as secret. Therefore, applying our type system with the

memory annotated as such trivially ensures speculative sandboxing.

However, we remark that applying our type system without any se-

cret annotation (i.e., with the entire memory marked as public) also

guarantees speculative sandboxing. Indeed, assuming the program

is architecturally sandboxed, it can only access secrets during spec-

ulative execution, via a transient load. Since our type system types

all transient load values as secret, a program can only type-check

if transient load values are protected before speculatively flowing

to unsafe instructions, which guarantees speculative sandboxing.

Automatic insertion of dfence. The type system presented in

§4 can aid developers in detecting security violations and decid-

ing where to manually insert protections. Building on this, it is

possible to implement an automated mechanism that adopts heuris-

tics to automatically insert dfence instructions when violations

are detected. For instance, if Γ ⊢ E : (L,H) violates the constraint
Γ ⊢ E : (L, L), such a heuristic can apply dfence protections to

all variables within E with type (L,H) right before the violation
site. We conducted an initial exploration where we implemented

this and similar heuristics in Jasmin. We were able to automatically

protect Curve25519, Keccak𝑓 -1600, ChaCha20, Poly1305 and Gimli.

We believe that these preliminary experiments are promising, and

investigating to what extent such an approach could reduce—or

even eliminate—developer effort is interesting future work.

Other languages. As we already observed in §3.2, while our paper
focuses on the Jasmin language, dfence is not specific to Jasmin and

can generally replace SLH. Moreover, although the implementation

of our type system is specific to Jasmin, its core ideas can be adapted

to other languages. For safe languages, information about array

bounds and possible jump targets, used by our type system, can be

gathered at compile time. For unsafe languages, adaptation is more

difficult, but dfence can be coupled with control-flow integrity

mechanisms, like Intel CET, that restrict jump targets to a set of

well-defined landing pads.

10 Conclusion
In this paper, we introduced dfence, a novel instruction generaliz-

ing SLH to mitigate both Spectre-PHT and Spectre-STL. We demon-

strated that dfence requires minimal hardware support, simplifies

software instrumentation, and provides strong security guaran-

tees. Our formally proven type system ensures correct insertion of

dfence instructions, and our evaluation using the Proteus RISC-V

core shows that dfence offers effective security with negligible

performance and hardware impact.
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A Open Science
We believe that our prototype is an important contribution, which

we release as open software. At https://doi.org/10.5281/zenodo.

20770661, we archive the following:

• The prototype implementation of dfence in Proteus;

• The Jasmin implementation of the benchmark suite;

• A version of the Jasmin compiler with support for dfence
instructions;

• A Docker environment for replicating the evaluation.

We will also incorporate most components in the upstream Pro-

teus ecosystem at https://github.com/proteus-core.
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